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Policy Creation Authority Advisory 2003-3

Requirement to Upgrade to Certification Authority Workstation 

Software Version 4.3.1 

The purpose of this advisory is to encourage Combatant Command/Service/Agency (CC/S/A) to upgrade their Certification Authority Workstation (CAW) to the 4.3.1 version of software as soon as possible.  Performing this upgrade will avoid impending operational issues with large certificate revocation lists. Once the CAW is upgraded to 4.3.1, the problems listed below are no longer an issue.  

Several problems are encountered as revocation lists grow beyond allowable sizes: 

· The inability of CAW 4.3 to load an Indirect Certificate Revocation List (ICRL) larger than approximately 13.8k to 15k bytes. Although a 4.3 CAW will continue to function without an updated ICRL, policy requires a CAW regularly load a valid ICRL. Policy information on ICRLs can be found in your Certification Practice Statement (CPS) and the US DoD X.509 Certificate Policy (CP).   

· All 4.3 CAWs must upgrade to version 4.3.1 before an update of the CAW certificate is performed by the Policy Creation Authority (PCA), or the SQL file sent with the updated CAW certificate will load but the CAW will cease to operate. 

· Viewing Certificate Revocation Lists (CRLs) larger than 6K bytes will cause the 4.3 CAW application to terminate. 

Development efforts are underway in the CAW Program Office to correct additional limitations with the ICRL.  Oracle imposes a limitation that prevents a CAW from loading CRLs/ICRLs larger than 32k from the SQL file. This issue is being addressed with the next release of 4.3.1 CAW.  Until the patch is tested and fielded, there is a risk that excessive compromise and/or PCA revocation activity could cause the critical size limit to be exceeded, which would in turn have a negative impact on the Defense Message System (DMS) operations. 

Refer to PCA Advisory 2003-2 for important information, titled Guidance on Improving Certificate Processing Performance on Certification Authority Workstations.


(U) Copies of previous PCA Advisories can be obtained from either:

· The EKMS Central Facility at (800) 635-5689, or DSN 238-4600, or email the EKMS Central Facility at centralfac@radium.ncsc.mil
· On the DISA DII Asset Distribution System (DADS) Server; for account/access information email dadsdms@ncr.disa.mil 
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