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When associating a new card (still in a sealed pink protective wrapping) in a new or zeroized phone, you should follow the below procedures. Each procedure is detailed in the pages that follow:

If you are only trying to rekey go to the document titled “KSV21 Card – STE Rekey Steps”.

If you are trying to add a second User card, start with step 3 “Create CIK User Card”. *DO NOT ZEROIZE.
1. Zeroize terminal (with NO card in it)

     Warning: This is only if setting up a phone that has no other cards associated with it. Zeroizing will remove all KEY associated with the phone you are working on.
2. Create TPA card (using the NEW card)

3. Create CIK User Card (CIK Association)

4. Change Strapping (AutoSecure) ensure that it is set to “traditional”  

5. Enable both secure and non-secure speaker phones (to assist in rekey-if you are allowed to have them enabled)

6. PSTN/ISDN setting config (getting a dial tone)

7. Program rekey number

8. Perform rekey (approx 2 mintues) 

9. Rekey quarterly is recommended - yearly required.   

---------------------------------------------------------------------------------------------------------
1.Zeroize STE Terminal 
Warning: zeroizing erases all old key information and sets configurations back to factory defaults
ONLY if you are using ISDN Phone lines write down SPID numbers before zeroizing. (instructions below)
· Press MENU (Terminal Management)

· Press SELECT Twice (Active Network Port)

· Press SCROLL Twice (Service Profile ID (SPID) #1:

1234 (as an example)

Press change if you need to add or modify the #

· Press SCROLL (Directory Number #1

Empty (as an example)

· Press SCROLL (Service Profile ID (SPID) # 2:

1234 (as an example)

· Press SCROLL (Directory Number #1

Empty (as an example)

· Press MENU to Exit.
      Zeroizing the STE

· Press MENU (Terminal Management)

· Press SCROLL Twice (Zeroize Terminal)

· Press SELECT

· Press CONFIRM

· Press MENU to exit
2. Establish a TPA 

· Insert a non-associated KSV-21 Crypto card into the zeroized STE.

· The terminal will read, “PROCESSING CRYPTO CARD – PLEASE STAND BY. Terminal Establishment - Establishment XXYYYY as TPA.”
· Press SELECT to confirm the assignment of this card as the TPA. The Terminal will then display “TPA Establishment Successful – Inserted card is the TPA Card.“

3. Create a USER card (CIK Association)

· With the TPA card inserted

· Press MENU (Terminal Management)

· Press SELECT (Network Settings)

· Press SCROLL Once (Terminal Privileges)

· Press MODIFY (Terminal Configuration Control)

· Press SCROLL Three times (Remove/Create Association)

· Press CREATE (Create Association)

· (If the USER card is different from the TPA card, remove the TPA card and insert the USER Card)

· Press FULL CIK, “Association Successful”
· Press DONE

Procedures to change configurations within the STE  

4. View/Change Initial Secure Mode (Strapping)

· Insert TPA card

· Press MENU (Terminal Management)

· Press SELECT (Network Settings)

· Press SCROLL Once (Terminal Privileges)

· Press MODIFY (Terminal Configuration Control)

· Press SELECT (Initial Secure Mode)

· By default the initial setting is AUTOSECURE

· Press CHANGE Twice – TRADITIONAL

· Press MENU to Exit

5. Speakerphone Control

NOTE: Speakerphones should be enabled to successfully rekey a STE (unless you are not allowed to have speakerphones enabled).    

· Insert TPA card

· Press MENU (Terminal Management)

· Press SELECT  (Network Settings)

· Press SCROLL Once (Terminal Privileges)

· Press MODIFY (Terminal Configuration Control)

· Press SCROLL Twice (Speakerphone Control)

· Press SELECT (Non-Secure Speakerphone)

· Press CHANGE (Enable)

· Press SCROLL Once (Secure Speakerphone)

· Press CHANGE (Enable)

· Press MENU to Exit

6. PSTN/ISDN Configuration 

NOTE: You will need to know if you have PSTN/ISDN lines coming into your phone. If you are not sure,

try selecting PSTN first following the below instructions and see if you get a dial tone. If you do not get a dial tone, contact your COMMS/PBX telephone personnel to verify if you have PSTN lines or ISDN lines.  If ISDN lines, you will need to get your Service Profile ID#’s (SPID #’s) from your COMMS/PBS telephone personnel and program them in the STE.
· Press MENU (Terminal Management)

· Press SELECT Twice (Active Network Port) PSTN or ISDN will be displayed.

· Press CHANGE to switch from ISDN to PSTN or PSTN to ISDN. ISDN is on by Default.

· Press MENU to exit.
*ONLY FOR ISDN Phone lines*

ADD/REMOVE/MODIFY the SPID #’s - Contact your COMMS/PBX telephone personnel to get your SPID #’s. 

· Press MENU (Terminal Management)

· Press SELECT Twice (Active Network Port)

· Press SCROLL Twice (Service Profile ID (SPID) #1:

1234 (as an example)

Press change if you need to add or modify the #

· Press SCROLL (Directory Number #1

Empty (as an example)

· Press SCROLL (Service Profile ID (SPID) # 2:

1234 (as an example)

· Press SCROLL (Directory Number #1

Empty (as an example)

· Press MENU to Exit.
7. Store Rekey Phone number (SDNS/SCIP)

· Press MENU (Terminal Management)

· Press SCROLL Once (Crypto Card Management)

· Press SELECT (Card Management Privileges)

· Press USER (Rekey Functions)

· Press SELECT (Update/Rekey Phone Number)

· Press UPDATE (Rekey Phone Number)

· Press SDNS

· Press SCIP
· Enter SDNS/SCIP rekey phone number. SDNS/SCIP  rekey numbers are:
 
Toll Free 1-800-633-3971, Comm. (410) 526-3470, 

DSN 312-238-4470   

NOTE: You will need to enter your prefix before   

      the phone number.  Example if you need to  

      dial a “9” to get out of your building 

      enter 918006333971. If you need a pause, press the pause (blue soft key).
· Press Store

8. Re-Keying KSV-21 Card  

· Insert USER Card (USER card can also be TPA card)

· Press MENU (Terminal Management)

· Press SCROLL (Crypto Card Management)

· Press SELECT (Card Management Privileges)

· Press USER (Rekey Functions)

· Press SELECT (Update/Rekey Phone Number)

· Press REKEY

· Press SDNS 

· Press SCIP
· You will hear a dial tone
· Press GO

     Note:  If you have the speaker phones disabled,    

     you will be prompted to pick up the handset and 

     you will have the option to press GO

· If rekey fails, wait 20 minutes before attempting to rekey again.
If you experience problems or have questions, call the Key Support Center at 800-635-5689. Do NOT zeroize STE and repeat process.
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