Sectera In-Line Network Encryptor (KG-235) 

Bulletin

Universal Changeover To Occur March 2003 

The following describes how the Sectera INE (KG-23 5) and the NES (Network Encryption System) handle the Universal Changeover. 

Universal Changeover Description: During the year prior to the universal changeover, the FIREFLY keys are issued in "Supersession", which means that there are actually two universals on the physical key material - the current and the next material. More to the supersession period, there is only one universal on the key - the current. After the supersession period, there is only one universal on the key - the next (which now becomes the current one). This is done to make the transition from one universal to the other as seamless as possible. 

Changeover Date: The changeover date is only specified by a month and a year. This means that the day is a matter of interpretation. The NES chose to use the beginning day of the month as the changeover date (the key expiration date is also handled the same way). The HAIPIS specification defined the last day of the month as the changeover date (the key expiration date is also defined this way). Because of this interpretation difference, there is a difference in the way the NF-S and Sectera INE handle Universal Changeover. 

NES Only: In networks where there are only NES units (i.e. no Sectera INE's), the NES will switch from one universal to the other on the first day of the month. The NES will not change from the current universal to the next universal while it is operational. The NES must either reboot or go through a TEK expiration (24 hour self-test). Remember that this TEK expiration time is configurable and can be set for duration or for an absolute time of the day. Therefore, if two NES units are communicating and the Universal changeover date occurs (first day of the month), the units will continue to communicate, on the current key until one of the units (or both) go through the TEK expiration reboot. At this time, the unit that reboots will recognize that the current universal has expired and it will load the "next” universal. After the unit reboots, it will try to resume communications with the other units. They will not communicate until 

each unit goes through the TEK expiration and reboots and loads in the "next" universal.

If all units were to reboot at the same time, all units would come up and communicate on the "next” universal. The caution here is that if the TEK expiration is set for somewhere just before midnight, if a unit should reboot quickly and load the key before midnight, it would get the current key. The next unit might take just a little longer and it might load its key just after midnight. It would get the "next' key. In this case, the units would not communicate. The remedy for this is to reboot the unit that is still on the current key and it will solve the problem. A better solution is to make sure that the TEK expiration time is not set for "close to midnight." If units are on a staggered TFK expiration, they will lose communication as one unit reboots and will not regain it until the next unit reboots. A good way to solve all of this would be to plan to reboot all units just after midnight of the day of universal changeover (on the first day of the expiration month, not the, last day), 

Sectera INE Only: In networks where there are only Sectera INE units (i.e. no NES's), 

the Sectera INE will switch from one universe to another on the last day of the expiration month (not the first day as is the case with the NES). The Sectera INE will not change from one universal to another until a TEK expires. In the Sectera INE, the unit does not reboot, but each TEK expires one at a time as a function of time from when it was created. Once the TEK expires in either Sectera NE, it will not be recreated until communication is requested. At this time, the changeover date will be evaluated. If the time on both units is after midnight on the last day of the changeover month, the "next” universal is used to create the new TEK If the time, is before midnight on both units, the current universal is used to create the new TEK- If one unit is before midnight and one is after, the TEK will not be created. Attempts will continue to establish the TEK until both clocks are after midnight, when the TEK will be created using the. "next” universal. This process will occur TEK by TEK until all TEK's have been replaced (having been created using the “next” universal). 

Mixed Networks: In a network where there are both Sectera INE units and NES units, the process is a combination of the above conditions, with one exception, Since the NES 

Wm actually change from the current universal to the next universal at the beginning of the expiration month and the Sectera NE will not change to the next universal until the end of the month, the two units will be configured with the incorrect universals during 

that month. There are several ways to mitigate this situation. 

1. Replace the keys in the Sectera NE on the first day of the universal changeover month with single edition keys (these will have only the next universal on them). Note that these keys will not be available for order until March 1, 2003. 

2.  Set the clock on the NES to be one month earlier so the two expiration dates will line up with each other. 

3.  Set the time on the Sectera INE to one month later so the two expiration dates will line up with each other. This currently can only be done with a CM6000. 

The EKMS 322 specification actually allows a grace period on key expiration, which makes it acceptable to extend the life of a key for a short period of time. NSA is currently defining this "grace period” to be a maximum of 6 months.

