Procedures for

Returning STE Enhanced Crypto Card(s) 

to Central Facility (CFF) for New Keys
· Enhanced Crypto Card(s) (ECC’s) must be associated to a STE (see page 2 for instructions) and the association removed or the card(s) zeroized (see page 3 for instructions) before returning them to the CFF.  If the ECC(s) are still in a sealed tamper-evident clear pink package, the pink package needs to be removed before returning them.  Cards that are zeroized or have the association removed (AND are being shipped from within the continental U.S) can be returned via FEDEX, Registered Mail, or DCS (Defense Courier Service).  DCS must be used as a shipping method for cards being sent from outside of the U.S. or for cards that could not be zeroized/associated.
· When sending cards back to CFF a STE Key Order Request Form and a SF153 (COMSEC Material Report) must be included with the card(s). The STE key order request form can be found on our website, www.keysupport.net.  Click on “EKMS Forms” and then on “Key Order Forms” for a complete listing. 
· Do not fax orders in when sending cards back to the CFF.  The SF153 and key order request form must accompany the ECC(s).  If not, customers risk having their package(s) returned, unprocessed and/or un-necessarily delayed.
· The ECC(s) (which are ALC-1 items) must be transferred to COMSEC Account 880111.

· The current mailing address (to include FEDEX/Registered mail) is:

Department of Defense

9800 Savage Road, Suite 6885

ATTN: EKMS/CFF

Fort George G. Meade, MD  20755



Defense Courier Service address is:



880111 BA05


HKD624 DC6 BA021
· Any questions on these procedures, please call the Key Support Center at 
1-800-635-5689, opt 0 or e-mail centralfac@radium.ncsc.mil. 

Instructions to associate an Enhanced Crypto card to a STE when you already have a TPA associated to a STE
· With the TPA card inserted

· Press MENU (Terminal Management)

· Press SELECT (Network Settings)

· Press SCROLL Once (Terminal Privileges)

· Press MODIFY (Terminal Configuration Control)

· Press SCROLL Three times (Remove/Create Association)

· Press CREATE (Create Association)

· (If the USER card is different from the TPA card, remove the TPA card and insert the USER card)

· Press FULL CIK

· Press DONE
Instructions to associate an Enhanced Crypto card to a STE when no TPA has been established
Establish a TPA with a New STE or previously zeroized STE.  To zeroize a STE:  press the “Blue” MENU button, press SCROLL two times, press SELECT then CONFIRM, and MENU to exit. 

· Insert a non-associated Enhanced Crypto card into the zeroized STE.

· The terminal will read, “PROCESSING CRYPTO CARD- PLEASE STAND BY - Terminal Establishment - Establishment XXYYYY as TPA.”

· Press SELECT to confirm the assignment of this card as the TPA.  The Terminal will then display “TPA Establishment Successful – Inserted card is the TPA Card.”

Create a User Card (CIK Association)

· With the TPA card inserted

· Press MENU (Terminal Management)

· Press SELECT (Network Settings)

· Press SCROLL Once (Terminal Privileges)

· Press MODIFY (Terminal Configuration Control)

· Press SCROLL Three times (Remove/Create Association)

· Press CREATE (Create Association)

· (If the USER card is different from the TPA card, remove the TPA card and insert the USER card)

· Press FULL CIK

· Press DONE
Instructions to Zeroize the Enhanced 
Crypto Card (ECC) or 

Remove the Association of the Card from the STE

NOTE:  Enable Card Privileges:  Card Privileges must be “Enabled” for these procedures. 
· Start with TPA Card in STE

· Press MENU, terminal displays Terminal Management
· Press SELECT, terminal displays Network Settings
· Press SCROLL once, terminal displays Terminal Privileges, Association & Software Update Management
· Press MODIFY, terminal displays Validating Crypto Card, Please Stand By, and then Terminal Configuration Control
· Press SELECT, terminal displays Initial Secure mode
· Press SCROLL until terminal displays Card Privileges
· Press CHANGE to Enable Card Privileges

· Press MENU to exit

Instructions to Zeroize the ECC

· Press MENU, terminal displays Terminal Management
· Press SCROLL once, terminal displays Crypto Card Management
· Press SELECT, terminal displays Card Management Privileges
· Press USER, terminal displays Rekey Functions
· Press SCROLL until terminal displays Zeroize Key
· Press SELECT terminal displays Zeroize Specific Key
· Choose the KMID to delete by pressing SELECT
· Press CONFIRM
· Press NEXT then SELECT for the next KMID and then press CONFIRM
OR
Instructions to Remove the ECC Association from the STE

· Start with TPA Card in STE

· Press MENU, terminal displays Terminal Management
· Press SELECT, terminal displays Network Settings
· Press SCROLL once, Terminal will display Terminal Privileges, Association & Software Update Management
Instructions to Remove the ECC Association from the STE (cont’d)

· Press MODIFY, terminal will display “Validating Crypto Card, please stand by”, and eventually “Terminal Configuration Control”
· Press SCROLL 3x’s to “Remove Association by Number Create a New Association”
· Press REMOVE, terminal will display “View Associations/Remove Associations”
· Press REMOVE, Terminal will display “Enter Crypto Card Serial Number” 
· Enter the s/n of the card you want removed

· Press REMOVE for the s/n that is being disassociated

· Press MENU to exit
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