AS OF: 21 January 2010

Receipting for COMSEC Material Reminder!!

Please refer to NSTISSI 4005, Safeguarding Communications Security (COMSEC) Facilities and Materials - Section XI –Accounting, Inventory and Audits. The document can be found on the SIPRnet website at URL:  www.iad.nsa.smil.mil. In the "search" window type "NSTISSI." Number 1 of the search results is the “4005”.
This section of the NSTISSI provides NSA policy for the requirement to receipt for keying material.   As a reminder, COMSEC Managers MUST provide a receipt for all NSA provided keying material via the appropriate method to their Central Office of Record (COR), Tier 1, or originating account.  Customers are requested to follow their specific COR guidance regarding this policy.

Important guidance for receipting for

STE Enhanced Crypto Cards (such as  KSV 21):

EKMS CFF account 880111 is a physical account.  COMSEC Managers must provide a hard copy receipt (signed SF153) (via fax, scanned e-mail attachment, U.S. mail etc.) back to this account. Managers must not receipt via electronic means (i.e.using the LCMS, LMD-KP system) to this account!!!  

Additionally, COMSEC Managers must receipt for crypto cards back to their appropriate COR or TIER 1 as directed by their specific COR.   Military accounts should send an electronic receipt to their Tier 1 and physical receipt to account 880111.

