Glossary of EKMS Terms
ALC – Accounting Legend Code – Numeric code used to identify the minimum accounting controls required for items of accountable COMSEC material within the COMSEC Material Control System.

ALC 1 – Accountable by serial number.
ALC 2 – Accountable by quantity.

ALC 3 – Initial receipt required, locally accountable by serial number thereafter.

ALC 4 – Initial receipt required, local accountability thereafter.

ALC 6 – Electronic key tracked by EKMS, continuously accountable to the COR.

ALC 7 – Electronic key tracked by EKMS, locally accountable.

BENIGN – Condition of cryptographic data that cannot be compromised by human access.

BULK ENCRYPTION – Simultaneous encryption of all channels of a multichannel telecommunications link.

CA – Command Authority – Individual responsible for managing modern key assets for a department/agency.  Responsibilities include the appointment of UR’s and associated key ordering privileges.
CA – COMSEC Account – Administrative entity, identified by an alpha-numeric (or all numeric) six-digit account number used to maintain accountability, custody and control of COMSEC material.
CCI – Controlled Cryptographic Item – Secure telecommunications or information handling equipment, or associated cryptographic component, that is unclassified but governed by a special set of control requirements.  Such items are marked “CONTROLLED CRYPTOGRAPHIC ITEM” or, where space is limited, “CCI.”
CF – Central Facility – A modern key production facility.

CIK – Crypto Ignition Key – Device used to unlock the secure mode of a crypto equipment.

CIPHER – Any cryptographic system in which arbitrary symbols or groups of symbols, represent units of plain text, or in which units of plain text are rearranged, or both.

CLUAS – Card Loader Application Software – LMD system and software facilitating the loading of key received electronically onto an Enhanced Cryptographic card locally.
COMSEC – Communications Security – Measures and controls taken to deny unauthorized individuals information derived from telecommunications and to ensure the authenticity of such telecommunications.  COMSEC includes crypto security, transmission security, emission security, and physical security of COMSEC material.
COMSEC Custodian – Individual designated by proper authority to be responsible for the receipt, transfer, accounting, safeguarding, and destruction of COMSEC material assigned to a COMSEC account.

COMPROMISE – Type of incident where information is disclosed to unauthorized individuals or a violation of the security policy of a system in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an object may have occurred.

COMSEC Incident – Occurrence that potentially jeopardizes the security of COMSEC material or the secure electrical transmission of national security information or information governed by 10 U.S.C. Section 2315.

COR – Central Office of Record – Office of a federal department or agency that keeps records of all accountable COMSEC material received by or generated within elements subject to its oversight.

CREDENTIALS --  Information, passed from one entity to another, used to establish the sending entity’s access rights.

CRYPTOLOGY – The field encompassing both cryptography and cryptanalysis.
CRYPTOPERIOD – Time span during which each key setting remains in effect.

CIK – CRYPTO IGNITION KEY – Device or electronic key used to unlock the secure mode of crypto equipment.

CUAS – Common User Application Software – A User Application Software (UAS) developed to run on top of the Local COMSEC Management System (LCMS) software on the Local Management Device/Key Processor (LMD/KP).
DAO Code – Department/Agency/Organization Code – An six-digit numeric associated with a user description that identifies the caller to the far-end user during a secure session.  A DAO Code is mandatory when placing key orders for voice or SCIP products.

DIGITAL SIGNATURE – Cryptographic process used to assure message originator authenticity, integrity, and nonrepudiation.

DIAS – Distributed Information Security Accounting System – Accounting software.

DTD – Data Transfer Device – A fill device designed to securely store, transport, and transfer electronic COMSEC key.

ECC – Enhanced Cryptographic Card – a PC card that provides all cryptographic functions when used with the Secure Terminal Equipment (STE) secure telephone.
ECU – End Cryptographic Unit – the cryptographic solution requiring modern key material.

EFF – Enhanced Firefly (aka Modern Key) – Key management protocol based on public key cryptography.

EKMS – Electronic Key Management System – An interoperable collection of systems for planning, ordering, generation, distribution, storing, filling, using and destroying electronic key and management of other COMSEC material.

ENCRYPTION – The process of protecting information as it moves from one computer to another, making data unreadable to everyone except the receiver.

ERROR CODE 18 – Fatal error on a STE.  The card will require zeroization and should be sent back to the CF for loading of new key material.

Fill Device – A COMSEC item used to transfer, store or load electronic key.

FIREWALL – A system designed to prevent unauthorized access to or from a private network.  It can be implemented in hardware or software.  Firewalls are often used to prevent unauthorized internet users from accessing private networks (particularly intranets).

HAIPE – High Assurance Internet Protocol Encryptor – A device that provides networking, traffic protection, and management features that provide information assurance (IA) services in specified networks.
IP -- INTERNET PROTOCOL – Standard protocol for transmission of data from source to destinations in packet-switched communications networks and interconnected systems of such networks.
ISDN – Integrated Services Digital Network – A digital telephone network.

ISM – Iridium Security Module – The Iridium’s encryption key resides within the ISM and is accessed via a PIN.

KCN – Key Conversion Notice – The accounting documentation that shows that SEED key was converted to operational key.  (Not applicable for STE Cards)
KEY – Usually a sequence of random or pseudorandom bits used initially to set up and periodically change the operations performed in crypto-equipment for the purpose of encrypting or decrypting electronic signals, or for determining electronic counter-countermeasures patterns, or for producing other key.
KEY EXCHANGE – Process of exchanging public keys (and other information) in order to establish secure communications.

KEY INVENTORY – List of accountable items currently held by an account (see your Tier 1)
KEY PAIR – Public key and its corresponding private key as used in public key cryptography.

KMI – Key Management Infrastructure – Framework and services that provide the generation, production, storage, protection, distribution, control, tracking, and destruction for all cryptographic key material, symmetric keys as well as public keys and public key certificates.  The planned successor to EKMS.
KMID – Key Material Identification (aka Reg Number) – A number that uniquely identifies a Firefly key.

KP – Key Processor – A cryptographic component in EKMS designed to provide for the local generation of keying material, encryption and decryption of key, key load into fill devices, and message signature functions.

KSC – Key Support Center – The Central Facility’s product/customer support center.
KSD – Key Storage Device – A device used to electronically store and distribute key to physically load crypto equipment.

LCMS – Local COMSEC Management Software – accounting software.

LMD – Local Management Device – Component in EKMS which provides automated services for the management of key and other COMSEC material, and an interface by which additional functionality may be incorporated to enhance its local capabilities.  It is comprised of the user-supplied platform, operating system, and EKMS software.

OTAR – Over-the-Air-Rekey – Changing traffic encryption key or transmission security key in remote crypto-equipment over the communications path it secures.

OTAT – Over-The-Air-Transfer – Electronically distributing key without changing traffic encryption key used on the secured communications path over which the transfer is accomplished.

PIN – Personal Identification Number – A unique number that allows the user to lock and access crypto equipment.

PPK – Pre-Placed Key – Another term for symmetric key produced and distributed by Ft. Meade Tier 0.

PSTN – Public Switch Telephone Network – Dial-up telephone system, which is available for use by the general public.

RANDOMIZER – Analog or digital source of unpredictable, unbiased, and usually independent bits.  Randomizers can be used for several different functions, including key generation or to provide a starting state for a key generator.

Reg Number/Register Number (aka KMID) – Used to uniquely identify individual keys which have the same short title and edition number.

SACS – Secure Access Control System – Security controls used by crypto equipments to limit access to authorized users (e.g., access control lists or security levels).

SCIP – Secure Communications Interoperability Protocol – Formerly known as Future Narrowband Digital Terminal (FNBDT) products, SCIP products are NSA-certified, Type 1 secure voice and data encryption devices that provide interoperability with both national and foreign wired and wireless products.
SDD – Secure Data Device – A crypto equipment that secures data traffic only. 

SDNS – Secure Data Network System – A mission system that provides end-to-end security services for the exchange of data between automatic data processing systems over common carrier networks, where no security services are provided by the common carriers.  SDNS is a subscriber of the EKMS services.
SEED Key – Initial benign form of key (UNCLASS) containing unique information used to update or start a key generation process.  SEED Key is converted to operational key through the electronic rekey process.
SHORT TITLE – Identifying combination of letters and numbers assigned to certain COMSEC materials to facilitate handling, accounting, and controlling.

SPID – Service Profile Identification – used in configuring a STE or ISDN.

SPLIT KNOWLEDGE – Separation of data or information into two or more parts, each part constantly kept under control of separate authorized individuals or teams so that no one individual or team will know the whole data.

STE – Secure Terminal Equipment – A secure telephone that uses analog or ISDN communication lines and keyed with an Enhanced Cryptographic Card (ECC).

SUPERSESSION – Scheduled or unscheduled replacement of a COMSEC aid with a different edition.

SYMMETRIC KEY – Encryption methodology in which the encryptor and decryptor use the same key.

TEST KEY – Key intended for testing of COMSEC equipment or systems.  Test key can only be ordered at the UNCLASSIFIED level unless otherwise waived and approved by the NSA policy/doctrine office.

TPA Card – Terminal Privilege Authority card – The ECC that has the priviliges to change the hardware  settings on the phone.  It can also be associated and used as a “user card.”

TRI – Transfer Reciept Initiate – An electronic SF-153.
UR – User Representative – Fielded EKMS role authorized by the Command Authority (CA) responsible for completing, signing and submitting key order requests to the CF to receive COMSEC keying material.
VoIP – Voice Over Internet Protocol – Hardware and software that sends voice data in packets using Internet Protocol (IP) rather than via the traditional Public Switched Telephone Network (PSTN), whose services are delivered via narrowband telephone networks.  With VoIP, the quality of voice traffic is maintained over the data network, which results in no duplication of effort and a reduction in cost.  VoIP is currently being used on both the Top Secret and Secret infrastructures at NSA.
VPN – Virtual Private Network – Protected IS link using tunneling, security controls and end-point address translation giving the impression of a dedicated line.

ZEROIZE – Removal or elimination of key from a cryptographic equipment or fill device.  End result – no keymat on equipment or device.

