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(U) Policy Creation Authority Advisory 2002-5

(U) Expiring V1 Certification Authority Certificates

(U) There are a number of fielded Certification Authority Workstation (CAW) sites that have V1 Certification Authority (CA) certificates that are about to expire within the next year.  This primarily affects CAW 3.1 sites that have upgraded to CAW 4.2.1 or 4.3.  This is not an issue with V3 CA certificates.  Be advised that if a V1 CA Certificate expires, all end-user certificates created by that CA would no longer be operable.

(U) To determine if your CAW site has a V1 CA certificate that is about to expire, perform one or more of the following:

1) Check the expiration date of the V1 CA certificate on the CA workstation.  If you need assistance in performing this procedure, call the General Dynamics Decision Systems (GDDS) CipherNet Help Desk at (877) 754-1023, toll free or DSN 282-1048.

2) Check the “Expiring X.509 Certificates” list in the Advisory Notes Section of the DISA DII Asset Distribution System (DADS) Server.  The list contains all V1 CA certificates  that will expire in the next year.  For account or access information to this site, send an email to dadsdms@ncr.disa.mil 

3) Contact your CAW Approving Authority, who will be able to tell you if you have V1 CA certificates that are about to expire.

4) Contact the Technical Assistance Center (TAC) Help Desk at the EKMS Central Facility by telephone at 800-635-5689 or email centralfac@radium.ncsc.mil.  The TAC technicians will be able to tell you if you have V1 CA certificates that are about to expire.

(U) If you determine that you have a V1 CA certificate that is about to expire, contact your CAW Approving Authority for further guidance.  


(U) Copies of previous PCA Advisories can be obtained from either:

· The EKMS Central Facility at (800) 635-5689, or DSN 238-4600, or email the EKMS Central Facility at centralfac@radium.ncsc.mil
· On the DISA DII Asset Distribution System (DADS) Server; for account/access information email dadsdms@ncr.disa.mil 
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