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Guidance on Restoring Certification Authority Workstations

The Policy Creation Authority (PCA) Operations Steering Group (OSG) was recently asked to provide guidance on restoring Certification Authority Workstations (CAWs).  There is a misconception in the CAW community that a site must contact the General Dynamics (GD) Help Desk and/or obtain permission from the PCA Security Team before they can restore their CAW.  This PCA Advisory references the policy for conducting weekly system backups, explains who a site is required to contact in restoring their CAW, and under what conditions.

CAW BACKUP POLICY:

· For CAWs programming Version 1 (V1) certificates:  the Information Systems Security Policy and Procedures for FORTEZZA Card Certification Authority Workstation, NAG-69C, states in section 17.a. “System Backup ‑ CAWs shall perform weekly system back‑ups to support system reconstruction, in the event of human or natural disaster.”

· For CAWs programming Version 3 (V3) certificates:  the X.509 Certificate Policy (CP) for the United States Department of Defense states in section 5.1.8 “System backups, sufficient to recover from system failure, shall be made on a periodic schedule, described in the CPS. For CLASS 3 and CLASS 4, backups are to be performed and stored off-site not less than once per week.”

RESTORAL OF CAW FROM BACKUP TAPES:

-WHEN IS PERMISSION/AUTHORIZATION NOT REQUIRED?
When a site encounters a problem with their CAW, they are authorized to restore their CAW from backup tape, without contacting the GD Help Desk or PCA Security Team, under the following conditions: 

· The site uses a current weekly backup tape. “Current” indicates that policy was followed and the system is backed up consistently on a weekly basis.  Note:  if a site restores using an old backup tape, which is illegal, the system may be subject to compromise should the restore be discovered by audit or other means.

· The site is aware of the risks involved of restoring the system to a previous state where certificates created after the backup don’t exist in the restored system.  These certificates and their associated tokens will have to be accounted for and recreated upon completion of the restore.  

· The CA must reconcile X.509 forms and gain possession of all user cards created after the date of the backup tape.

· All cards must be zeroized and re-created on the restored CAW for accountability purposes.

· Actions should be noted on the original X.509 forms.

· Instructions to restore the system are followed by the Site System Administrator (SA) as provided in the System Administrator/Information Systems Security Officer Procedural Handbook, Section 9, “System Backup and Recovery.

If the site contacts the GD Help Desk for assistance, and they are within the scope of policy, then GD will proceed to assist the site to restore the CAW to an operational state.  Contacting the GD Help Desk or the PCA Security Team, however, is not a requirement providing the site is operating within the scope of established policy. 

-WHEN IS PERMISSION/AUTHORIZATION REQUIRED?
If the site IS NOT within the scope of policy, and contacts the GD Help Desk for assistance, the GD Help Desk is required to contact the PCA Security Team who will further investigate the problem.  In an instance where there is a violation of policy, the PCA Security Team, with input from the DISA Program Management Office (PMO) and appropriate Approving Authority (AA) will assess the risks involved and determine a course of action.  
Questions may be directed to the Electronic Key Management System (EKMS) Central Facility Technical Assistance Center (TAC) at 1-800-635-5689 toll free, 410-526-3208 commercial, or 238-4600 DSN.

(U) Copies of previous PCA Advisories can be obtained from either:

· The EKMS Central Facility at (800) 635-5689, or DSN 238-4600, or email the EKMS Central Facility at centralfac@radium.ncsc.mil
· On the DISA DII Asset Distribution System (DADS) Server; for account/access information email dadsdms@ncr.disa.mil 
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