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Instructions To Zeroize a STE card: (NOTE: each key *KMID* needs to be zeroized; additionally card(s) need to be associated to the terminal first.)
NOTE:  Card Privileges must be “Enabled” for this procedure (see below instructions to enable card privlidges)

· Press “Menu” (blue button), terminal displays Terminal Management

· Press “Scroll” once, terminal displays Crypto Card Management

· Press “Select”, terminal displays Card Management Privileges

· Press “User”, terminal displays Rekey Functions

· Press “Scroll”, until terminal displays Zeroize Key

· Press “Select”, terminal displays Zeroize Specific Key

· Choose the KMID to delete by pressing “Next” then “Select”

· Remember there are at least 2 KMIDS on each KOV14 and one KMID on an ECC card.
To Enable Card Privileges: 

· Start with TPA Card in STE

· Press “Menu”, terminal displays Terminal Management

· Press “Select”, terminal displays Network Settings

· Press “Scroll” once, terminal displays Terminal Privileges, Association & Software Update Management

· Press “Modify”, terminal displays Validating Crypto Card, Please Stand By, and then Terminal Configuration Control

· Press “Select”, terminal displays Initial Secure mode

· Press “Scroll” until terminal displays Card Privileges

· Press “Change” to Enable Card Privileges

· Press Menu to exit

OR
Instructions to Remove the STE Card Association from the STE:
· Start with TPA Card in STE

· Press “Menu”, terminal displays Terminal Management

· Press “Select”, terminal displays Network Settings

· Press “Scroll” once, Terminal will display Terminal Privileges, Association & Software Update Management

· Press “Modify”, terminal will display Validating Crypto Card, please stand by, and eventually Terminal Configuration Control

· Press for “Scroll” 3x’s to Remove Association by Number Create a New Association

· Press “Remove”, terminal will display View Associations/Remove Associations

· Press “Remove”, Terminal will display “Enter Crypto Card Serial Number” 

· Enter the s/n of the card you want removed

· Press “Remove”, for the s/n that is being disassociated

· Press “Menu” to exit

