
Section 1 V3 CA/PCA Certificate Request Form

1.1.1 Authority Information Block – Print all information

	1. Request Type

     

	Authority’s Full Name  (Print)
     

	Phone  Comm.      



DSN      


	2. Card Address (See instructions if card is to be mailed)
Org         

Street      

City      

State/AA,AE,AP      
  Postal Code      


Country      

	1. PIN Address (See instructions if card is to be mailed)
Org.      

Street      

City      

State/AA,AE,AP      
  Postal Code      


Country      


	3. Authority’s E-mail Address         


	4. Multi-Party Control User Name  (Print)      


	5. Multi-Party Control User Address


(Card Address)
(PIN Address)
Org.      

Org.      


Street      

Street      

City      

City      

State/AA,AE,AP      
 Postal Code      

State/AA,AE,AP      

Postal Code      


Country      
 
Country      


	6. Sub-Registration Authority Name (Print)
     

	Phone  Comm.      



DSN      


	7. Certificate Usage

 FORMCHECKBOX 
 CA
 FORMCHECKBOX 
 PCA
	8. Card Chip Serial Number (For existing card only)
     


	9. Authority’s Distinguished Name (See instructions for inclusion of blank spaces)
     


MPC User’s Distinguished Name  

     


	10. Directory (For Authority certificate)
     


	11. Explanatory Information (See instructions; continue on separate sheet if necessary)
     



1.1.2 Administrative/Signature Block

	12. Authority’s Signature
	1.1.2.1.1.1 
Date

	13. PCA/PAA Name (Print)
     

	Phone  Comm.      



DSN      

	1.1.2.1.1.1.1 
Signature
Date

	14. Local Security Officer Name (Print)
     

	Phone  Comm.      



DSN      

	Signature 
Date

	15. Approving Authority Name (Print)
     

	Phone  Comm.      



DSN      

	1.1.2.1.1.2 Signature 
Date

	16. COMSEC Account Number (for FFC only)
     

	17. COMSEC Custodian Name (Print) (for FFC only)
     


	18. COMSEC Account Address (for FFC only)
Org.      
  Street      

City      
   State/AA,AE,AP      
  Postal Code      
  Country      



1.1.3 Version 3 Authority Signature Certificate Information

	19. Subject Alternate Names  (Optional)
 FORMCHECKBOX 
 Directory Name         


 FORMCHECKBOX 
 DNS Name        


 FORMCHECKBOX 
 Uniform Resource Name         


 FORMCHECKBOX 
 E-mail Address          

	20. Issuer Alternate Name (Optional)
 FORMCHECKBOX 
 Include

	21. Certificate Policy

(Select one)

 FORMCHECKBOX 
 US DoD Class 3 

 FORMCHECKBOX 
 US DoD Class 4 


	22. Certificate Validity Period 

 FORMCHECKBOX 
 Use default period (11 years for PCA, 6 years for CA)

 FORMCHECKBOX 
 Specify period

 Start      

 End       
   or Period      

	23. Communication Privileges

(Select all that apply)

 FORMCHECKBOX 
 Deferred
 FORMCHECKBOX 
 Flash 

 FORMCHECKBOX 
 Routine 
 FORMCHECKBOX 
 Override 

 FORMCHECKBOX 
 Priority
 FORMCHECKBOX 
 ECP 

 FORMCHECKBOX 
 Immediate 
 FORMCHECKBOX 
 Critic

	24. ICRLA Selection (PCA only)
ICRLA DN:      

	25. Personality  (maximum length of 24 characters)
     



1.1.4 Version 3 Authority Signature Certificate Constraints on User Certificate Creation

	26. Communication Privileges

(Select all that apply for user certificates to be supported)

 FORMCHECKBOX 
 Deferred
 FORMCHECKBOX 
 Flash 

 FORMCHECKBOX 
 Routine 
 FORMCHECKBOX 
 Override 

 FORMCHECKBOX 
 Priority
 FORMCHECKBOX 
 ECP 

 FORMCHECKBOX 
 Immediate 
 FORMCHECKBOX 
 Critic
	27. Encryption Privileges
(Select all that apply for user encryption certificates to be supported)

 FORMCHECKBOX 
 Network Guard  (Guard)

 FORMCHECKBOX 
 Read Only  (Required for V3 Organizational Certificates)
 FORMCHECKBOX 
 Mail List Agent (MLA)
 FORMCHECKBOX 
 Multifunction Interpreter  (MFI)


 FORMCHECKBOX 
 Facility Remote Access Server 

	28. Signature Privileges  (Select all that apply for user signature certificates to be supported)
Roles: 
Devices:

 FORMCHECKBOX 
 Organizational Releaser  (Org Release) 
 FORMCHECKBOX 
 Network Guard (Guard)


 (Required for V3 Organizational Certificates)
 FORMCHECKBOX 
 Multifunction Interpreter  (MFI)

 FORMCHECKBOX 
 Domain Manager
 FORMCHECKBOX 
 Directory System Agent (DSA)

 FORMCHECKBOX 
 Security Officer 
 FORMCHECKBOX 
 Mail List Agent (MLA)

 FORMCHECKBOX 
 Sub-Registration Authority (SRA) 
 FORMCHECKBOX 
 Message Transfer Agent (MTA)

 FORMCHECKBOX 
 Registration Authority (ORA) 
 FORMCHECKBOX 
 Message Store (MS)


1.1.5 GENSER Security Policy CA/PCA Constraints Information: 

(Attach a separate sheet if using a different policy)

	29. Classifications 

(Select all clearances to be supported)

 FORMCHECKBOX 
 Top Secret

 FORMCHECKBOX 
 Secret

 FORMCHECKBOX 
 Confidential

 FORMCHECKBOX 
 Unclassified

 FORMCHECKBOX 
 COSMIC Top Secret
 FORMCHECKBOX 
 NATO Secret

 FORMCHECKBOX 
 NATO Confidential

 FORMCHECKBOX 
 NATO Restricted

 FORMCHECKBOX 
 NATO Unclassified
	30. Security Policy Categories for GENSER

(Select all authorizations to be supported.)

GENSER Access Control Categories


 FORMCHECKBOX 
 Exclusive Distribution-EXDIS
 FORMCHECKBOX 
 SIOP-ESI 

 FORMCHECKBOX 
 Formerly Restricted Data-FRD 
 FORMCHECKBOX 
 SOSUS USA/GRB Eyes Only 

 FORMCHECKBOX 
 No Distribution- NODIS 
 FORMCHECKBOX 
 SPECAT 
 FORMCHECKBOX 
 Restricted Data - RD
 FORMCHECKBOX 
 USA/GRB Eyes Only 

GENSER NATO Categories  
GENSER Non-US Classification 
 FORMCHECKBOX 
 ATOMAL
 FORMCHECKBOX 
 Unclassified - FU

 FORMCHECKBOX 
 Cryptosecurity
 FORMCHECKBOX 
 Restricted - FR

 FORMCHECKBOX 
 EXCLUSIVE
 FORMCHECKBOX 
 Confidential – FC



 FORMCHECKBOX 
 Secret -  FS

(Enumerated) 
 FORMCHECKBOX 
 Top Secret – FT 

 FORMCHECKBOX 
 GENSER SOSUS Eyes Only
 FORMCHECKBOX 
 Border Device 

 FORMCHECKBOX 
 GENSER DOD Eyes Only

 FORMCHECKBOX 
 GENSER Intelligence Community Eyes Only

 FORMCHECKBOX 
 GENSER REL TO Categories
	31. Citizenship(s) 

     



1.1.6 Version 3 Authority Signature Certificate Name Constraints on User Certificate Creation

	32. Permitted Name Constraints

(List permitted DN paths: Allowed by this authority)

     

	2. Excluded Name Constraints
(List excluded DN paths: Not allowed by this authority)

     



1.1.7 Version 3 Authority Encryption Certificate Information

	33. Subject Alternate Names (Optional)
 FORMCHECKBOX 
 Directory Name      


 FORMCHECKBOX 
 DNS Name      


 FORMCHECKBOX 
 Uniform Resource Name      


 FORMCHECKBOX 
 E-mail Address      

	34. Issuer Alternate Name (Optional)
 FORMCHECKBOX 
 Include


	35. Certificate Policy

(Select one)

 FORMCHECKBOX 
 US DoD Class 3 

 FORMCHECKBOX 
 US DoD Class 4 
	36. Certificate Validity Period 

 FORMCHECKBOX 
 Use default period 

 FORMCHECKBOX 
 Specify period

 Start      

 End       
 

 or Period      

	37. Communication Privileges

(Select all that apply)

 FORMCHECKBOX 
 Deferred
 FORMCHECKBOX 
 Flash 

 FORMCHECKBOX 
 Routine 
 FORMCHECKBOX 
 Override 

 FORMCHECKBOX 
 Priority
 FORMCHECKBOX 
 ECP 

 FORMCHECKBOX 
 Immediate 
 FORMCHECKBOX 
 Critic

	38. Universal Selection  (PCA Only)
 FORMCHECKBOX 
 Use PAA Universals
 FORMCHECKBOX 
 Specify KEA Universals
   Universal name:      

	39. Personality  
(maximum length of 24 characters)

     

	40. Security Policy

 FORMCHECKBOX 
 GENSER

 FORMCHECKBOX 
 Other      
 (Attach separate sheet)


1.1.8 Version 3 Authority Encryption Certificate GENSER Security Policy Information

	41. Classifications 

(Select all clearances to be supported)

 FORMCHECKBOX 
 Top Secret

 FORMCHECKBOX 
 Secret

 FORMCHECKBOX 
 Confidential

 FORMCHECKBOX 
 Unclassified

 FORMCHECKBOX 
 COSMIC Top Secret
 FORMCHECKBOX 
 NATO Secret

 FORMCHECKBOX 
 NATO Confidential

 FORMCHECKBOX 
 NATO Restricted

 FORMCHECKBOX 
 NATO Unclassified
	42. Security Policy Categories for GENSER (Optional)
 (Select all authorizations to be supported. & enter the declassification code when GENSER Automatic Declassification Exemption is selected)

GENSER Access Control Categories


 FORMCHECKBOX 
 Exclusive Distribution-EXDIS
 FORMCHECKBOX 
 SIOP-ESI 

 FORMCHECKBOX 
 Formerly Restricted Data-FRD 
 FORMCHECKBOX 
 SOSUS USA/GRB Eyes Only 

 FORMCHECKBOX 
 No Distribution- NODIS 
 FORMCHECKBOX 
 SPECAT 
 FORMCHECKBOX 
 Restricted Data - RD
 FORMCHECKBOX 
 USA/GRB Eyes Only 

GENSER NATO Categories  
GENSER Non-US Classification 
 FORMCHECKBOX 
 ATOMAL
 FORMCHECKBOX 
 Unclassified - FU

 FORMCHECKBOX 
 Cryptosecurity
 FORMCHECKBOX 
 Restricted - FR

 FORMCHECKBOX 
 EXCLUSIVE
 FORMCHECKBOX 
 Confidential – FC



 FORMCHECKBOX 
 Secret -  FS

(Enumerated) 
 FORMCHECKBOX 
 Top Secret – FT 

 FORMCHECKBOX 
 GENSER SOSUS Eyes Only
 FORMCHECKBOX 
 Border Device 

 FORMCHECKBOX 
 GENSER DOD Eyes Only

 FORMCHECKBOX 
 GENSER Intelligence Community Eyes Only

 FORMCHECKBOX 
 GENSER REL TO Categories
	43. Citizenship (Optional)
     


	44. CPS Version (List the CPS document control number and approval date)
Document control number       
  Approval Date      



