UNCLASSIFIED


Security Management Infrastructure Operations (SMIO)

Electronic Key Management System (EKMS) Central Facility (CF)

August 21, 2002

(U) Policy Creation Authority Advisory 2002-4

(U) Certification Authority Site Specific Disaster Recovery Plans

(U) Got a Disaster Recovery Plan (DRP)?  Does your Certification Authority Workstation (CAW) site have a site specific DRP approved by your Site Commander?  Time is running out to meet the deadline.  All CAW sites must have an approved DRP by 15 September 2002.   

(U) BACKGROUND:  The X.509 Certificate Policy (CP) for the United States Department of Defense states in Section 4.8.2 “Class 3 and Class 4 Certification Authorities (CAs) are required to maintain a Disaster Recovery Plan.”  The responsibility for reviewing and approving Service-Level DRPs was delegated to the voting members of the Policy Creation Authority (PCA) Operations Steering Group (OSG). Review and approval for Service CA site specific DRPs has been delegated to the Site Commander.

(U) A message was issued by the Joint Staff on 25 March 2002, which mandated that the PCA OSG approve Service-level DRPs.  The message also stated that Service CA site specific DRPs be completed 60 days after the approval of the Service-level DRP.  The Service-level DRPs were approved by the PCA OSG on 21 June 2002; therefore adding 60 days requires the Service CA site specific DRPs be approved by the Site Commander no later than 21 August 2002.  The PCA OSG has extended this date to 15 September 2002.

(U) For more information on DRPs, contact your Service/Agency Representative or your CAW Approving Authority.  


(U) Copies of previous PCA Advisories can be obtained from either:

· The EKMS Central Facility at (800) 635-5689, or DSN 238-4600, or email the EKMS Central Facility at centralfac@radium.ncsc.mil
· On the DISA DII Asset Distribution System (DADS) Server; for account/access information email dadsdms@ncr.disa.mil 
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