Updated February 2, 2010

Quick Reference for Loading A New KSV21 Card Into A STE

Before Zeroizing check ACTIVE NETWORK PORT, if setting is ISDN, check what the SPID and switch type are and have customer copy it down.  To do this, press the following buttons:

MENU  - TERMINAL MANAGEMENT (Blue Button)
SELECT  TWICE  - ACTIVE NETWORK PORT (ISDN or PSTN)
If ISDN, then check:
SCROLL ONCE -  SWITCH TYPE
SCROLL ONCE  - SERVICE PROFILE ID (SPID) 

(ZEROIZE Terminal with no card in the STE)

MENU  - TERMINAL MANAGEMENT (Blue Button)
SCROLL TWICE  -  ZEROIZE TERMINAL

SELECT

CONFIRM

(Establishing the TPA)

· Insert non-associated ECC Crypto card into the zeroized terminal

· The terminal will read “Processing Crypto Card – please stand by”

· “TPA establishment – Establishment XXXYY as TPA”

· Press “SELECT” to confirm the assignment of this card as the TPA

· The Terminal will then display “TPA Establishment Successful – Inserted card is the TPA card.”

MENU – TERMINAL MANAGEMENT (Blue Button)
SELECT – NETWORK SETTINGS

SELECT – NETWORK SETTINGS

CHANGE – ACTIVE NETWORK PORT: to ISDN or PSTN (depending on the type of phone line) if ISDN enter back in the SWITCH TYPE and SERVICE PROFILE ID’s

BACK- NETWORK SETTINGS

SCROLL – NETWORK SETTINGS

MODIFY – TERMINAL PRIVILEGES “VALIDATING TPA CRYPTO CARD”

SELECT AT TERMINAL CONFIGURATION CONTROL

CHANGE AT INITIAL SECURE MODE: TRADITIONAL

BACK – TERMINAL CONFIGURATION CONTROL

SCROLL TWICE TO SPEAKERPHONE

SELECT – NONSECURE SPEAKERPHONE:
CHANGE TO ENABLED

SCROLL – SECURE SPEAKERPHONE: 
CHANGE TO ENABLED

BACK TO SPEAKERPHONE CONTROL
SCROLL 

REMOVE ASSOCIATION BY NUMBER/CREATE A NEW ASSOCIATION

CREATE

FULL CIK

DONE

MENU – TERMINAL MANAGEMENT (Blue Button)
SELECT TWICE – ACTIVE NETWORKPORT

SCROLL TO ADVANCE TERMINAL SETTINGS
SELECT – STU-III ACK/NACK
SCROLL  TO STU/SCIP EXTENDED TIMEOUT
CHANGE TO 60

STORE

SCROLL TO STE EXTENDED TIMEOUT
CHANGE TO 60

STORE

SCROLL TO FADE TIMEOUT
CHANGE TO 60

STORE

MENU TO EXIT
MENU - TERMINAL MANAGEMENT (Blue Button)
SCROLL ONCE - CRYPTO CARD MANAGEMENT
SELECT – CARD MANAGEMENT PRIVILEGES

USER

SELECT – REKEY FUNCTIONS

UPDATE – UPDATE STORED PHONE NUMBER

SDNS

SCIP
(NEED OUTGOING PREFIX PLUS PHONE NUMBER) 1-800-633-3971       

410-526-3470 (COMMERCIAL)    312-238-4470 (DSN)

STORE

BACK THREE TIMES TO REKEY FUNCTIONS

SELECT UPDATE REKEY PHONE NUMBERS PERFORM REKEY

REKEY

NOW REKEY SDNS/SCIP KEY
MENU - TERMINAL MANAGEMENT (Blue Button)
SCROLL - CRYPTO CARD MANAGEMENT
SELECT– CARD MANAGEMENT PRIVILEGES
USER

SELECT – REKEY FUNCTIONS
REKEY

SDNS

SCIP
GO
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