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General Guidance

The U.S. sponsor, (U.S. person, Command, Department or Agency), who provided the key for the NATO/Coalition FNBDT/SCIP device is responsible for providing guidance and assistance in rekeying.  

The U.S. sponsor is responsible for resolving hardware/software and line/comms issues with the appropriate equipment vendor or the local telecommunications support personnel.

The U.S. sponsor may call or email the Key Support Center for KEY assistance.  Do not direct the NATO/Coalition customer to call or email directly.  The U.S. Sponsor should only call the Key Support Center during normal operating hours 0600-1630 EDT, Monday - Friday.  Before calling for assistance have the key registration number or KMID, the exact error message, the software version of the equipment, test going secure to determine if the key is operational and when possible be near the equipment you are troubleshooting.

-----------------------------------------------------------------------------------------------------

Seed keys must be rekeyed by calling the CFF before you can go secure.

The FNBDT/SCIP devices must be rekeyed a minimum of once a year to keep the key operational.  It is recommended to rekey every three months.

When rekeying a secure cell-phone make sure you have a strong signal and utilize the wireless rekey phone number.
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STE – VIEWING THE KEY

L-3 COMMUNICATIONS

VIEW CARD/KEY DATA FOR STATUS:

· Press MENU (Terminal Management)

· Press SCROLL (Crypto Card Management)

· Press SELECT (Card Management Privileges)

· Press USER (Rekey Functions)

· Press SCROLL until you see(View Card Key Data)

· Press SELECT (SDNS Key Data/Key ID)

· Press SCROLL until you see(SDNS Key Expiration Date)

· Press SCROLL until you see(SDNS Key State)

· Press MENU to Exit

(Note:  If Keys are EXPIRED, Return Card To US Sponsor)
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STE – CHECKING THE SOFTWARE VERSION

L-3 COMMUNICATIONS

VIEW CURRENT STE SOFTWARE VERSION:

 (have THE US SPONSOR UPGRADE THE PHONE TO A MINIMUM OF 2.4)

· Press MENU (Terminal Management)

· Press SELECT (Network Settings)

· Press SCROLL TWICE (Terminal Audit Information)

· Press Press SELECT (Software Update TPA and Configuration TPA #)

· Press SCROLL THREE TIMES (Software Version HP:__)

· HP 0445/HP 0448 = Release 1C, 1C-IWF

· HP 0527 = Release 2.0

· HP 0543 = Release 2.1

· HP 0552 = Release 2.2

· HP 0558 = Release 2.2.1

· HP 0561 = Release 2.2.2

· HP 0567 = Release 2.2.3

· HP 0575 = Release 2.3

· HP 0589 = Release 2.4 (Version 2.4 will show

 

Release Identifier: < Release 2.4 >

· HP 0602 = Release 2.5
· Press MENU to Exit

SOFTWARE VERSIONS 2.3 and below – check to see if the “FNBDT” is enabled

ENABLE FNBDT (FOR SOFTWARE VERSION 2.3 AND BELOW)

· Press MENU (Terminal Management)

· Press SELECT TWICE (Active Network Port)

· Press SCROLL SEVEN TIMES (Advanced Terminal Settings)

· Press SELECT (STU III ACK/NACK ENABLED)

· Press SCROLL to (Initiate FNBDT Settings)

· Press CHANGE to (“ENABLE”)
· Press MENU to Exit
If you have software version 2.4, verify that secure signaling mode is autosig

(Software Version 2.4)

· Press MODE (secure Signaling Mode)

· Press CHANGE so that it reflects AUTOSIG

· Press MENU to Exit
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**** NOTE: IF YOUR SDNS/FNBDT FAILS ***** WAIT AT LEAST 20 MINUTES BEFORE RETRYING A REKEY ATTEMPT

STE (Secure Terminal Equipment) 

New Setup and Configuration Instructions
[image: image1.png]
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· Instructions for setting up a new STE

· Zeroize Terminal

· Establish a TPA

· Create a USER Card (CIK Association)

Procedures to change configurations within the STE

· Changing Strapping/ Initial Secure Mode

· PSTN/ISDN Configuration

· Obtaining/Configuring SPID #’s

· Speakerphone Controls (Enable/Disable)

· Setting/Checking Ste Timeoutss
· Store Rekey Numbers (STU III / FNBDT)
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Setting Up a STE

When associating a new card (still in a sealed pink protective wrapping) in a new or zeroized phone you should follow the procedures in the following order:

1. Zeroize terminal (with NO card in it)

2. Create TPA card (using the NEW card)

3. Create CIK User Card (CIK Association)

4. Change Strapping (AutoSecure) ensure that it is set to “traditional”  

5. PSTN/ISDN setting config should be correct (getting a dial tone)

6. Obtain & Configure SPID#’s for ISDN Line Only

7. Enable both secure and non-secure speaker phones to assist in rekey.  (The setting can be returned to Disabled, if your Security Policy insists.)

8. Set/Check Extended Time Out and Fade Time Out Settings

9. Program Rekey Number

10.Press MODE & MUTE after Setting Up STE and prior to 

   Rekeying

11.Perform Rekey (See pg.10)

Zeroize STE Terminal 

NOTE: zeroizing erases all old key information and sets configurations back to factory defaults.  If using ISDN, you may want to write down SPID numbers before zeroizing. 

· Press MENU (Terminal Management)

· Press SCROLL TWICE (Zeroize Terminal)

· Press SELECT

· Press CONFIRM
· Press CONTINUE
· Press MENU to Exit
Establish a TPA (with a New STE or previously Zeroized STE)

· Insert a non-associated KOV-15, SOV-16, KSV-40 or SSV-50 Crypto card into the zeroized STE (i.e. Factory default state) STE.

· The terminal will read, “PROCESSING CRYPTO CARD – PLEASE STAND BY. Terminal Establishment - Establishment XXYYYY as TPA.”
· Press SELECT to confirm the assignment of this card as the TPA. The Terminal will then display “TPA Establishment Successful – Inserted card is the TPA Card.
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Create a USER card (CIK Association)

· With the TPA card inserted

· Press MENU (Terminal Management)

· Press SELECT (Network Settings)

· Press SCROLL ONCE (Terminal Privileges)

· Press MODIFY (Terminal Configuration Control)

· Press SCROLL THREE TIMES (Remove/Create Association)

· Press CREATE (Create Association)

· (If the USER card is different from the TPA card, remove the TPA card and insert the USER Card)

· Press FULL CIK

· Press DONE

· Press MENU to Exit
VIEW/CHANGE INITIAL SECURE MODE (STRAPPING):

(If Phone is Muted, Phone is Set up to “Secure Only or Auto Secure,” change it to the Traditional Setting)

Insert TPA card

· Press MENU (Terminal Management)

· Press SELECT (Network Settings)

· Press SCROLL ONCE (Terminal Privileges)

· Press MODIFY (Terminal Configuration Control)

· Press SELECT (Initial Secure Mode)

· (By default the initial setting is AUTOSECURE)

· Press CHANGE UNTIL YOU SEE – TRADITIONAL

· Press MENU to Exit

DIAL TONE (PSTN or ISDN):

Check that the Phone Line is Plugged in and Secure

If STE Terminal does NOT have a DIAL TONE OR you are getting Errors, “NETWORK REGISTRATION FAILURE” / “NETWORK REJECTED CALL,” determine what type of Phone Line you have (PSTN or ISDN):

· Check the Active Network Port:

· Press MENU (Terminal Management)

· Press SELECT TWICE (Active Network Port:  PSTN OR ISDN)

· Press MENU to Exit
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If you have an ISDN phone line, check to see if there are SPID Numbers Stored:

· Press MENU (Terminal Management)

· Press SELECT TWICE  (Active Network Port)

· Press SCROLL TWICE (Service Profile ID (SPID)#1:





1234 (as an example)
· Press SCROLL ONCE (Directory Number#1:  1234 (as
an example)

· Press SCROLL TWICE (Service Profile ID (SPID)#2:





1234 (as an example)
· Press SCROLL ONCE (Directory Number#2:  1234 (as
an example)

(A minimum of 1 set of SPID Numbers has to be stored. NO 

 SPID#’s, CONTACT YOUR LOCAL COMMS/PBX PERSONNEL)

SPID#’S Stored, But NO DIAL TONE AFTER Switching to ISDN from PSTN, CHECK for correct SWITCH TYPE:
· Press MENU (Terminal Management)

· Press SELECT TWICE (Network Settings)

· Press SCROLL until SWITCH TYPE appears

· If SWITCH TYPE is NI-1/NI-2

· Press CHANGE until SWITCH TYPE reads “5ESS”
· If SWITCH TYPE is 5ESS

· Press CHANGE until SWITCH TYPE reads “NI-1/NI-2

· Press MENU to Exit
If after changing the Active Network Port, you still have the “NETWORK REGISTRATION FAILURE” OR “NETWORK REJECTED CALL” Error:

· Press MODE and MUTE together with the KOV-15 or SOV-16 card inserted.

· Hold down for 3 SECONDS and Release
· Screen will blank out

· “Terminal Resetting” Message will appear

· Once “Terminal Reset & Continue” Message appears in screen…

· Press CONTINUE to RESET/REBOOT the phone

                    Or

· Try CHANGING PHONE LINES
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If you have a PSTN Phone Line and the Setting is on ISDN:

· Press MENU (Terminal Management)

· Press SELECT TWICE (Active Network Port:  PSTN OR ISDN)

· Press CHANGE (to switch ISDN to PSTN)

· Press MENU to Exit

Still NO DIAL TONE, Contact your US Sponsor

SPEAKERPHONE CONTROL:  SPEAKERPHONES SHOULD BE “ENABLED” TO SUCCESSFULLY REKEY A STE

· Insert TPA card

· Press MENU (Terminal Management)

· Press SELECT  (Network Settings)

· Press SCROLL ONCE (Terminal Privileges)

· Press MODIFY (Terminal Configuration Control)

· Press SCROLL TWICE (Speakerphone Control)

· Press SELECT (Non-Secure Speakerphone)

· Press CHANGE (To Enabled)

· Press SCROLL ONCE (Secure Speakerphone)

· Press CHANGE (To Enabled)

· Press MENU to Exit

AFTER THE REKEY, THE SETTING CAN BE RETURNED TO DISABLED, IF YOUR SECURITY POLICY INSISTS. 

If that doesn’t work, check the STE Timeout Settings and Rekey Again.
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SETTING/CHECKING STE TIMEOUTS

· Press MENU (Terminal Management)
· Press SELECT TWICE (Active Network Port)
· Press SCROLL THREE TIMES (Advanced Terminal Settings)
· Press SELECT (STU III ACK/NACK ENABLED)
· Press SCROLL ONCE (STU/FNBDT/SCIP Extended Timeout:__)
· Press CHANGE

· Type in 60 (IF IT WILL NOT ALLOW 60 TYPE IN 30)
· Press STORE

· Press SCROLL (Fade Timeout:___)
· Press CHANGE

· Type in 60

· Press STORE

· Press MENU to Exit
Your STE will need to have the Rekey Phone Numbers stored before rekeying your STE. 
Store SDNS/FNBDT OR SCIP Rekey Phone number

· Press “Menu” terminal displays “Terminal Management”.

· Press “Scroll” terminal displays “Crypto Card Management”.

· Press “Select” terminal displays “Card Management Privileges”.

· Select “User” terminal displays “Rekey Functions”.

· Press “Select” terminal displays “Update Rekey Phone Number/Perform Rekey”.

· Press “Update” terminal displays “Update Stored Phone Number”.

· Press “SDNS”
· Press “FNBDT” OR “SCIP”
· Enter SDNS/FNBDT Rekey Phone Number. SDNS/FNBDT rekey numbers are: (Foreign Partners Wired Rekey numbers) 
 
1-800-218-3244, 410-517-3333 or DSN 312-238-4333

     NOTE: You will need to enter your prefix before the  

           phone number.  Example if you need to dial a “9”   

           to get out of your building enter 91800_________.

           If you need a pause, press the pause (blue soft 

           key)

· Press Store 

· Press Menu to Exit
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(Press MODE and MUTE after changing Configurations within the 

 STE)

Press MODE and MUTE together

Hold down for 3 seconds and Release

Screen will blank out

“Terminal Resetting” Message will appear

Once “Terminal Reset” & “Continue” Message appears in screen,

Press CONTINUE


(*This will not change any of the settings on the phone)
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Rekey Instructions for a STE

 (Secure Terminal Equipment)


Rekeying your STE is a procedure that is recommended quarterly but required yearly to be kept activated.   However, please follow your organizations guidelines. 

STE - Rekeying Instructions (For KOV-15, SOV-16, KSV-40 or SSV-50 Crypto Card Only)

· Keep handset in cradle and have card inserted.

· Press “Menu” (blue button on key pad) terminal displays “Terminal Management”.

· Press “Scroll” terminal displays “Crypto Card Management”.

· Press “Select” terminal displays “Card Management Privileges”.

· Press “User” terminal displays “Rekey Functions”.

· Press “Select” terminal displays “Update Rekey Phone Number/Perform Rekey”.

· Press “Rekey” terminal displays “Perform Rekey”.

· Press “SDNS”.

· Press “FNBDT” or “SCIP”

· Press “Go”; You will hear STE dial and then voice recording play.  Rekey takes approximately 1-2 minutes.  If rekey is successful, it will indicate “rekey complete, press continue.”

· Terminal will prompt you to press “Continue” upon completion of a successful rekey.
** If the rekey fails, wait 20 minutes.  Reset the phone by pressing MODE and MUTE at the same time for 3 seconds & release. Press CONTINUE at end of reset.  Retry the rekey.  If additional rekey attempt fails, make note of the error message and contact your US Sponsor.

**Note Resetting the STE often clears many errors
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STE TROUBLESHOOTING

THINGS TO CHECK AFTER A REKEY FAILURE:

1. VIEW CARD/KEY DATA FOR STATUS:(Reference pg.1)
2. CHECK SOFTWARE VERSION ON STE.  HAVE THE US SPONSOR UPGRADE 

   TO A MINIMUM OF 2.4 (Reference pg.2)
3. YOUR STE IS FAILING BEFORE IT FULLY GOES THROUGH THE VOICE 

   PROMPT:
· Press MODE and MUTE together with the Crypto Card inserted
· Hold down for 3 SECONDS and RELEASE

· Screen will blank out
· “Terminal Resetting” Message will appear
· Once “Terminal Reset & Continue” Message appears in screen…
· Press CONTINUE

After Resetting the system, try to Rekey again.

1. What is a TPA card?

The first card inserted into a factory default or Zeriozed STE will have its Serial Number registered in the STE as the Terminal Privilege Authority (TPA) Card.  The Terminal Privilege Authority (TPA) card is used to unlock security features/options in the phone, as well as allowing new User Card Associations.  The TPA and User card can be the same card.

2. I have no “GO” option, why?

     Either the card has not been associated with the phone or the rekey phone numbers

     have not been programmed into the phone.  (see STE setup and rekey  procedures)

3. What do I do if I get “incompatible card”?

     The card may not be associated with the phone in question.   If you believe they are 

     associated, try Pressing mode and mute at the same time to reset the phone.  If

    there is still a problem, return the card to your US sponsor for new key.
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4. What do I do if I get “incompatible key”?

Cards many not have a Common Key or Key in the same Community of Interest (COI)

Press mode and mute at the same time and reset/reboot the phone.  If this does not clear the problem check the key information by “Viewing Card Key Data,” instructions under STE setup.  If the key is not compatible with the far end key, one of the two has a problem and it may not be your card.  Try rekeying both cards and if both are successful, attempt going secure again.

5. What do I do if I get “error code 18”?

Wait 24 hours.  Press mode and mute at the same time, to reset/reboot the phone.  Try rekey again.  Contact your US Sponsor to have new key loaded to the card.

6. What do I do if I get “Terminal Self-Test Failure Limited Capability May Exist?”

           Indicates a possible hardware/software problem.  Have the US Sponsor call 

L3 Communications  or IA Deployed Systems and Mission Operations Office 

7. How many cards will a STE phone hold?

           The terminal will hold 8 card associations.  A single card may be associated with 9

            different terminals, using the “Carry card Procedure”, described in the STE manual.

8. How  often do I need to rekey?

You must rekey a minimum of once a year, but it is recommended that you rekey quarterly, unless otherwise directed by your US Sponsor.
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Sectera Wireless Secure GSM Phone (SGSM)

General Dynamics

Rekey Procedure

A separate rekey call will be required for each keyset. 

· Enter the User PIN to unlock the phone

· Enter & store the wireless rekey phone number in the GSM phonebook

· From the main screen select Phonebook

· Use the joystick to scroll & highlight the rekey entry

· Press the Menu bar and the phonebook menu will appear

· Push the joystick upwards once and "Secure Voice" will appeared highlighted

· Press "Select"

· Press "Send"

· The phone will dial and a connection will be established

· The phone will then go secure and initiate the rekey. (If more than one keyset is loaded in the phone, the phone will give you a choice of keysets before going secure. Use the joystick to scroll to the appropriate key to rekey)

· Upon completing the rekey, the GSM display will read "Secure Complete End Call". Press OK

· GSM display will read "Updating Key"

· GSM display will read "Updating CKL"

· GSM display will read "Update Complete". 

Foreign Partners Wireless Rekey Phone Numbers

1-877-386-1820 or 410-517-3369
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Sectera Wireless Secure GSM Phone (SGSM)

General Dyamics

 TO VIEW KEYS
Press the menu key to enter the menu system

Press the 4-way navigation key to scroll until the Encryption Mgmt Menu is highlighted

Press Select to enter the Encryption Mgmt Menu.

Press the 4-way navigation key to scroll until Key Mgmt menu is highlighted.

Press Select

If no User ID SM PIN needs to be entered or it has been entered, continue to step 7 below. If a User ID SM PIN needs to be entered, the display indicates Enter SM PIN. Enter your User ID SM PIN and Press OK.  The display indicates SM PIN Entered and Key Exp NONE if no type-1 key exists or MM/YY if Type-1 key exists.

After a moment the display shows the Key Mgmt Menu with View Keys highlighted.

Press Select

NOTE: If the phone is not loaded “NO KEYS” will be displayed.

The display will indicate the status of the encryption key, either View Type-1 Key, APK Key, or No Keys.


-If View Type-1 Key is displayed, perform one of the following:



Press SELECT to view the Type-1 key authentication data. The display will indicate one or more of the following depending on the Type-1 key or keys loaded in the Secure Module.

· View NATO

· View Coalition

Press the 4-way navigation key to scroll until the desired key is highlighted.

Press SELECT to view the key authentication date. Use the 4-way navigation key to scroll through the key authentication data. Press BACK to exit the viewing of the selected key data. Press BACK to return to the View Keys Menu.

- If APK keyed is displayed, press BACK to return to the Key Mgmt Menu with View Keys Highlighted.

- If No Keys is displayed, a moment later the display will return to the Key Mgmt Menu with View Keys highlighted.
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Sectera Wireless Secure GSM Phone (SGSM)

General Dyamics

View Software Version

1. Press the menu key to enter the menu system

2. Press the 4-way navigation key to scroll until the Encryption Mgmt Menu is highlighted

3. Press Select to enter the Encryption Mgmt Menu.

4. Press 4-way navigation key to scroll to “Service”; press select

5. Press 4-way navigation key to scroll to “Versions”, press select

6. Press 4-way navigation key to scroll to “SCP Oper Version”

7. Press OK to exit
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QSEC 2700  - Qualcomm

Rekey Procedure

      One call to the CFF will rekey both the NATO and Coalition keys in the QSec 2700. 

* Program the rekey phone number into the “Contacts Menu” of the Qsec 2700 before beginning the rekey procedure for the first time. 

-  Power the phone on and enter the Secure User's PIN. 

-  Press OK. 

-  Scroll to "Security Menu", press "OK". 

-  Scroll to "Key Management", press "OK”. 

-  Scroll to Rekey and press "OK". 

-  Scroll to Rekey All and press "OK". 

-  Press the "Back Arrow key" until you get back to the main screen. 

-  Press "OK", scroll to "Contacts" and press "OK". 

-  Scroll to "View All", press "OK". 

-  Scroll and highlight the rekey phone number, press "Send". 

-  The phone will dial & display the following: 

"Going Secure - Establishing Data Channel" 

"Going Secure - Call setup in progress" 

"Secure Data - Preparing Requests" 

"Sent Request - Key ID" 

"Processing Response - Key ID" 

(The QSec will continue to Send requests and Process responses until all keys have been rekeyed). 

· "Rekey Succeeded" press "OK". 

Note: 
Should the rekey attempt fail, the QSec will display "Rekey Pending, Press 

OK" each time the Qsec is powered on. To clear this message, make another rekey call. 

Foreign Partners Wireless Rekey Phone Numbers

1-877-386-1820 or 410-517-3369
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QSEC 2700 - Qualcomm

 TO VIEW KEYS

1. From the Home Screen, press the OK key.

2. Using the navigation keys, scroll to the Security tab and press the OK key.

3. Using the Navigation Keys, select Key Management and press the OK key.

(Log on as Secure User, if not already logged in)

4. Using the Navigation keys, select View keys and Press the OK key.

5. Using the Navigation Keys, select the key you want to view.

6. Scroll through – Key ID, DAO, Classification, Expiration date, Rekey attempts.

QSEC 2700 - Qualcomm

TO VIEW SOFTWARE VERSION

1. From the Home Screen, press the OK key.

2. Using the navigation keys, scroll to the Security tab and press the OK key.

3. Using the navigation keys, select version and press the OK key.

4. Software versions are displayed.
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Omni Secure Wireline Terminal 

L3-Communications

Rekey Procedure
One call to the KMC will rekey all keys in the Omni.

· Enter the Authentic User PIN to unlock the terminal

· Dial the appropriate FNBDT/SCIP rekey phone number

· Terminal will display "Going Secure"

· After the secure connection is established, the terminal will display the following: 

“Rekey Call 

1 of 1 Keysets or (1 of ? depending on the number of keysets loaded) 

Requested" 

“Rekey Call 

1 of 1 Keysets or (1 of ? depending on the number of keysets loaded) 

Processing" 

"Rekey Successful 

Please hang up" 

Note: 
If the rekey attempt fails, wait 10 minutes and try the rekey call again. If the rekey 

fails again, please note the key ID number (KMID) and contact your US sponsor. 

Foreign Partners Wired Rekey Phone Numbers:

1-800-218-3244 or 410-517-3333
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Omni Secure Wireline Terminal 

L3-Communications
TO VIEW KEYS

Press Menu

Press Scroll or Press 7 for KEY MGMT

You can then VIEW DETAILS to see the key information or go to the next key (if more than one key is loaded in the device) by selecting VIEW NEXT.

To access the Key Management functions, press 7 (KEY MGMT) in the TA and AU menus, then enter. Omni will display either –


KEY LIST


EMPTY


PRESS BACK

If no keys are loaded, or if a key list is present –


KEY LIST



1 - VIEW NEXT


2 – VIEW DETAILS

Depressing scroll displays a third choice – DELETE KEY

If keys are loaded (multiple key sets may be loaded) OMNI displays the KEY ID, in the first line, for the first stored key as shown below


KEY ID: 1001


1 – VIEW NEXT


2 – VIEW DETAILS

If no key is loaded, OMNI displays “KEY LIST EMPTY – PRESS BACK”

To view other keys that may be stored in the OMNI terminal, press 1 in the KEY ID menu then hit enter. Omni displays the next key as shown below –


KEY ID: 1002


1 – VIEW NEXT


2 – VIEW DETAILS

To view other keys that may be stored, repeat the above procedures until all keys have been viewed.
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VIEW DETAILS

To view details of the key shown in the first line of the KEY LIST/KEY ID display, Press 2 then enter. OMNI displays –


<VIEW KEY>


CKL VER: XXXXXX


SPECIAL: XXXX  >

Where the “XXXXXX” represents the detailed data about the selected key, including DAO code, KMID, etc.

To view additional data for the present key press Scroll

To return to the KEY ID menu, press Back.

Omni Secure Wireline Terminal 

L3-Communications

To View the Software Version

1. Log on 

2. Press Menu

3. Scroll to “SW Mgmt”  Press enter

4. Select 1 “View Version”

5. Note the RP Version (Should be 2.64 or higher)

6. Press menu to exit
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Sectera Secure Wireline Terminal (SWT)

General Dynamics

Rekey Procedure

A separate rekey call will be required for each keyset. 

· Enter User PIN to unlock the terminal

· Dial the appropriate FNBDT/SCIP rekey phone number

· Terminal will display "Establishing Connection"

· Sectera will go secure and display "Rekey in process"

(If more than one keyset is loaded into the Sectera, the terminal will display ' Rekey: Select Key" after the secure connection is established. Scroll until 

you see the key that you wish to rekey and press "Enter". Repeat rekey procedure until all the keysets have been rekeyed." 

· After the key has rekeyed, the terminal will display "Secure Disconnected" and ”Hang Up"

· You will then see the terminal display the following: "Updating Key", "Updating CKL", " Update Complete". 

Note: If the rekey attempt fails, the SWT will not give you a chance to select another keyset to rekey until the pending rekey is successfully completed. 

To clear a failed rekey attempt, Wait 10 minutes and try to rekey again. If the rekey fails again, take note of the key ID number (KMID) and contact your US Sponsor. 
Foreign Partners Wired Rekey Phone Numbers:

1-800-218-3244 or 410-517-3333
21

Sectera Secure Wireline Terminal (SWT)

General Dynamics

To View the Keys 

(NOTE: Handset has to be on the hook to get to the key management menu)

Access the Key Management Menu:

Press Scroll to enter the Menu Environment

Press Scroll until Key Mgmt Menu id displayed.

Press Enter

If no User ID PIN needs to be entered or it has been entered, continue with Step E below. If a User ID PIN needs to be entered, the display indicates Enter PIN. Enter your User ID PIN and press ENTER.  The display indicates PIN Entered and Key Exp NONE.

After a moment, the display indicates View Keys.

Press ENTER

View Type-1 Key OK? Press Enter

View national, OK? Press Enter OR Scroll to other F1 keys.

NOTE:  Use the Scroll option to view key attributes.


Press * (asterisk) to back out.
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Sectera Secure Wireline Terminal (SWT)

General Dynamics

View Software Version 

1. Access the Key Management Menu:


Press Scroll to enter the Menu Environment

Press Scroll until Key Mgmt Menu id displayed.

Press Enter

2. Scroll to Service Menu.  Press enter to select.

3. Scroll to Versions.  Press enter to select.

4. Scroll to SCP Oper.  Record #

5. Press* to exit
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	Equipment / Short Title
	Minimum Software Version

For Electronic Rekey
	Current Software Version

Available

	GD Sectera Secure GSM Cell Phone (SGSM)

FNBH 21, 30, 40, 51
	8.03

Note: The wireless rekey phone number must be utilized for secure cell phones.
	11.01

	GD Sectera Secure Wireline Terminal (SWT)

FNBB 21, 30, 40, 51
	8.06
	11.01

	L3 Communications

Omni

FNAC 21, 30, 40, 50
	2.5
	3.0

(Hardware upgrade required to go from 2.5 to 3.0)

	L3 Communications STE

Utilizing Mykotronx
 KOV 14,KOV 14E,KOV 15,SOV 16
	2.1
	2.5

	L3 Communications STE

Utilizing Mykotronx
KSV 21, KSV 30, KSV 40, SSV 50
	2.6

(After NSA Certification for release)
	2.6

(After NSA Certification for release)

	Q-SEC 2700

Secure Cell Phone

FNCJ 21, 30, 40, 50
	1.52

Note: The wireless rekey phone number must be utilized for secure cell phones.
	3.0


Foreign Partners Rekey phone numbers 

Wired (for STE/SWT/Omni)     1-800-218-3244 or 410-517-3333

Wireless (for cell phones like GSM/Qsec)   1-877-386-1820 or (410) 517-3369
24

UNCLASSIFIED


