Secure Wireline Terminal Fill Procedure

  Assumptions
            The operator has a Sectera Wireline Terminal (OMEGA) and power supply.  

            The operator has the cable that connects the DTD to the OMEGA.  The cable is purchased from the OMEGA manufacturer.

            The OMEGA key material has been loaded into a DTD by either an LMD/KP or another DTD.  The key is accessible under the FILL application in the DTD.  The operator filling the key into the OMEGA has the Type 1 Default Software PIN (T1DSW) from the manufacturer (provided under separate cover to the COMSEC Account that received the OMEGA from the manufacturer.)  A unique eight digit T1DSW is assigned to each OMEGA.

            The operator should be familiar with the FILL application on the DTD.  The protocol in the FILL application should be set to “LMD”.  The “FILL” function (versus the “Issue” function) is used to fill the key into the OMEGA.  The operator should be familiar with paging through the key database in the DTD to select the proper key to be filled into the OMEGA.

                       Cheat – Setting the Protocol in the DTD

            At the main menu of the FILL application, with Letter Lock enabled, press ‘U” for Utility, “S” for Setup, “P” for Protocol, and “L” for LMD.  Press the MAIN MENU button once.  {LMD} should appear on the right side of the screen.

                        Cheat – Selecting the Proper Key in the DTD

    From the Main menu of the FILL application, press “X” for Xmit, press “F” for Fill. Arrow down once to see the Short Title if necessary; arrow down again to see the KMID on the right side of the display.  Arrow down again to see the classification of the key if necessary.  To view another key in the key database, press the “P DN” button (the letter ‘H ‘ button).  ‘P DN’ and ‘P UP’ pages or moves from one key to another in the key database.  Arrow up and down within each “key page” to display the Short Title, Edition KMID, key classification, etc.  After the proper key has been located using these techniques, press the ‘Enter’ button to select the key.  If successful, the display will revert to the Short Title line with the letters “XMT” at the right end of the Short Title.

Fill Procedures

The procedures explain the operations at the DTD and at the OMEGA.  In general, the DTD steps can occur ahead of the OMEGA steps.  The Omega is controlled through the keypad that is located on front of the terminal. (If the terminal is already loaded with key, the new key will overwrite and replace the old key.  If you are adding other U.S./Foreign interoperability keys, existing keys don’t necessarily need to be zeroized.) 

Step 1 - Connect the DTD to the Omega’s Data Port connector using the fill cable purchased from the OMEGA manufacturer. 

Step 2 - Power on the OMEGA (plug the power supply cable into the port on back of the terminal marked PWR.

Step 3 - Power the DTD on and wait for load to complete (approximately 1 minute).

Step 4 – DTD:  Go to the main menu of the FILL Application.

       Substep 4a – If the DTD comes up with the following menu

	 Appl Date  Time  Setup

 Util    Bit              {Main}

           LETTER  


        Substep 4b    Press ‘A’ to enter the Applications Menu

        Substep 4c    Select the FILL application, usually by pressing ‘F’

The main menu of the FILL application should look like this:

	Xmit   Recv               {LMD}

Utility                         [ S ]

           LETTER


Step 5 DTD: Press ‘X’ for Xmit to transmit the key from the DTD, the transmit menu will display:

	Select a transmit mode:

Fill      Issue    fiLe   All

            LETTER




Step 6 DTD: Press ‘F’ for Fill, the key selection menu will display:

	Select   Find   sEnd   {XMT}

< Descriptive ID for Key >

          LETTER




Step 7 DTD: Select the key to be filled.  (See Cheat – Selecting the Proper Key in the DTD above.)  After finding the proper key and pressing ‘ENTER’ to select the key for the fill operation…

Step 8 DTD: Press ‘E’ for sEnd

Step 9 DTD: Press ‘D’ for Direct

Step 10 DTD: Press ‘ENTER’ or ‘SEND’ to send the key to the OMEGA

The DTD will display the following:

	 Attempting to connect…

                                  [ABORT]

               LETTER


Step 11 OMEGA: If you are going to replace ALL keys currently in your Omega then Zeroize the key already in your Omega; otherwise, go to step 13.

                       Press SCROLL to enter the Menu environment.

                       Press SCROLL until Zeroize Menu is displayed.

                       Press ENTER ‘Zeroize Keyset Select?’ is displayed.

                       Press ENTER.  If the terminal does not contain an encryption key              

                       the Display indicates ‘No Keys’ and returns to the Zeroize Keyset menu, 

                       go to step 12. If an encryption key is present, the display indicates 

                       ‘Zeroize All keys’.

                       Press ENTER.  The display indicates ‘Confirm Zeroize’.

                       Press ENTER to confirm.  All the encryption keys are being deleted while 

                       the display indicates ‘Zeroizing All Keys’. After A moment, the display 

                       indicates ‘Zeroize Complete Followed by ‘No Keys’.  The display returns        

                       to Zeroize Keyset menu.       

Step 12 OMEGA:  To login or add a user to the OMEGA perform this step, otherwise skip to step 13.

                        Press “*” to get to main menu

                        Press SCROLL to enter the Menu environment.

                        Press SCROLL until Security Menu is displayed.

                        Press ENTER.  If no new User ID PIN needs to be entered, enter

                               6 digit User ID PIN that is already known to terminal 

                               and continue with Step 12.  If a User ID PIN needs to 

                               be entered, the Display indicates “Add User Select?” , 

                               go to step 11e. In the Restricted Access Control mode,

                               enter your User ID PIN number and press ENTER.

                                The display indicates “Pin Entered and Key Exp  NONE”.                                                                                   

  Press ENTER.

 If the terminal is Type 1 Enabled and no User Ids exist, the T1DSW PIN needs to be entered.  Otherwise, continue with the next Step.  Your Security Authority will have access to the T1DSW PIN. The display indicates ‘Enter Type 1 DSW PIN’. Enter the 8-digit T1DSW PIN, and then press ENTER. The display will momentarily Indicate ‘Type 1 DSW PIN Entered’.

The display then indicates ‘Enter PIN For User’ if there is space for Additional users to be defined.  If this is displayed, continue with the next step.  Or, the display indicates ‘All Users Activated’ if the maximum number of supported users has been created.  If this is displayed, the display returns to the Add User menu.

                                   Enter the User PIN number (6 digits) and press ENTER.

                                   The display indicates ‘Re-enter PIN’.  Re-enter the user PIN 

                                   (6 digits) number and press ENTER.

 If this is the first user, the display will indicate ‘Make

User Master’. If the Access Control Model is to be Controlled, press the * key to 

Bypass Master User creation.  If the Access Control Model is to be Restricted, press ENTER to create the Master User. The display indicates ‘Add User Successful’.  A moment later, the Display returns to the Add User menu.  If you want to add another User, repeat the steps just completed to enter a User PIN number.

Step 13 OMEGA: Begin the process to load the OMEGA with SDNS key from the DTD.  

                              Remove the line cable from the terminal.

Step 14 OMEGA: Press * to enter the menu environment.

Step 15 OMEGA: Press SCROLL until Key Mgnt Menu is displayed.

Step 16 OMEGA: Press ENTER, ‘View Keys Select?’ is displayed.

Step 17 OMEGA: SCROLL to ‘Load Type 1 Key Select?’ This menu option will not be Displayed if the Terminal is Type 1 disabled.

Step 18 OMEGA: Press ENTER. If the Master PIN, in the Restricted Access Control Model, or a User ID PIN, in the Controlled Access Control model,

Does not exist, the T1DSW PIN needs to be entered.  Your Security Authority will have access to the T1DSW PIN. If the display indicates ‘Load SDNS from DTD’, continue with the next step. Otherwise, the display indicates ‘Type 1 DSW PIN Entered’. A moment later the display indicates ‘Load SDNS from DTD Select?’.

Step 19 OMEGA: Press ENTER. The display indicates ‘Waiting for DTD to Connect’.

Step 20 OMEGA: The display indicates ‘Reading Key Material’ once the DTD has begun transferring the key to the Terminal.

Step 21 OMEGA: Once the key has been transferred to the Terminal, the Display indicates ‘Press Enter Key 20 Times’. Press and release the ENTER key 20 times or until the display indicates ‘Processing Key 

Material’. Once key processing completes, the display indicates ‘View Type 1 Key’.

Step 22 OMEGA: Press ENTER to view the Type 1 key authentication data.  Use Scroll to view all of the authentication lines. Press ENTER or * to return to 

the View Type 1 Key menu.

Step 23 OMEGA: The display indicates “Key Correct ?”. Press ENTER to accept the key. The display indicates ‘Storing Key’. A moment later

the display indicates ‘Key Load Finished’. If the classification of the

Type 1 key is outside the range of the security level settings; the display will briefly indicate ‘Security Level Prohibits Voice and / Or Security Level Prohibits Data’. If at least one PIN has been created Prior to the key load, disconnect the DTD from the Terminal’s DATA Port. Reconnect the Terminal’s LINE cable. Otherwise, the display Indicates Enter PIN for User.

Again, the Central Facility recommends that the COMSEC manager delete the corresponding copy of the key in the DTD and submit an SF-153 Destruction Report for the key to the Central Office of Record.  The Destruction Report should indicate a destruction method of “Filled” or “Loaded”.  A Destruction Report should not be submitted until the key is deleted from the DTD.  Follow appropriate requirements (defined by the Central Office of Record) for destruction (e.g. two person witness) of the key in the DTD.

Also, the COMSEC manager must keep a local record of each Omega (by serial number) and the key (by KMID) that was loaded into the Omega.  This record will be used in the event of a compromise to identify which key was loaded into the compromised Omega.  If the key is ever zeroized in the Omega, this should be noted in the local record along with the date of zeroization.                                                                                                                                                                                                               

