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KP Rekey and Credential Posting
This is a procedure that must be repeated annually in order to renew the key used to encrypt/decrypt BETs.  The key being rekeyed is the Type 0 FIREFLY key held in the KP.  The Short Title of the key is USFAU 0000000333.  An operator must be logged onto both the LMD and the KP.  All existing [good] BETs must be reconciled before performing this rekey.  The result of the process is a new set of FIREFLY credentials that may be used by Tier 0, Tier 1, or another Tier 2 account to encrypt a BET to be sent to your LMD/KP.
1. On the LMD, select KP > Rekey KP Vectors > Request KP Rekey
2. The Vector Set Selection window will appear.  Select the USFAU 0000000333 key and click on the Request Rekey button.

3. Click Exit to close the Vector Set Selection window.

4. The Rekey Request icon is now on the LCMS desktop; drag and drop it on the Messages tool and wrap it for account 880091.

5. Connect to the Message Server and establish an X.400 Mail association.  Send the wrapped Rekey Request to the Message Server.
6. The rekey should typically be processed and returned to your mailbox in anywhere from ten minutes to an hour depending on Message Server(s) availability and processing load.

7. After the Rekey Response has been retrieved from the Message Server, unwrap the Rekey Response using the Messages tool.  

8. Select KP > Rekey KP Vectors > Process KP Rekey Response.  The Vector Set Selection window will appear.  Select the vector set and click on the Process Response button.
9. After a couple of minutes a processing advisory message will appear indicating that new credentials are being generated.  Click on the Acknowledge button.  After a couple of minutes another advisory message will appear indicating that credentials have been generated and should be posted to the Directory at the earliest convenience.  Click on the Acknowledge button.

10. To post the credentials to the Directory Server, you must first establish an X.400 association with the Message Server.  In the Service Selection window click on the Directory Service button.  Click on the Connect button.

11. After the Directory Service connection is made and checking for out of date information is complete, click on the Upload Own button.  If the first attempt fails, try again.  It may take several attempts.

12. After the credential upload is successful you may disconnect from both the Directory Server and the Message Server.

