	SKL - Common Problems

	 
1. SKL Will Not Boot To The Logon Screen . KOV-21 Card Will Not Become Ready 

2. Cannot Edit Segment Effective Dates 

3. IFF Electronic Keys Received From LCMS Have Incorrect Text ID and Effective Date Fields after Being Stored in the SKL 

4. When Creating A Key Tag, User Entered Segment Ranges Change 

5. Database Loss Due To Incorrect Battery Removal 

6. When Receiving Key Type of N/A from LCMS, the Key Type Cannot Be Assigned To Equipment in the SKL and Other Tier 3 Devices 

7. SKL's Audit Log Capacity Too Large To Upload To LCMS 

8. Failure to Save Keys When a Key Tape Pull Fails 

9. Duplicate Audit Trail Entries
SKL Will Not Boot To The Logon Screen . KOV-21 Card Will Not Become Ready
Problem
Discussion
Solution
The Audit Log has compiled a large amount of data and therefore the KOV-21 card times out while trying to become ready. This is caused by the KOV-21 card reading the data in the Audit Log.
If you have an SKL that will not boot to the Logon screen, it is most probably caused by the fact that the Audit Log is too full. The card reads the Audit Log as part of the KOV-21 card initialization process. Currently there is a 20 second timeout feature on the KOV-21 card. If the card cannot become ready in the 20 second timeframe the SKL will display a message saying that the card is not ready and you will be unable to logon to the SKL.
Work Around: None available at the present time. 

In SKL UAS version 3.3 the timeout value will be increased to 120 seconds to allow the KOV-21 card to read all of the allowable audit data and become ready. The following message will also be displayed: 

Warning

If you have been downloading a large amount of data into your SKL, it is advised that you check your Audit Log to determine how full it is. If you are nearing 1,000,000 bytes remaining in your Audit Log, you should clear the Audit Log IMMEDIATELY. It should be noted, that given the current LCMS limitations, audit data in excess of 24,000 bytes cannot be uploaded to the LCMS Workstation.
Back to Top
Cannot Edit Segment Effective Dates
Problem
Discussion
Solution
The operator of the SKL cannot edit the Segment Effective Dates 
Currently when the SKL receives key from an outside source, e.g., LCMS Workstation or Data Management Device, the user cannot edit the Segment Effective Dates. There are elements within the DoD structure that need the flexibility to change the Segment Effective Dates for operational purposes.
Create a Platform, Equipment, and Key Tag with the effective dates that you want and then do a Key Needed operation.
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IFF Electronic Keys Received From LCMS Have Incorrect Text ID and Effective Date Fields after Being Stored in the SKL
Problem
Discussion
Solution
IFF electronic key received from LCMS displays incorrect Text ID and Effective Date after stored in the SKL.
When downloading an IFF key from the LCMS Workstation to the SKL, the key is stored with an incorrect Text ID and Effective Dates. It also does not account for the correct number of electronic segments (68) every month.
The segments must be managed from the Tier 2 level. 

In SKL UAS version 3.3 the software will be changed to reflect the correct Text ID and Effective Date of each electronic IFF key segment. It will also account for 68 electronic segments every month and display the correct effective dates, i.e., correctly pair 2 segments per day.
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When Creating A Key Tag, User Entered Segment Ranges Change
Problem
Discussion
Solution
When a Key Tag is created for a DS-102 download, and the user enters specific segment range values based on Supersession Rate /Cryptoperiod, the SKL changes these selections.
When the SKL operator creates a key tag for a DS-102 download, enters a Segment range and subsequently changes the Supersession rate or Cryptoperiod, the entered Segment range changes. This unexpected change may cause the operator to have a Key Tag with an incorrect Segment number.
Set the Supersession Rate and Cryptoperiod prior to setting the Segment range. 

In SKL UAS version 3.3 the user interface will be changed such that the user will logically select Supersession Rate and Cryptoperiod prior to entering a segment range when creating a key tag for DS 102 download.
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Database Loss Due To Incorrect Battery Removal
Problem
Discussion
Solution
Database loss due to battery removal.
As a result of field testing the SKL and related reports of potential data loss, it was found that the SKL would lose its database if the battery was removed from a powered down SKL prior to 20 seconds after the SKL's display went black. 

When you press the Power On/Off button and the SKL's screen goes blank, it does not mean that all processes have completed their cycle. Data is still being moved from working memory to storage memory after the screen goes blank. Failure to allow sufficient time for this process to complete before removing the battery will result in the loss of the database.

A label is being issued to each fielding office to be applied to each battery for the SKL. 

Wait a minimum of 30 seconds after the display goes blank before attempting to remove the battery pack from the SKL 

SKL UAS V4.0 a fix will be implemented to negate this problem all together
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When Receiving Key Type of N/A from LCMS, the Key Type Cannot Be Assigned To Equipment in the SKL and Other Tier 3 Devices
Problem
Discussion
Solution
The operator can only assign a TEK or KEK for a short title with key use of N/A when receiving key from LCMS.
The SKL allows the operator to assign a key type of TEK or KEK for Short Titles that are issued from LCMS with key use of N/A. However, Tier 2 is supposed to issue electronic HAVEQUICK with key use of N/A. Because of this a user is unable to assign MWOD or WOD short titles to equipments within the SKL or other Tier 3 devices for the purpose of Platform/Equipment based loading. This limitation has a detrimental effect on the SKL to load certain types of key
Create a Key Tag and populate the Key Type field with MWOD or WOD as necessary. Then perform a Key Needed operation. 

In SKL UAS version 3.3 the software will be changed to allow for the selection of MWOD or WOD for the key type AFTER receiving key.
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SKL's Audit Log Capacity Too Large To Upload To LCMS
Problem
Discussion
Solution
The SKL cannot upload any Audit data contained in the SKL Audit Log over 24,000 bytes to the LCMS Workstation.
The SKL has 2,097,145 bytes of memory dedicated to recording events in the Audit Log. Unfortunately the LCMS Workstation cannot handle that amount of Audit Data with the present version of 4.0.3.2. 

The amount of Audit Data that can be uploaded to the LCMS Workstation is limited. It has been calculated that only 24,000 bytes of Audit Data can be uploaded to the LCMS Workstation through the KP before putting the KP into an alarm situation. This equates to approximately 250 key entries and several lines of other logged events.

In the next version of the LCMS software a fix will be added to allow for the uploading of more Audit data. 

Maintaining good SKL Audit records on the LCMS Workstation is required to reconcile key distribution and to help maintain control of key produced by the LCMS Workstation. Even though the SKL has a tremendous amount of Audit Log space available for recording events, only a small portion of it can be uploaded due to a technology lag in the KP and LCMS Workstation software. 

The SKL UAS version 3.3 will issue a Warning window informing the user of the SKL to Upload the Audit Log when the Audit Log has reached 18000 bytes of data. This will remind the user that the Audit Log needs to be uploaded to the LCMS Workstation before proceeding to receive more keys from an external source.
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Failure to Save Keys When a Key Tape Pull Fails
Problem
Discussion
Solution
Failure to Save Keys When a Key Tape Pull Fails
Currently in a Key Needed situation, if a Key Tape pull fails for one reason or another, all the previous work in that session is lost.
The SKL UAS version 3.3 will allow each Key Tape that is pulled successfully to be automatically stored and removed from the Key Needed list even if you have a failure on the next Key Tape pull. It will also tell the operator explicitly which tape is to be pulled next.
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Duplicate Audit Trail Entries
Problem
Discussion
Solution
Duplicate Audit Trail Entries
During a DS-102 transfer to the SKL, if the operator does not answer prompts on the device transmitting the data, multiple Audit Log entries will be made. This will continue until the operator accomplishes a positive action in response to the prompt on the DS-102 device. There are also other times when duplicate Audit Trail entries are recorded.
No work around is currently available. 

This will be a coordinated effort between updating the SKL UAS and the KOV-21 firmware. The exact method of correction is still under consideration. But the enhancement will be made in version 4.0 of the SKL UAS.




