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DMS Fortezza Handling Policy


(U) The purpose of this advisory is to advise Combatant Command/Service/Agency personnel concerning the potential loss of, or unauthorized access to Fortezza cards.

(U) Defense Message System (DMS) security is based on a defense-in-depth strategy that includes security mechanisms at multiple levels, ranging from protections within the Defense Information System Network (DISN) TCP/IP networks to the signature and encryption performed by the Fortezza card.  DMS relies significantly upon the signature and encryption performed by the Fortezza card for integrity, non-repudiation, and confidentiality for both unclassified and classified organizational messages.  As with any cryptographic mechanism, protection of the cryptographic device is critical to the protection of the system’s security posture.  As such, Fortezza cards must be adequately protected from loss and unauthorized access.  Therefore, Fortezza cards used for DMS organizational messaging at users’ workstations shall be removed from their card readers and protected in accordance with NSTISSI 3028 when they are not actively in use for message origination or reception.  

(U) To prevent the problem remove Fortezza cards from users’ workstations, and protect cards in accordance with NSTISSI 3028, when the cards are not actively in use for message origination or reception.

(U) NSTISSI 3028, Operational Security Doctrine for the FORTEZZA User PCMCIA card can be accessed on the Internet at http://www.nstissc.gov/html/library.html

(U) If you have any questions please contact our Technical Assistance Center at 1-800-635-5689, or DSN 238-6400.

(U) Copies of previous PCA Advisories can be obtained from either:

· The EKMS Central Facility (EKMS FaxBack Document Listing) at (800) 635-5689, or DSN 238-4600, or email the EKMS Central Facility at centralfac@radium.ncsc.mil
· On the DISA DII Asset Distribution System (DADS) Server; for account/access information email dadsdms@ncr.disa.mil 
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