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Policy Creation Authority Advisory 2002-1
Returning Inoperative FORTEZZA User Cards to Spyrus

The Policy Creation Authority (PCA) has received the following request from the Cryptographic Engines, Modules and Tokens Division at the National Security Agency (NSA).  At the latest FORTEZZA Technical Exchange Meeting, Spyrus stated that they have requested Certificate Authorities (CAs) return inoperative Spyrus FORTEZZA user cards for troubleshooting and trend analysis.  To date the CAs have declined, stating that they need permission from the PCA.

Spyrus FORTEZZA user cards deemed to be inoperative at a Certification Authority Workstation (CAW) may be returned to the manufacturer if the following conditions are met:
· The card has never been programmed, or

· The card was previously programmed, but it has been zeroized.  The zerorization verifies that no user information remains on the card.


If either of these conditions cannot be met, the card shall be disposed of as current policy dictates.
The Operational Security Doctrine for the FORTEZZA User PCMCIA Card (NSTISSI 3028) dated December 2001, provides additional guidance in paragraph 25, entitled Inoperative KOV-11.
The process provided by Spyrus to return the cards is as follows:
1.
Non-functional cards can be returned to SPYRUS through its Returned Material Authorization (RMA) procedure in lots of 100 or greater.  For lots less than 100, SPYRUS will add a surcharge for handling. 
2.
To request an RMA, send an email to SPYRUS customer service at customerservice@spyrus.com with a subject title: FORTEZZA Analysis RMA. 
3. The customer is responsible for shipping costs of all FORTEZZA cards out of warranty. 
4. 4.  Cards that are deemed to be inoperative will be returned to the customer at the customer's expense.  Alternatively, the customer may elect to have the inoperative card destroyed at a SPYRUS facility.
NOTE:  This Advisory only pertains to returning inoperative USER cards.  Inoperative CA, Two-Party Key Control (TPKC) and/or Multi-Party Control (MPC) cards must be returned to the PCA through appropriate channels.
For information on returning inoperative FORTEZZA user or CA/TPKC/MPC cards, or for a copy of the NSTISSI 3028, contact the PCA Registration Branch at (800) 635-5689, DSN 238-4600, or email centralfac@radium.ncsc.mil.


For copies of previous PCA Advisory Letters, contact the EKMS Central Facility at (800) 635-5689, or DSN 238-4600, or email the EKMS Central Facility at centralfac@radium.ncsc.mil.
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