Instructions for Ordering Modern Firefly key from the LMD
Following are instructions for ordering keying material and required privilege and equipment type registration.  Please ensure you first read and understand the limitations of this process.   The LMD can be used to order modern key for all SCIP and HAIPE products for which the EKMS CF delivers key electronically.  In order to use this process, the EKMS ID of the LMD account must be a registered User Representative account (with Central Facility).  
The LMD can NOT be used to order key for the following type of key orders.  Instead, hard copy orders must be faxed or emailed to the EKMS CF for manual data entry:

a.  All key orders for which the EKMS CF will deliver a physical product (e.g. STE Enhanced Cryptographic cards that will be loaded by the EKMS CF).  
b. All key orders requesting “Over –The-Air-Transfer (OTAT)” service.

c. All foreign partner key orders (e.g. CCEB, NATO Nations or Coalition SCIP or HAIPE) key orders.  The EKMS CF provides key orders for allied partner use to the NSA International Liaison organization for their review and approval.  Hard copies are required. 
d. Key orders identifying special “Device Types” (e.g.  A key order submitted for a device type of  “KSD-64A” for a product for which default device type is “DTD”)
e. SMEPED and TALON key orders.  The CF has performed special “Equipment Type” registration of these hybrid products in the CF system to accommodate some key management/equipment interoperability issues.   
f. “EKMS” STE and SCIP key orders.   

Other Limitations:  

a.  Unlike hard copy key orders that are manually entered by EKMS CF Key Order Managers into the key generation system, The EKMS CF does not have the ability to correct certain fields that are incorrectly populated by the LMD operator.  Fields filled out incorrectly or incompletely will automatically be rejected by the system and the LMD operator will receive a rejection notice.   Some of the fields that cannot be corrected by the CF Key Order Mgrs are: 
1.   invalid or omitted DAO code,

2. invalid equipment name

3.  no partition privileges

4.  no credentials posted for receiving account
5.  DAO/Class 6/Additional ID fields exceed maximum character constraints (refer to EKMS CF Notice # 203 for specific guidance)

b. If you are ordering SCIP key for a U.S user and need multiple Community of Interest (COI) keys (e.g.  U.S., CCEB, NATO Nation, and Coalition) the LMD requires you to submit a separate order for each COI.  

INSTRUCTIONS:

1.  Registering Partition Privileges:  This can be accomplished electronically by processing an Ordering Privilege Notice (OPN) or manually.  To manually register the privileges:

*Select Ordering, Select PER Registration, select SDNS Comms Key.

* Enter the partition privileges on the Privilege Entry pop-up and click on Add or Modify as appropriate.

*Click on Record Privileges to complete the action.  Privileges recorded must match those listed on the most current User Representative Registration Notice (hard copy) provided by the EKMS CF to the account.  Otherwise the key order will likely be rejected for insufficient privileges.

      2.  Registering Equipment Types:  

          *Select Registration, Select Equipment Types, Click on Add


* Enter the equipment’s nomenclature in the Equipment Type field (uppercase, no spaces).  Examples of nomenclatures:  Sectera Wireline Terminal = FNBB21. The STE ECC = KSV21, TACLANE = KG175.  Click on Register Type to complete the registration.  Special Note: Iridium is NOT registered as FNCA21; instead it is registered as IRIDIUM.   
      3.   Ordering key:  

*Select Ordering, Select Order Entry, Select, SDNS Comms Key. Click on Add and the Order Type Selection window will appear.  

*Choose the appropriate Partition Code and Equipment Type. 
*Click on Select Order Type.  The Order Entry (No Access Sched) window appears. For the Support SDNS Comms Order field, ALWAYS select No Access Sched!!  Inline Network and Link Encryptors do NOT use Access Control Schedule fields and some will not work properly if key contains those fields.

*Choose the appropriate “Ship To” account and select Seed or Operational.  

*In the bottom of the order entry window, line item information (DAO, Class 6, Additional ID) can be entered.  For key requiring a DAO code (SCIP and Iridium key orders) the following format MUST be used in the Free Form ID field: <6 digit DAO code><colon><two digit Class 6 code><colon>additional ID.  The colon character has no space before and after.  The DAO code is required.  The Class 6 code is optional, depending on requirements for use of key. Important Note:  When requesting Additional ID for SCIP products, remember that the EKMS key generation system has a limitation on the amount of characters that can be placed in the Free Form Field.  Please refer to EKMS CF Notice #203 for guidelines regarding this space limitation to ensure the Additional Id you specify does not exceed the limit.
 In the following example, the DAO Code is “001234”, the Class 6 code is “25”, and the Additional ID is “ABC Company”.  Proper formatting is critical to success!   

For a DAO code only request, the Free Form Field is populated as:     001234:
For a DAO and Class 6 code request, the Free Form Field is populated as:     001234:25:

For a DAO, Class 6 code and Additional ID request, the Free Form Field is populated as:   001234:25:ABCCOMPANY  
For a DAO, No Class 6 code, and  Additional ID request, the Free Form Field is populated as:  012345::ABCCOMPANY
After each line item is entered, click on Add.  When the order is complete, click on Create Order. Wrap the order for EKMS ID 880091 and send it to the Message Server. 
As a reminder:  the SCIP partition codes for each COI, which are identified on SCIP key order request forms, are:

 0000055555 = U.S.

14002000001 = CCEB

15502000001 = NATO Nations 

16013000001 = Coalition

