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3 FEBRUARY 2006

FORWARD

This document is provided to make available informational updates relating to the Simple Key Loader (SKL).  The document is intended for use by the SKL operator until such time as the Technical Manual for the SKL can be updated.  The information contained herein represents changes required to be made to the SKL and new operational information that will be of primary use to the SKL operator.

This document is structured into 7 different areas.  They are Issues, Lessons Learned, Enhancements, Remote Audit Upload Procedures, Tier 3 Transfer Procedures, Operator Notes, Database Matrix, Equipment Profile List, and .

If after attempting to use any of the procedures outlined in this SKL Operator Update/User Notes document, the procedures do not work or you don't understand the procedure or any information contained within this document, please get in touch with your respect Help Desk personnel.  A technician will gladly walk you through the procedure and answer any questions you may have.

The SKL UAS will be enhanced through two (2) scheduled version upgrades.  The first is version 3.3 which will be available in March 2006.  The second upgrade, version 4.0, is expected to be ready for release to the field in October 2006.  There will also be a hardware upgrade to the SKL in the fall of 2006.

SKL UAS upgrades will be distributed through the websites listed below.  The Upgrade Utility program will also be posted to support download of the updated UAS onto your SKL.  Complete instructions as to its use will also be posted on the websites.

U.S. Army Website URL is:  https://rdit.army.mil/commsc/menu.cfm
Once you are at the SEC Communications Systems Support Center website, if you do not have a user ID and password to continue, you must apply for one by clicking on the "Apply For Access" link in the bottom left-hand corner.  During the application process you must ask for access to the SKL section of the website.  Once you have your User ID and Password you can log in and select Order, Download, or Register Software to download the new versions of the SKL UAS and the required Upgrade Utility.

U.S. Air Force Website URL is:  afekms.tier3help@lackland.af.mil
U.S. Army Help Desk Information

You can call the ACES/CT3/SKL help desk at 1-866-651-1199.  Or you may email the help desk with your problem at acesct3helpdesk@css-inc.biz.
U.S. Air Force Help Desk Information

AFEKMS help desk at commercial 210-977-2557.  Or you may email the help desk with your problem at afekms.tier3help@lackland.af.mil.  

NSA Help Desk Information

National EKMS Tier Three help desk at 866-383-7878.  Or you may email the help desk with your problem at help@ekmstier3support.com.  Web support can be found at https://www.ekmstier3support.com.  

SPAWAR/CETTI Web Support

Web Support for SPAWAR/Consolidated EKMS Tier Three Test Infrastructure (CETTI) can be found at: https//cetti‑1.spawar.navy.mil.
NOTE

This document was constructed to be printed using the duplex mode.  Therefore if it is your intention to print this document out, please make sure that you select the duplex mode to print.  This mode will eliminate all the blank sheets of paper.
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ISSUES

SKL WILL NOT BOOT TO THE LOGON SCREEN/

KOV-21 CARD WILL NOT BECOME READY

If you have an SKL that will not boot to the Logon screen, it is most probably caused by the fact that the Audit Log is too full.  The card reads the Audit Log as part of the KOV-21 card initialization process.  Currently there is a 20 second timeout feature on the KOV-21 card.  If the card cannot become ready in the 20 second timeframe the SKL will display a message saying that the card is not ready and you will be unable to logon to the SKL.  If you have this problem, contact your help desk for further guidance.

The following is a detailed explanation of the problem, corrective action you may be able to take and the pending fix to the problem scheduled for release in the next version of the SKL UAS.

ISSUE:  The Audit Log has compiled a large amount of data and therefore the KOV-21 card times out while trying to become ready.  This is caused by the KOV-21 card reading the data in the Audit Log.

NEAR TERM WORK AROUND:  None.

OBJECTIVE FIX:  In SKL UAS version 3.3 the timeout value has been increased to 120 seconds to allow the KOV-21 card to read all of the allowable audit data and become ready.

	WARNING


If you have been downloading a large amount of data into your SKL, it is advised that you check your Audit Log to determine how full it is.  If you are nearing 1,000,000 bytes remaining in your Audit Log, you should clear the Audit Log IMMEDIATELY.  It should be noted, that given the current LCMS limitations, audit data in excess of 24,000 bytes cannot be uploaded to the LCMS Workstation.

IFF ELECTRONIC KEYS RECEIVED FROM LCMS HAVE INCORRECT TEXT ID AND EFFECTIVE DATE FIELDS AFTER BEING STORED IN THE SKL

Currently when downloading an IFF key from the LCMS Workstation to the SKL, the key is stored with an incorrect Text ID and Effective Dates.  It also does not account for the correct number of electronic segments (68) every month.  

The following is a detailed explanation of the problem, corrective action you may be able to take and the pending fix to the problem scheduled for release in the next version of the SKL UAS.

ISSUE:  IFF electronic key received from LCMS displays incorrect Text ID and Effective Date after stored in the SKL.

NEAR TERM WORK AROUND:  The segments must be managed from the Tier 2 level.

OBJECTIVE FIX:  In SKL UAS version 3.3 the software will be changed to reflect the correct Text ID and Effective Date of each electronic IFF key segment.  It will also account for 68 electronic segments every month and display the correct effective dates, i.e., correctly pair 2 segments per day.

WHEN CREATING A KEY TAG, USER ENTERED SEGMENT RANGES CHANGE

Currently when the SKL operator creates a key tag for a DS-102 download, enters a Segment range and subsequently changes the Supersession rate or Cryptoperiod, the entered Segment range changes.  This unexpected change may cause the operator to have a Key Tag with an incorrect Segment number.

The following is a detailed explanation of the problem, corrective action you may be able to take and the pending fix to the problem scheduled for release in the next version of the SKL UAS.

ISSUE:  When a Key Tag is created for a DS-102 download, and the user enters specific segment range values based on Supersession Rate /Cryptoperiod, the SKL changes these selections.

NEAR TERM WORK AROUND:  Set the Supersession Rate and Cryptoperiod prior to setting the Segment range.

OBJECTIVE FIX:  In SKL UAS version 3.3 the user interface will be changed such that the user will logically select Supersession Rate and Cryptoperiod prior to entering a segment range when creating a key tag for DS‑102 download.

DATABASE LOSS DUE TO INCORRECT BATTERY REMOVAL

As a result of field testing the SKL and related reports of potential data loss, it was found that the SKL would lose its database if the battery was removed from a powered down SKL prior to 20 seconds after the SKL’s display went black.

When you press the Power On/Off button and the SKL’s screen goes blank, it does not mean that all processes have completed their cycle.  Data is still being moved from working memory to storage memory after the screen goes blank.  Failure to allow sufficient time for this process to complete before removing the battery will result in the loss of the database.

The following is a detailed explanation of the problem, corrective action you may be able to take and the pending fix to the problem scheduled for release in the next version of the SKL UAS.

ISSUE:  Database loss due to battery removal.

NEAR TERM WORK AROUND:  None.

NOTE

These labels will not be back filled to existing fielded assets.  The new label will appear on batteries coming off the production line starting in January 2006.
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OBJECTIVE FIX:  In the next generation of the SKL a hardware fix will be implemented to negate this problem all together.  This implementation is due to be released in the fall of 2006.

WHEN RECEIVING KEY TYPE OF N/A FROM LCMS, THE KEY TYPE CANNOT BE ASSIGNED TO EQUIPMENT IN THE SKL AND OTHER TIER 3 DEVICES

Currently the SKL allows the operator to assign a key type of TEK or KEK for Short Titles that are issued from LCMS with key use of N/A.  However, Tier 2 is supposed to issue electronic HAVEQUICK with key use of N/A.  Because of this, a user is unable to assign MWOD or WOD short titles to equipments within the SKL or other Tier 3 devices for the purpose of Platform/Equipment based loading.  This limitation has a detrimental effect on the SKL to load certain types of key.

The following is a detailed explanation of the problem, corrective action you may be able to take and the pending fix to the problem scheduled for release in the next version of the SKL UAS.

ISSUE:  The operator can only assign a TEK or KEK for a short title with key use of N/A when receiving key from LCMS.

NEAR TERM WORK AROUND:  Create a Key Tag and populate the Key Type field with MWOD or WOD as necessary.  Then perform a Key Needed operation.

OBJECTIVE FIX:  In SKL UAS version 3.3 the software will be changed to allow for the selection of MWOD or WOD for the key type AFTER receiving key.

SKL’S AUDIT LOG CAPACITY TOO LARGE TO UPLOAD TO LCMS

The SKL has 2,097,145 bytes of memory dedicated to recording events in the Audit Log.  Unfortunately the LCMS Workstation cannot handle that amount of Audit Data with the present version of 4.0.3.2.  

The following is a detailed explanation of the problem, corrective action you may be able to take and the pending fix to the problem scheduled for release in the next version of the SKL UAS.

ISSUE:  The SKL cannot upload any Audit data contained in the SKL Audit Log over 24,000 bytes to the LCMS Workstation.

NEAR TERM WORK AROUND:  See UAS 3.3 Enhancement “Limitation on Amount of Audit Data that can be Uploaded to the LCMS Workstation” in this document.

OBJECTIVE FIX:  In the next version of the LCMS software a fix will be added to allow for the uploading of more Audit data.

LESSONS LEARNED

POWER BUTTON USE

	WARNING


DO NOT press the Power Button while the battery is removed.  Doing so will erase your database.

This problem will be corrected in the SKL through a hardware fix which is currently scheduled for release in the fall of 2006.

RBECS LOADSET AND SOI
RBECS Loadsets and SOI can not be downloaded to a SKL.  RBECS managers will need to import their data to the Automated Communication Engineering System (ACES).  ACES has the capability to download to the SKL, CT3 or RDS DTDs.  The DMD has the capability to import RBECS data then transfer it to the SKL or CT3 DTD.

RECEIVING COMSEC KEYS FOR SINCGARS LOADSET
The SKL has a feature called Key Needed. This feature may be used to receive keys from the COMSEC custodian after the Loadset and plan data have been downloaded from ACES or DMD. 

MULTIPLE KEY ASSIGNMENTS TO FILL LOCATIONS
Multiple key segments can be assigned to the same Fill location. This feature will allow the operator to delete the expired segment and correctly load the next segment without scrolling through the key list.  Example:  January, February, and March TEKs can be assigned to a SINCGARS Loadset Fill location at one time.  When the January Key Segment expires, the SKL operator can delete the segment and continue to use the Loadset because the February key segment is ready to load.

SEGMENT DATE LOADING
The SKL has a loading feature that allows the SKL operator to load a Key Segment on a specific day of the month.  SKL operators may have over a 1000 key segments in their SKL.  If they know the effective date of the Keys they can use the date loading feature instead of scrolling through the key list and loading one key at a time.

DELETING EXPIRED KEY SEGMENTS
All Key Segments are stored with an expiration date and are displayed with a Red Key Icon.  The SKL operator can use the Delete Expired Key feature instead of scrolling through the list of keys to find the expired keys and/or deleting one key at a time.

ENHANCEMENTS

HARDWARE

HIGH CAPACITY BATTERY PACK SCREW REPLACEMENT

Reports from the field indicate that the operators of the SKL are having difficulty getting the High Capacity Battery Pack seated and connected securely to the Battery Pack Well.  This is causing the loss of the database contents.  After some testing and discussions with the field, it appears that the screw that holds the battery pack to the SKL is not long enough to secure the battery pack to the SKL properly.

ENHANCEMENT:  The screw on the High Capacity Battery Pack will be replaced with one that is longer to facilitate a secure bond between the battery pack contacts and the contacts in the Battery Pack Well.  Use the following procedure to replace the screw in the High Capacity Battery Pack.

This procedure is a requirement for the High Capacity Battery Pack only.  When you are issued the new Jump screw for the High Capacity Battery Pack, it should be installed using the following instructions.

1.  Disconnect the High Capacity Battery Pack from the SKL after waiting 30 seconds from Power Off.

2.  Turn the High Capacity Battery Pack over until the contacts are visible and lay it on a sturdy flat surface.

3.  Use a Flat-Tip Screwdriver to remove the E-Ring from the Jump screw as shown below in Figure 1, E-Ring Removal.


[image: image1]
Figure 1.  E-Ring Removal.

4.  Once the E-Ring is removed, pull the Jump screw out from the battery pack.

5.  Insert the new Jump screw into the battery pack making sure that the tiny washer is on the Jump screw end of the post.  Then insert the E-Ring back over the screw.

6.  Once the E-Ring is secured, install the High Capacity Battery Pack onto the back of the SKL and verify that it installs correctly, and tightly.

If there are any problems encountered installing the new High Capacity Battery Pack Jump screw, call your respective Help Desk for assistance.  The phone numbers and email addresses are located in the Forward of this document.

NOTE

Upgrade Kits will be shipped to each fielding site starting in January 2006.  The screw and E-ring will come in a plastic bag.  Check with your Force Modernization Representative for the arrival of this enhancement.

REPLACEMENT OF THE STYLUS

Reports from the field about the styli going bad and not working well in very cold temperatures indicate that it makes manipulating the database much more difficult.  The only way the user can navigate around the screens is to use the Mouse Mode.

The gray stylus will not be back filled to existing fielded SKLs.  Units may requisition the new stylus through normal supply channels using the Part Number 450-00009-01.  Field replacement procedures can be found in the SKL Technical Manual, TM 11-7010-354-12&P, Paragraph 4.13.5 Replacing the Stylus Lanyard, page 4-19.

ENHANCEMENT:  The new stylus will be incorporated on SKL production units starting the end of January 2006.  The new stylus, gray in color, will provide improved sensitivity and enhanced control.  

SUMMARY OF SKL UAS V3.3 CHANGES

AUTOMATIC DATABASE SAVES WHEN ANYTHING IS IMPORTED SUCCESSFULLY INTO THE SKL

Currently the only time the database is saved automatically is when you delete an item.  It has been noted from some field reports that users say they are losing imported keys.  Many of these instances of key loss can be attributed to not saving the database.

ENHANCEMENT:  The SKL UAS software will be changed to allow automatic saves whenever new data comes into the SKL through the Fill port from an external source.  What this means is that the windows you see now asking you if you want to save the database will no longer come up for this type database change and you do not have to select File(Save Database each time you receive key.  You will see the following window automatically come up just prior to the Operation Successful window being opened.
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Figure 2.  Progress Window.

DISPLAY IN THE SUMMARY STATUS WINDOW THE PERCENTAGE OF AUDIT LOG USED

The Summary Status window will be displayed when entering the SKL UAS.  This window will now show the operator what percentage of the Audit Log has been used.  This is very important information for the operator to know.  As described earlier in this document, if the Audit Log has too many entries in it the KOV-21 card may not initialize and the user cannot logon.

It is of the utmost importance that the operator of the SKL be aware of the size of the Audit Log at all times so that the SKL will not lock up.  The first step in obtaining that knowledge is to read the Summary Status Window and see the percentage of Audit Log used.

ENHANCEMENT:  In SKL UAS version 3.3 the Summary Status Window has been changed to show the user this percentage.  These changes are reflected in Figures 3 & 4 below.
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Figure 3.  Summary Status Showing Uploadable Audit Trail.
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Figure 4.  Summary Status Showing Audit Trail Not Uploadable.

LIMITATION ON AMOUNT OF AUDIT DATA THAT CAN BE UPLOADED TO THE LCMS WORKSTATION

The amount of Audit Data that can be uploaded to the LCMS Workstation is limited.  It has been calculated that only 24,000 bytes of Audit Data can be uploaded to the LCMS Workstation through the KP before putting the KP into an alarm situation.  This equates to approximately 250 key entries and several lines of other logged events.

Maintaining good SKL Audit records on the LCMS Workstation is required to reconcile key distribution and to help maintain control of key produced by the LCMS Workstation.  Even though the SKL has a tremendous amount of Audit Log space available for recording events, only a small portion of it can be uploaded due to a technology lag in the KP and LCMS Workstation software.

ENHANCEMENT:  The SKL UAS version 3.3 will issue a Warning window informing the user of the SKL to Upload the Audit Log when the Audit Log has reached 18000 bytes of data.  This will remind the user that the Audit Log needs to be uploaded to the LCMS Workstation before proceeding to receive more keys from an external source.  The Warning window is shown in Figure 5, Audit Trail is Full, below.
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Figure 5.  Audit Trail Is Full.

To clear the Audit Trail, you must be logged on as the SSO.  Once you are logged on as the SSO, in the Core Library select Tools(Audit Functions(Clear Audit.

FAILURE TO SAVE KEYS WHEN A KEY TAPE PULL FAILS

Currently in a Key Needed situation, if a Key Tape pull fails for one reason or another, all the previous work in that session is lost.

ENHANCEMENT:  The SKL UAS version 3.3 will allow each Key Tape that is pulled successfully to be automatically stored and removed from the Key Needed list even if you have a failure on the next Key Tape pull.  It will also tell the operator explicitly which tape is to be pulled next.

SUMMARY OF SKL UAS V4.0 CHANGES

The enhancements to the Simple Key Loader will be coming in stages or builds.  As shown above there are several high profile software changes that are being addressed in version 3.3.  The next release of the SKL UAS after 3.3 is 4.0.  Version 4.0 will provide enhancements to the SKL UAS in areas that are far ranging and have an impact on how new ECUs will be loaded.  It will also address areas in the software that are annoying to the user and make the software more user friendly.  The list of enhancements below, are only a small percentage of the areas that are being addressed.  When version 4.0 is close to being released to the field (approximately October 2006) a complete listing of the changes and enhancements will be forthcoming.

LOCK POPUP WINDOWS

There are popup windows that come up during several different operations that do not stay up long enough to alert the operator as to what is happening during the procedure.  Some of these windows provide critical information the operator needs to know.

ENHANCEMENT:  The software will be changed to lock the popup windows in place until positive action is taken on the part of the operator.  The positive action you will take is not known at this time.  It could be clicking on an OK button or simply dismissing the window by clicking on a Cancel button

MISLEADING STATUS WINDOWS

During an SKL Receive Key operation a “Key Failed Parity” error occurred.  The SKL reported this correctly but when the prompt is closed, the SKL displays “Operation Successful” which is misleading to the operator.

ENHANCEMENT:  There will be change made to the SKL UAS that will correctly report a failed operation such as the one described above.

DUPLICATE AUDIT TRAIL ENTRIES

During a DS-102 transfer to the SKL, if the operator does not answer prompts on the device transmitting the data, multiple Audit Log entries will be made.  This will continue until the operator accomplishes a positive action in response to the prompt on the DS-102 device.  There are also other times when duplicate Audit Trail entries are recorded.

ENHANCEMENT:  This will be a coordinated effort between updating the SKL UAS and the KOV-21 firmware.  The exact method of correction is still under consideration.  But the enhancement will be made in version 4.0 of the SKL UAS.

ADDITION OF NEW EQUIPMENT PROFILES

The enhancement process of the SKL encompasses the addition of a range of new equipment profiles.  New ECUs are being added to the Joint Services inventory at a rapid rate.  Therefore, to provide equipment loading to these new ECUs, equipment profiles must be generated that tell the operator how to setup the ECU to receive the database/key load.

ENHANCEMENT:  The following list of equipment will have profiles developed for version 4.0 of the SKL UAS:  KIV-6, KIV-7M, KIV-19M, KG-235, KG-240, KG-250, and KG-334.

GENERIC BENIGN FILL CAPABILITY

Many of the new ECUs pending fielding to support emerging systems will have a Benign Fill capability.  This capability allows for the loading of databases and keys in a totally encrypted (never red) environment.  The advantage of this loading methodology is the limited risk in both the movement and use of key/data in the operational environment.  Generic Benign Fill will allow the loading of BF equipment for which specific equipment profiles are not available.

ENHANCEMENT:  Version 4.0 of the SKL UAS will have the Generic Benign Fill capability.  Two emerging systems supported by the BF methodology are the F-22 program and the Advanced Extremely High Frequency (AEHF) radio.

REMOTE AUDIT UPLOAD PROCEDURES

SKL REMOTE AUDIT UPLOAD TO LCMS THROUGH THE KP

There is a limitation on the amount of SKL Audit Data that can be uploaded to the LCMS Workstation.  This limitation is not caused by the SKL but by the LCMS Workstation and is discussed in the Caution statement below.  In order to transfer the Audit Log contained in the SKL to a LCMS Workstation running LCMS version 4.0.3.2 software, the following steps need to be accomplished.

It is assumed that the LCMS Workstation platform is configured correctly.

a. Bring up the LCMS Workstation to the LCMS program.

b. Bring up the SKL to the Core Library making sure that the user is logged on as the SSO account.

c. Attach one end of the Fill Cable to the KP’s Aux Port and the other end of the Fill Cable to the SKL.

d. On the SKL the SSO must verify that the protocol is set to DS-101, by selecting Session(Protocol.

CAUTION

The SKL now has 2097145 bytes of memory dedicated to the Audit Log.  Unfortunately the LCMS system cannot handle that amount of Audit Data with the present version of 4.0.3.2.  The largest amount of Audit Data that has been uploaded to the LCMS program to date is 23994 bytes of key entries (250 Keys Received) and approximately 6 other lines of miscellaneous entries such as logons, connecting to devices and such.  This equates to approximately 2,073,151 bytes of remaining Audit space.  You can check this number by selecting Core Library(Tools(User(Get Card Status.  Anything under this number will cause the KP to go into an Alarm condition.

e. Therefore, when uploading keys to the SKL you should not upload more than 250 keys at a time so that you can then upload the Audit data back to the LCMS Workstation.  Once the Audit Trail has been uploaded, you can clear the Audit Trail and upload another 250 keys and follow the same process over and over again until you get all the keys into your SKL and the Audit Trail uploaded to the LCMS Workstation in multiple segments.

f. On the SKL have the operator (SSO) select Tools(SSO(Audit Functions(Remote Audit and wait.  A screen will appear that says “Connect the DTD2000 to the LMD”.

g. At the LCMS Workstation, the LCMS operator will then select Distribution(Device Ops(Upload DTD Audit Data.  A window will open that allows the operator two selections.  The LCMS operator must select “Upload Audit Data Via DTD” and then click on the Upload button.

h. On the SKL the SSO then taps on the OK button.  The SKL operator should see on the SKL the commands being sent and received from the LCMS Workstation.  Depending on how large the Audit Log is it could take a couple of minutes to complete the transfer.  When the transfer is complete, a window opens on the SKL that states “Remote Audit Trail Successfully Uploaded”.  Tap on the OK button.

i. On the LCMS Workstation a window should appear that states the “Audit data has been successfully uploaded from the DTD”.  Click on the Acknowledge button.

j. The SKL’s Audit Log has been transferred to the LCMS Workstation.  The LCMS operator can now create the DTD Audit Report for viewing.

SKL REMOTE AUDIT UPLOAD USING THE STU III TO LCMS PROCEDURE

There is a limitation on the amount of SKL Audit Data that can be uploaded to the LCMS Workstation.  This limitation is not caused by the SKL but by the LCMS Workstation and is discussed in the Caution statement below.  In order to transfer the Audit Log contained in the SKL to remotely located LCMS Workstation running LCMS version 4.0.3.2 software, the following steps need to be accomplished.

It is assumed that the LCMS Workstation platform is configured correctly and that the STU III device is connected properly to the workstation.
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Figure 6.  STU III to LCMS Workstation Setup Diagram.

a. Bring up the LCMS Workstation to the LCMS program.

b. Bring up the remote SKL to the Core Library making sure that the user is logged on as the SSO account.

c. Have the remote STU III dial the STU III located at the LCMS Workstation.  Once the operators of the LCMS Workstation and the remote STU III are communicating in the clear, each operator should insert the CIK into their respective STU III phones and turn the CIKs 90 degrees to the right.

d. The remote STU III operator should then tell the LCMS Workstation operator that he/she is going to secure mode, and then the operator will press the SECURE button.  After a moment or two the phones should link up in secure mode and the operators can then talk once again in secure mode.

e. On the remote STU III, connect the SKL to the STU III using a 25 pin serial cable.

f. On the remote SKL have the SSO change the protocol to RS-232 and 2400 baud, by selecting Session(Protocol(RS-232(2400 and then tapping on the OK button.

CAUTION

The SKL now has 2097145 bytes of memory dedicated to the Audit Log.  Unfortunately the LCMS system cannot handle that amount of Audit Data with the present version of 4.0.3.2.  The largest amount of Audit Data that has been uploaded to the LCMS program to date is 23994 bytes of key entries (250 Keys Received) and approximately 6 other lines of miscellaneous entries such as logons, connecting to devices and such.  This equates to approximately 2,073,151 bytes of remaining Audit space.  You can check this number by selecting Core Library(Tools(User(Get Card Status.  Anything under this number can cause an Alarm condition to occur in the LCMS program.

g. On the remote SKL have the operator (SSO) select Tools(SSO(Audit Functions(Remote Audit and wait.  At screen will appear that says “Connect the DTD2000 to the LMD”.

h. At the LCMS Workstation, the LCMS operator will then select Distribution(Device Ops(Upload DTD Audit Data.  A window will open that allows the operator two selections.  The LCMS operator must select “Upload Audit Data Via STU” and then click on the Upload button.

i. On the remote SKL the SSO then taps on the OK button.  The operator of the remote STU III then presses the Voice/Data button to put the STU IIIs into the data mode.  The SKL operator should see on the SKL the commands being sent and received from the LCMS Workstation.  Depending on how large the Audit Log is it could take a couple of minutes to complete the transfer.  When the transfer is complete, a window opens on the SKL that states “Remote Audit Trail Successfully Uploaded”.  Tap on the OK button.

j. On the LCMS Workstation a window should appear that states the “Audit data has been successfully uploaded from the DTD”.  Click on the Acknowledge button.

k. The connection between the STU IIIs can now be taken down gracefully.  The SKL’s Audit Log has been transferred to the LCMS Workstation.  The LCMS operator can now create the DTD Audit Report for viewing.

This is the procedure that should be used to remotely transfer SKL Audit Log information to the LCMS Workstation.

TIER 3 TRANSFER PROCEDURES

RDS TO SKL TRANSFER

When transferring data from the RDS DTD to the SKL you must remember that you can only transfer cryptographic keys i.e., KEKs and TEKs.  This also means no Key Tag information will be transferred.  Loadset data and SOI information are not transferable.  This transfer process will use the DS-102 protocol.  The procedures below will use Quick Steps to guide you through the transfer process.

a. On the RDS Data Transfer Device (DTD) select Radio(Comsec(Ld.  Select the type of key you wish to transfer TEK or KEK by highlighting it and pressing the ENTR button on the keypad.  This procedure will transfer the TEK.

b. At the Select Key Menu, the first key in the list is shown.  You may select this key by pressing the ENTR button or you may press the PDN button to see the next key.  Once you have found the key you wish to transfer press the ENTR button.  Once you press the ENTR button there will be a XMT indication in the right-hand corner of the screen. 

c. Highlight qUit and press the ENTR button.  The screen will display Connect ANCD to RT. 

d. Connect the RDS DTD to the SKL using a standard FILL cable.  Once they are connected, press the Down Arrow button on the RDS DTD.  The RDS screen will display Press [LOAD] on RT.

e. On the SKL select File(Receive(Key.  The Receive Key, Select Key Source window appears.  Scroll down and highlight Unknown DS102 and tap on the Next button.

f. On the SKL the Receive Key, Key Tag Information window opens.  This window required that you enter several fields of information that you will get from your COMSEC Custodian.  You must use the virtual keyboard to enter this data.  Once the fields are filled with the correct information, press the Next button.

g. On the SKL the Receive Key, Key Tag Information 2 window opens.  There are several fields here that need to be filled in as well once you have completed entering the required data, press the Next button.

h. On the SKL the Profile window opens.  Make sure the devices are connected together with the FILL cable and tap on the Finish button.

i. The transfer takes place and on the SKL you will see the Operation Successful window appear.  Tap on the OK button in the upper right-hand corner of the window.

j. At this point the operation is complete and you should be able to see the Key on the Keys Tab of the SKL.

SKL TO RDS TRANSFER

When transferring data from the SKL to the RDS DTD you must remember that you can only transfer cryptographic keys i.e., KEKs and TEKs.  This also means no Key Tag information will be transferred.  Loadset data and SOI information are not transferable.  This transfer process will use the DS-102 protocol.  The following procedures will use Quick Steps to guide you through the transfer process.

a. On the SKL tap on the Keys tab to display the list of keys present in the SKL.  Select File(Transmit(Load Selected Keys.  The Key Load Select Keys, Selected Keys window opens.  

b. Scroll down the list and select the TEK or KEK you wish to transfer to the RDS DTD.  You may select multiple keys to send.  Then tap on the OK button.  Key Load Settings window opens.  

c. Select the protocol by tapping on the Down Arrow and selecting DS-102.  Press the Down Arrow on the Activation Mode and select KYK-13.  Tap on the OK button.  The Ready to Send Key window opens.  This window allows you to verify that you have selected the correct key to send.  Once you are satisfied that you have the correct key, connect the SKL to the RDS DTD using a standard FILL cable.  Then tap on the OK Button.

d. On the SKL the Status window opens asking you to Press INITIATE Button.  

e. On the RDS DTD select Radio(Receive(Cfd(kYk-13.  The display on the RDS DTD will show five different types of keys for reception.  Only TEKs and KEKs can be received from the SKL.  The TEK will be highlighted.  If that is the type of key being sent from the SKL, press the ENTR button on the keypad.  If not, press the Right Arrow button to highlight KEK and then press the ENTR button.

f. On the RDS DTD the display tells you to Connect to device and press [RCV].  Press the RCV button on the keypad.

g. The RDS DTD displays Enter Key Text Id.  Enter the Text ID from the Key Tag in the SKL and press the ENTR button.

h. The RDS DTD displays Do you want to skip the tag sequence? (Y/N).  Highlight the Y and press the ENTR button.

i. The RDS DTD displays Do you want another key? (Y/N).  Select Y if you want to receive more keys or N if you are finished receiving keys.  If you select Y the RDS DTD will take you back to the point that you select the kYk-13 and the steps f-i above are repeated.  If you select N the RDS DTD returns to the Receive mode and the process is finished on the RDS DTD.

j. On the SKL different windows will appear based on your selection on the RDS DTD to receive more key or not.

FILL TO SKL TRANSFER

A FILL DTD can transfer any key present in the DTD to the SKL i.e., KEKs, TEKs, TrKEKs, and TSKs.  This transfer process will use the DS-101 protocol.  With this protocol you can transfer the Short Title, Edition, Segment, and Text ID as well as the actual key.  The following procedures will use Quick Steps to guide you through the transfer process.

a. On the FILL DTD highlight Xmit and press the ENTR button.  The display show Select a transmit mode.  Of the selections available, this procedure will focus on the Issue of a key.  Therefore on this display, highlight Issue and press the ENTR button.

b. At the Select Key Menu, the first key in the list is shown.  You may select this key by pressing the ENTR button or you may press the PDN button to see the next key.  Once you have found the key you wish to transfer press the ENTR button.  Once you press the ENTR button there will be a XMT indication in the right-hand corner of the screen. 

c. On the FILL DTD highlight Send and press the ENTR button.  The display will show Direct highlighted so press the ENTR button.

d. On the FILL DTD the display shows Connect to station.  Now connect the standard FILL cable to the FILL DTD and the SKL.  Do not press Send at this time!
e. On the SKL select File(Receive(Key.  The Receive Key, Select Key Source window opens.  Highlight DTD DS101 and tap on the Next button.

f. On the SKL the Receive Key, Profile window opens.  Make sure the devices are connected together with the standard FILL cable and tap on the Finish button.

g. On the FILL DTD press the SEND button.  The transfer takes place.

h. On the SKL the Receive Edition -DS100-1 Tag window opens.  This is the window where you set the Effective Date, Supersession rate, and Cryptoperiod.  This information can be obtained from your COMSEC Custodian.  Use the Virtual Keyboard to enter this data and when finished tap on the OK button.

i. If the SKL does not recognize the key type, a Status window opens allowing you to select the key type.  Once selected tap on the OK button.  If the SKL recognizes the key the Status window will open and you will see Operation Successful.  Tap on the OK button to complete the transfer process.

j. On the FILL DTD press the Main Menu button back to the Main Menu.  The transfer is complete.

SKL TO FILL TRANSFER

A SKL can transfer any key present in the SKL to the FILL DTD i.e., KEKs, TEKs, TrKEKs, and TSKs.  This transfer process will use the DS-101 protocol.  With this protocol you can transfer the Short Title, Edition, Segment, and Text ID as well as the actual key.  The procedures below will use Quick Steps to guide you through the transfer process.

a. On the SKL tap on the Keys tab to display the list of keys present in the SKL.  Select File(Transmit(Load Selected Keys.  The Key Load Select Keys, Selected Keys window opens.  

b. Scroll down the list and select the Key(s) you wish to transfer to the FILL DTD.  Then tap on the OK button.  Key Load Settings window opens.  

c. Select the protocol by tapping on the Down Arrow and selecting DS-101.  Press the Down Arrow on the Activation Mode and select DS101.  In the Mode field select Issue.  

d. Using the standard FILL cable connect the SKL to the FILL DTD and then tap on the OK button.  

e. On the SKL the Status window opens displaying Attempting to connect.  

f. On the FILL DTD from the DS101 Main Menu highlight Recv and press the ENTR button.

g. On the FILL DTD the display shows Connect to Station, Press RCV.  Press the RCV button.  The transfer takes place.

h. On the SKL the Status window shows Transmit Successful then Operation Successful.  Tap on the OK button.  The transfer is complete.

i. On the FILL DTD press the Main Menu button back to the Main Menu.  The transfer is complete.

ANCD TO SKL TRANSFER

An ANCD DTD can transfer any key present in the DTD to the SKL i.e., KEKs, TEKs, and TSKs.  This transfer process will use the DS-101 protocol although it can use the DS-102 protocol as well.  However, this procedure will only deal with the DS-101 protocol transfer process.  With this protocol you can transfer the Short Title, Edition, Segment, and Text ID as well as the actual key.  IKEK keys, Loadset data, and SOI information will not be transferable.  The procedures below will use Quick Steps to guide you through the transfer process.

a. On the ANCD DTD highlight Xmt and press the ENTR button.  Now highlight Dtd and press ENTR.

b. At the Select Key Menu, the first key in the list is shown.  You may select this key by pressing the ENTR button or you may press the PDN button to see the next key.  Once you have found the key you wish to transfer press the ENTR button.  Once you press the ENTR button there will be a * indication in the lower right-hand corner of the screen. 

c. On the ANCD DTD highlight Done and press the ENTR button.  The display directs you to connect the ANCD to the DTD.  Use a standard FILL cable to connect to the SKL.  Now press the ENTR button.  The ANCD DTD shows Attempting to connect.

d. On the SKL select File(Receive(Key.  The Receive Key, Select Key Source window opens.  Highlight DTD DS101 and tap on the Next button.

e. On the SKL the Receive Key, Profile window opens.  Make sure the devices are connected together with the standard FILL cable and tap on the Finish button.

f. On the SKL the Receive Edition -DS100-1 Tag window opens.  This is the window where you set the Effective Date, Supersession rate, and Cryptoperiod.  This information can be obtained from your COMSEC Custodian.  Use the Virtual Keyboard to enter this data and when finished tap on the OK button.

g. If the SKL does not recognize the key type, a Status window opens allowing you to select the key type.  Once selected tap on the OK button.  If the SKL recognizes the key the Status window will open and you will see Operation Successful.  Tap on the OK button to complete the transfer process.

h. On the FILL DTD press the Main Menu button back to the Main Menu.  The transfer is complete.

SKL TO ANCD TRANSFER

The SKL can transfer any key present in the SKL to the ANCD DTD i.e., KEKs, TEKs, and TSKs.  This transfer process will use the DS-101 protocol although it can use the DS-102 protocol as well.  However, this procedure will only deal with the DS-101 protocol transfer process.  With this protocol you can transfer the Short Title, Edition, Segment, and Text ID as well as the actual key.  IKEK keys, Loadset data, and SOI information will not be transferable.  The procedures below will use Quick Steps to guide you through the transfer process.

a. On the SKL tap on the Keys tab to display the list of keys present in the SKL.  Select File(Transmit(Load Selected Keys.  The Key Load Select Keys, Selected Keys window opens.  

b. Scroll down the list and select the TEK or KEK you wish to transfer to the ANCD DTD.  Multiple keys can be selected.  Then tap on the OK button.  Key Load Settings window opens.  

c. Select the protocol by tapping on the Down Arrow and selecting DS-101.  Press the Down Arrow on the Activation Mode and select DS101.  In the Mode field select Issue.  

d. Using the standard FILL cable connect the SKL to the ANCD DTD and then tap on the OK button.  

e. On the SKL the Status window opens displaying Attempting to connect.  

f. On the ANCD DTD from the Main Menu highlight Rcv and press the ENTR button.

g. On the ANCD DTD the highlight Unassisted and press the ENTR button.  

h. On the ANCD DTD press the PDN button until you see KP and then press the ENTR button.  Make sure the two devices are connected with the standard FILL cable and press the ENTR button.

i. On the ANCD DTD the display shows Press LMD Start Button.  Now press the ENTR button again.  The transfer takes place.  Once the transfer is complete the Change Tag Values? No/Yes opens.  Highlight No and press the ENTR button.  This window will repeat if multiple keys are being received.

j. On the ANCD DTD the display shows Receive more key(s)? Yes/No.  Highlight No and press the ENTR Button.

k. On the SKL the Status window shows Transmit Successful then Operation Successful.  Tap on the OK button.  The transfer is complete.

l. On the FILL DTD press the Main Menu button back to the Main Menu.  The transfer is complete.

OPERATOR NOTES

SUMMARY STATUS WINDOW

In most normal situations with the SKL, accessing the Summary Status Window, View(Summary Status, generally appears quite quickly.  However, if you have a large database containing a great number of keys i.e., 2000 keys, it can take up to 4 minutes to open the Summary Status Window.  Therefore one can extrapolate based on this data how long it should take to open the Summary Status Window if there are 10,000 keys in the SKL.

When this happens, there will be an hour glass symbol displayed on the screen of the SKL UAS indicating that the process of opening the Summary Status Window is still progressing.  

	WARNING


DO NOT attempt to interrupt this process by pressing the Power button on the SKL, as this action could cause database corruption.
EQUIPMENT LOADING
The SKL uses a Smart Fill loading feature.  The SKL has equipment profiles for over 60 different ECUs.  Keys or data are pre-assigned to a specific equipment fill location and when the equipment is selected for loading, instructions for preparing the equipment are displayed and the key/data is transferred from the SKL to the correct equipment Fill Location.  This equipment specific profile feature will assist in proper loading procedures and provide ECU specific prompting.
DATABASE MATRIX

SKL DATA TRANSFERS BETWEEN TIER 2 & 3 DEVICES

The following matrix will provide the operator of the SKL with the interfacing capabilities of the SKL.  It also provides everyday tasks that can be accomplished with the SKL and whether or not an interface can be established with other Tier 2 and 3 devices for the transfer of pertinent data.

If there is a Y in the column then the SKL can perform the function listed with that device.  If a N is in the column, it means that the device may have the capability but the SKL cannot perform the task listed with that device.  If there is a N/A in the column for the device it means that device does not have the particular capability to perform the task with the SKL.

Table 1.  Database Transfer Matrix

	SKL
	TIER 3 DEVICES
	TIERS 2 DEVICES

	
	CT3
	RDS
	FILL
	ANCD
	KOI-18
	KYK-13
	KYX-15
	LCMS
	ACES

	Transfer Keys
	Y
	Y
	Y
	Y
	N/A
	Y
	Y
	Y
	N/A

	Transfer Database
	Y
	N
	N/A
	N
	N/A
	N/A
	N/A
	N/A
	N/A

	Transfer SOI
	Y
	N
	N/A
	N
	N/A
	N/A
	N/A
	N/A
	N/A

	Transfer Loadsets
	Y
	N
	N/A
	N
	N/A
	N/A
	N/A
	N/A
	N/A

	Transfer Audit Data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	Y
	N/A

	Receive Key
	Y
	Y
	Y
	Y
	Y
	Y
	Y
	Y
	N/A

	Receive Database
	Y
	N
	N/A
	N
	N/A
	N/A
	N/A
	N/A
	Y

	Receive SOI
	Y
	N
	N/A
	N
	N/A
	N/A
	N/A
	N/A
	Y

	Receive Loadsets
	Y
	N
	N/A
	N
	N/A
	N/A
	N/A
	N/A
	Y

	Receive Audit Data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	OTAD MK-RV
	Y
	Y
	Y
	Y
	N/A
	Y*
	Y
	N/A
	N/A

	Broadcast Database
	Y
	N
	N/A
	N
	N/A
	N/A
	N/A
	N/A
	N/A

	Transfer Key via STU III
	Y
	N
	Y
	Y
	N/A
	N/A
	N/A
	N/A
	N/A

	Receive Key via STU III 
	Y
	N
	Y
	N
	N/A
	N/A
	N/A
	Y
	N/A

	Transfer LST via STU III
	Y
	N
	N/A
	N
	N/A
	N/A
	N/A
	N/A
	N/A

	Receive LST via STU III
	Y
	N
	N/A
	N
	N/A
	N/A
	N/A
	N/A
	N/A

	Transfer SOI via STU III
	Y
	N
	N/A
	N
	N/A
	N/A
	N/A
	N/A
	N/A

	Receive SOI via STU III
	Y
	N
	N/A
	N
	N/A
	N/A
	N/A
	N/A
	N/A

	Transfer Audit Data via STU III
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	Y
	N/A


* SKL can only send to KYK-13.

LST = Loadset

MK-RV = Manual Rekey - Receive Variable

OTAD = Over the Air Distribution

SOI = Signal Operating Instructions

EQUIPMENT PROFILE LIST

SKL EQUIPMENT PROFILE LIST

To further help the soldier, sailor, and airman in the performance of their job using the SKL to load End Cryptographic Units (ECUs), the following list of equipment that currently has profiles in the SKL is provided.  This listing is current through SKL UAS version 3.3.

Table 2.  Equipment Profile List.

	EQUIPMENT
	EQUIPMENT

	ARC-164
	KGV-8B

	ARC-190
	KGV-11A

	ARC-201
	KGV-23

	ARC-201A
	KGV-68

	ARC-201D
	KGX-93

	ARC-210
	KGX-93A

	ARC-220
	KI-36

	ARC-222
	KIR-1C

	ARC-231
	KIT-1C

	ARC-234
	KIV-7

	C-11561
	KOV-17

	CSZ-1A
	KS-10

	GOE-2
	KW-46

	GPS-MAGR
	KW46-OT

	GPS-PLGR
	KY-57

	GRC-171
	KY-58

	HGX-82
	KY-68

	HGX-83
	KY-90

	MO-3
	KY-99A

	NTDR
	KY-100

	KG-40A
	KYK-13

	KG-66A
	KYX-15

	KG-75
	KYV-5

	KG-81
	PSC-5

	KG-84A
	PSC-5C

	KG-84C
	PSC-5D

	KG94-A
	PSC-11

	KG-95
	RT-1523

	KG-175
	RT-1523B

	KG-194A
	RT-1794

	KGR-66
	TSC-154

	KGV-8
	UNKNOWN


SKL SOFTWARE UPGRADE PROCEDURES

INTRODUCTION

As with any computer, the software needs to be upgraded periodically so that it stays current with the mission it was designed to support.  There are two different methods of upgrading the software in the SKL.  The first method uses a program called 2000Update and is run from a PC connected to the SKL through the use of a Data Transfer RS-232 cable.  The second method uses a USB Jump Drive with a Mini-A adapter.  All the files for the USB Jump Drive upgrade will be loaded to the USB Jump Drive for installation on the SKL.

NOTE

READ THE INSTRUCTIONS FIRST BEFORE ATTEMPTING EITHER UPGRADE METHOD!

The file that contains both methods for upgrading the SKL software is located at https://rdit.army.mil/commsc/menu.cfm web site for the U.S. Army and from the afekms.tier3help@lackland.af.mil web site for the U.S. Air Force.  This file is a Winzip Self-Extracting file that has the folder SKL v3.3 Software Upgrade in it.  This folder contains all the folders and files necessary to upgrade the SKL software with either upgrade method.  These folders and files are described below.

· _~2000Files - This folder contains the files necessary to upgrade the SKL software to v3.3 using the RS-232 procedure.

· SKL USB Jump Drive Files - This folder contains the files necessary to upgrade the SKL software to v3.3 using the USB Jump Drive procedure.

· 2000Update.exe - This file when double-clicked will open the 2000Update program that is used to upgrade the SKL software to v3.3 using the RS-232 procedure.

· SKL Operator Update/User Notes.doc - This file contains helpful information about the SKL, Version 3.3 enhancements, Data Transfer procedures, and instructions on how to accomplish the two different upgrade procedures.

· RS232 Software Upgrade Instructions.doc - This file contains the instructions to use the RS232 method of upgrading your SKL.

· USB Software Upgrade Instructions.doc - This file contains the instructions to use a USB Jump Drive to upgrade your SKL.

NOTE

Depending on what operating system your computer is running, what version of Internet Explorer, and what security controls are set on your computer, you may be blocked from downloading the file.  In most cases you can force the download to happen by clicking on the Internet Explorer warning banner and selecting Download file.  See Figure 7 below.
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Figure 7.  Internet Explorer Blocking File Download.

a. To download the upgrade package from the https://rdit.army.mil/commsc/menu.cfm web site, you must have obtained a User ID and Password to access the site.  Once you have the User ID and Password you must login to the Army web site and select Order, Download, or Register Software(Download Software(Category AKMS/SKL.  A window will open showing two files for download.  Click on the Download button for the file SKL v3.3 Software Upgrade Package and then the Download Now button.  When asked if you want to run or save the file, click on the Save button and select the Desktop of your computer as the destination.  Once the file has been downloaded, logout of the site and close Internet Explorer.  

b. Now that the file SKL v3.3 Software Upgrade.exe is on your Desktop, double-click the file.  The window in Figure 8 opens.
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Figure 8.  Winzip Self-Extractor.

c. The Unzip to folder box can have anything in it depending on how your particular computer is configured.  Browse the hard drive until you are at the root of the C drive as depicted in Figure 9, below.  The unzip process will deposit a folder on the C drive of your computer called SKL v3.3 Software Upgrade.
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Figure 9.  Root of C.

d. Now click on the Unzip button.  You will see a progress bar across the bottom of the window showing you the extraction process.  Once the unzip process is completed the window in Figure 10, opens.

[image: image8.png]233 fle(s) unziped successfully.

o




Figure 10.  233 Files Unzipped Successfully.

e. Click on the OK button.  The window will close.  Now click on the Close button to close the Winzip Self-Extractor window.  All the folders and files are now sitting in a folder on the C drive called SKL v3.3 Software Upgrade.  From this folder you can now accomplish either method of upgrading your SKL.

CAUTION

This procedure will wipe out any database that you currently have in the SKL.  If you have another SKL you can transfer the database to the second SKL before you upgrade the 1st SKL.  Once you are finished upgrading the 1st SKL you can transfer back the database that you sent to the 2nd SKL.  If you do not have another SKL to support the database transfer you will lose all data stored in the SKL as a result of upgrading your SKL.

HARDWARE REQUIRED FOR RS-232 UPGRADE METHOD

The following hardware will be required to perform the software upgrade of the SKL using the RS-232 method.

a. A PC running Windows 95 or later Operating System.

b. The SKL you are upgrading.

c. An available 9-pin RS-232 port on the back of the PC.

d. A RS-232 data transfer cable 9 pin D-shell to 6 pin FILL.  The NSN for the RS-232 9-pin to 6-pin FILL is 5810-01-3484-674.  The Part number is ON433836-1.  The connectors are shown in Figures 11 and 12 below.
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	Figure 11.  RS232 9-Pin Connector.
	Figure 12.  RS232 FILL 6-Pin Connector.


SKL SOFTWARE UPGRADE PROCEDURES USING THE RS-232 DATA TRANSFER PROCEDURE
The following SKL UAS Upgrade procedure will lead you through the steps necessary to upgrade you SKL to the latest version of User Application Software.  This procedure uses the RS-232 Data Transfer Cable.  This process will take approximately 2 hours to complete.  The following diagram should be used to connect the installing computer to the SKL.

a. Connect one end of the RS-232 Data Transfer cable to a 9-pin serial port on the back of the computer.  This can be either COM 1 or COM2.  The port you connect to must be installed and active.  Then connect the 6-pin FILL connector to the FILL connector on the SKL.  Figure 13 shows this connection.
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Figure 13.  PC to SKL RS-232 Connection.

b. Open the folder SKL V3.3 Software Upgrade on the C drive of your computer.  Double-click on the 2000Update.exe file.  The window in Figure 14, 2000Update Window opens.


Figure 14.  2000Update Window.

c. The 2000Update program will automatically default to the SDS equipment.  This program will upgrade the software on the SKL and SDS.  The menu functions are shown in Figure 15, Menu Functions.


Figure 15.  Menu Functions.

d. There are seven main menu categories.  The description of each menu item is explained below.

· Device – The user selects the type of fill device software to download.  There are two options; the SDS and the SKL Tier 3 devices.

· Load – The user selects the type of software he wishes to load onto the Tier 3 device.  There are two options; the Host Software (SKL UAS) and the Card (KOV-21) Firmware.

· Com Port – The user selects which serial (RS-232) port to use to download the software.  There are two options, COM1 and COM2. 

· Baud – The user selects the transfer (Baud) rate to download the software.  There are two options; 2400 and 9600 baud.

· FILL State – There are two selections in this menu.  They are Enable and Disable.  The user needs to select Enable for a RS-232 FILL port transfer.  If you choose Disable that will mean that you are using a USB transfer and the FILL port will be disabled.

· ABORT – The software download process does not depend on this menu item.  The user can cancel any load process at any time.  The 2000 Update automatically terminates the download routine after the last download software task is complete.

· Help – The software download process does not depend on this menu item.  The user can get a quick overview of the purpose for the 2000Update application.

e. To get the 2000Update program ready for the SKL file download, select the following:

· Device(SKL

· Load(Host Software

· Com Port(COM1 or COM2 which ever is being used for your RS232 connection.

· Baud(9600

· FILL State(Enable

f. Power up the SKL.  The system will automatically boot to the Login window.  Login as the SSO.

g. In Core Library, select Session(Protocol.  The window in Figure 16.  Protocol opens.
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Figure 16.  Protocol.

h. Select RS-232 and 9600.  Then tap on the OK button.

i. Select Tools(SSO(File Controls(Download File as shown in Figure 17, Download File.
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Figure 17.  Download File.

j. Once this selection is made the window in Figure 18, Please Connect to Device opens.
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Figure 18.  Please Connect to Device.

k. Since you are already connected to the PC, click on the OK button.  The window in Figure 19, Status Report opens.
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Figure 19.  Status Report.

l. On the 2000Update program select the first file SKLCEX.EXE and click on the Install button.  The 2000 Update program will start the download sequence as depicted in Figure 20, File Download Initiated.  Each of the first 5 files have multiple segments.  Each segment in the file selected must finish before you can start to download the next file:  Each file has a different number segments.  The files, number of segments, and approximate time to download is listed below.

	FILE
	SEGMENTS
	APPROXIMATE TIME TO DOWNLOAD

	SKLCEX.EXE
	23
	30 Min

	SKLCE.SDF
	30
	38 Min

	CORELIB.EXE
	5
	7 Min

	SECLIBX.EXE
	2
	5 Min

	SECLIB.DLL
	13
	15 Min
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Figure 20.  File Download Initiated.

m. Each file has its own status bar indicator.  The status of the download is shown in the box on the right-hand side of the window.  You will also note the configuration settings at the bottom of the window.  After each file download is finished, your status report window on the SKL should look similar to the one in Figure 21, File Download Terminated Successfully.

[image: image17.png]Status Report

[Filport opened.
[seqment 22, Fil header received for fil |
il ype is Program Fie Data with control |
IFils seqment 22 of 23 received for IPROGR
Filport Closed

[seqment 23, Fie header received for fil |
il type is Program Fie Data with control |
IFils seqment 23 of 23 received for IPROGR
Filport Closed

Filport Closed
IFie Dovnload ferminated successfuly
it Deactivated <





Figure 21.  File Download Terminated Successfully.

NOTE

If you get an error on any segment of any file and the Fill Port closes, just click on the OK button on the SKL’s Status Report window to close it.  Then click on the ABORT selection on the 2000Update window to abort the download.  Then repeat steps i though l to start the file download again.  You can do this as many times as is necessary as long as you do not close the 2000Update program.  RS-232 connections are tenuous at best.  It may take you several attempts on some files before you get all the segments downloaded.

n. Once the first file is downloaded successfully, click on the OK button on the Status Report window.  The Core Library opens.  

o. Now follow the steps in Paragraphs i - n above selecting the next file in the order given on the 2000Update window and shown below.  Each of the files should end with File Download Terminated Successfully as shown in Figure 21 above.  

	FILE
	SEGMENTS
	APPROXIMATE TIME TO DOWNLOAD

	SKLCEX.EXE
	23
	30 Min Finished

	SKLCE.SDF
	30
	38 Min

	CORELIB.EXE
	5
	7 Min

	SECLIBX.EXE
	2
	5 Min

	SECLIB.DLL
	13
	15 Min


NOTE

Before doing the next step below, make sure that all five (5) files have been downloaded successfully.

p. Once the first 5 files have been downloaded successfully, you can close the 2000Update program.  In Core Library select Tools(SSO(File Controls(Software Update as shown below in Figure 22, Software Update.
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Figure 22.  Software Update.

q. An Hour Glass will appear on the window while the software is being updated.  When the Hour Glass goes away, the window in Figure 23, Software Update Status opens.
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Figure 23.  Software Update Status.

r. Click on the OK button to dismiss the window.  Now press the Zeroize button.  The window in Figure 23, Zeroization in Progress opens.
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Figure 24.  Zeroization in Progress.

s. Once the zeroization is complete the SKL will automatically power off.  Wait at least 30 seconds to 1 minute an then power on the SKL by pressing the Power button.  The system will boot to the Login window.  Login as the SSO.  Once you are logged in, launch the SKL UAS by selecting Launch(SKL.  The window in Figure 25, Information will open.
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Figure 25.  Information.

t. Click on the OK button in the upper right-hand corner of the window to close it.  The window in Figure 26, Startup Information opens. 
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Figure 26.  Startup Information.

u. As can be seen from the window above the new version is 3.3 and the database version is 2.26 after the upgrade.  Click on the OK button to continue to open the SKL UAS.  The upgrade procedure is complete at this time.  The entire process will take approximately 2 hours to complete.
NOTE

If you do not see these versions listed then the upgrade failed and will have to be performed again.

HARDWARE REQUIRED FOR USB JUMP DRIVE METHOD

The hardware required for the USB method of upgrading the SKL is provided below.

a. The SKL you are upgrading.

b. A USB Jump Drive.

c. A Mini-A USB Adapter.

The Jump Drive and Adapter are commercially available.  Selected sites are listed below.

https://secure1.nexternal.com/shared/StoreFront/default.asp?CS=iriver&BusType=BtoC&Count1=487102687&Count2=404243111
http://techstore.doit.wisc.edu/product.asp?login=P&itemnum=C42034
https://serialio.com/store/product_info.php?products_id=141
The USB Jump Drive has a Standard A connection.  The Mini-A adapter has a Standard B connector on one end and a Mini-A connector on the other end.  A Jump Drive and Adapter are shown in Figures 27 & 28 for reference only.
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	Figure 27.  USB Jump Drive.
	Figure 28.  USB Mini-A Adapter.


The Mini-A Connector end looks like the one depicted in Figure 29 below.
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Figure 29.  Mini-A (5 Pin) Connector.

SKL SOFTWARE UPGRADE USING THE USB JUMP DRIVE PROCEDURE

The second method of upgrading your SKL’s software is through the use of a USB Jump Drive with a Mini-A adapter attached to the Jump Drive.  This process will take approximately 6 minutes to complete.  The only USB port that is open on the production SKL is the Mini-A port.  The location of this port is shown in Figure 30 below.


Figure 30. USB Mini-A Port Location.

a. Install the USB Jump Drive into an available USB port on your computer.  Now open the folder SKL v3.3 Software Upgrade.  Then open the folder SKL USB Jump Drive Files.  Copy all of the files in the folder to the root of the Jump Drive.  Once all the files are copied to the Jump Drive, remove the drive from the computer using established USB device removal procedures.

CAUTION

The following procedure will wipe out any database that you currently have in the SKL.  If you have another SKL you should transfer the database to the second SKL before you upgrade the 1st SKL.  Once you are finished upgrading the 1st SKL you can transfer back the database that you sent to the 2nd SKL.  If you do not have another SKL to support the database transfer you will lose all data stored in the SKL as a result of the upgrade procedure.

b. Put the Mini-A USB Adapter on the USB Jump Drive.  The Jump Drive is now ready to be used with the SKL to upgrade the software.

c. Power up the SKL.  The system will automatically boot to the Login window.  Login as the SSO.

d. Insert the USB Jump Drive into the Mini-A port as shown above in Figure 30.  Make sure it is firmly seated in the port.

e. In Core Library, select Tools(SSO(File Controls(Software Update as shown below in Figure 31.  Software Update.
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Figure 31.  Software Update.

f. Once you select Software Update, the SKL will download each file from the USB Jump Drive and check the signature and control fields for each file.  This process will take approximately 6 minutes to complete.  During this time there will be an Hour Glass on the window above until the download is complete.  Once the download is complete the window in Figure 32, Software Update Status opens.
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Figure 32.  Software Update Status.

g. If any of the files show an unsuccessful, then the update failed and will have to be tried again.  If all files display successful, as shown above, then tap on the OK button to close the window.

h. Press the Zeroize button.  The window in Figure 33, Zeroization in Progress opens.
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Figure 33.  Zeroization in Progress

i. Once the zeroization is complete the SKL will automatically power off, remove the USB Jump Drive from the SKL and close the Side Door of the SKL.

j. Wait at least 30 seconds to 1 minute then power on the SKL by pressing the Power button.  The system will boot to the Login window.  Login as the SSO.  Once you are logged in, launch the SKL UAS by selecting Launch(SKL.  The window in Figure 34, Information will open.
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Figure 34.  Information.

k. Click on the OK button in the upper right-hand corner of the window to close it.  The window in Figure 35, Startup Information opens.
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Figure 35.  Startup Information.

l. As can be seen from the window above the new version is 3.3 and the database version is 2.26 after the upgrade.  Click on the OK button to continue to open the SKL UAS.  The upgrade procedure is complete at this time.  

NOTE

If you do not see these versions listed then the upgrade failed and will have to be performed again.

WARNING





DO NOT PRESS POWER BUTTON WHEN BATTERY IS REMOVED





REMOVING THE BATTERY BEFORE 30 SECONDS WILL RESULT IN LOSS OF DATA





As shown here, the number of bytes used by the Audit Log is 17913.  If you download one more key, the next entry in the Audit Log will put you over 18000 bytes and a Warning window will appear on your SKL stating that you need to Upload the Audit Log. The maximum up-loadable Audit Log size is 24000 bytes.  Any number over 24000 bytes and you will not be able to upload the Audit Log to the LCMS Workstation.  In the example show to the left, you will be able to upload to the LCMS Workstation.  For now until the LCMS Workstation is upgraded, you should ignore the % of bytes free and % of bytes used as they do not correlate to what you can upload to the current LCMS Workstation.
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As shown here, the number of bytes used by the Audit Log is 1046014.  For the Audit Log to get this full, you have been repeatedly ignoring the Warning window about the Audit Log.  In the example show to the left, you will not be able to upload to the LCMS Workstation.  Consequently, you will have to clear the Audit Log from the Core Library.  Before you clear the Audit Log, you should contact the Controlling Authority for the keys listed in the Audit Log.  The Controlling Authority may wish to see the Audit Log before you clear it.
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