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Bridge On-the Job Training Recommendation

Recently the Policy Creation Authority (PCA) Operations Steering Group approved a plan for Bridge On-the-Job Training (OJT).  This plan addressed the use of the 4.2.1 Computer Based Training (CBT) with OJT to certify Certification Authority (CA) Operators.

Once the plan was approved, efforts focused on implementation. After thorough research, it was determined that the start-up and per-site costs are considerable, and may actually outweigh execution of the CBT/OJT option.  Sites who wish to pursue use of the CBT/OJT Bridge option will have to make arrangements to get their OJT Training Materials from a Test Infrastructure.  Contact your Service/Agency (S/A) Representative for information on obtaining test materials for the Bridge OJT Plan.

In order to use this option, sites must have a 4.2.1 classroom trained operator to act as the Training Administrator for their site.  This option can only be used if the trainee has had CAW 3.1 training.  

Note:  The CBT/OJT option is not approved for use for SA/ISSO training.  The CBT may be used as a refresher by SAs/ISSOs who have attended 4.2.1 classroom training.

Sites wishing to exercise the CBT/OJT option must use a separate hard drive for their CAW system to use as a “training drive.”  See the Bridge OJT Package for more details.

Pricing information for training hard drives is as follows:  (prices subject to change)  

	OJT hard drive for existing Celeron Systems
	$2,600 

	Drive is partitioned, loaded with full CAW 4.x software, configured and loaded with the standard CAW 4.x training environment (i.e., accounts, CA database), 3-year hardware warranty.  Note:  system that drive is being used on must be under a current software maintenance.

	Prep only for existing hard drive for Celeron Systems
	$1,700 
	Drive is partitioned, loaded with SCO CMW, loaded with 4.x software, applicable drivers and the software classification is set.  Note:  system that drive is being used on must be under a current software maintenance


For more information on obtaining a training hard drive, contact General Dynamics Decision Systems (GDDS) Customer Care at (877) 754-1023, or via email to ciphernet.support@gd-decisionsystems.com.

For more information on the use of the CBT/OJT option, refer to the Bridge OJT Package.  To receive a copy of the Bridge OJT Package, contact your S/A Representative or call the EKMS Central Facility at (800) 635-5689, or DSN 238-4600, or email your request to centralfac@radium.ncsc.mil.

Certification Authority Workstation Training Issues:

Fielded sites may be using three different releases of the CAW software:  

(a) The 3.1 CAW, who have not yet transitioned to the 4.2.1 CAW, 

(b) Sites who have transitioned to 4.2.1 CAW, or 

(c) The 4.3 CAW, which introduces the ability to create Software FORTEZZA certificates on floppy disks. 

Each of these releases has a training requirement.  With the introduction of the CBT/OJT option, which uses the Bridge OJT Package, it is important to ensure that each site understands their training requirements per the PCA and the Certification Practice Statement (CPS) for the Class 4 High Assurance Certificate Management Infrastructure (CMI).

The chart below illustrates the current training scenarios:

	Version of Software
	CAW 3.1 Software
	CAW 4.2.1 Software
	CAW 4.3 Software

	New CA operator (no previous training)
	Classroom training
	Classroom training.
	Needs CAW 4.2.1 classroom training and 2-days classroom training for Software FORTEZZA (SWF) use only.

	Previously trained 3.1 CA Operator 
	Not Applicable (N/A)
	Classroom training or CBT/OJT option.
	4.2.1 classroom training or CBT/OJT Option plus 2-days classroom training for SWF use only.

	Previously trained 4.2.1 CA Operator
	Classroom training or apply to PCA for waiver*.
	N/A
	2-days classroom training for SWF use only.

	New SA/ISSO (no previous training)
	Classroom training
	Classroom training
	Classroom training

	Previously trained 3.1 SA/ISSO Operator
	N/A
	Classroom training
	No new training requirement for 4.2.1 trained SA/ISSOs.

	Previously trained 4.2.1 SA/ISSO Operator
	Classroom training or apply to PCA for waiver*.
	N/A
	No new training requirement for 4.2.1 trained SA/ISSOs.


*See Frequently Asked Questions for more information on waivers.

Classroom Training Contact Information:

· For sites requiring 4.2.1 training and wishing to attend the Service Training Schools, please contact your S/A Representative.

· For 3.1 training, contact General Dynamics C4 Systems (GDC4S), (formerly General Dynamics Communication Systems (GD-CS)) at (800) 825-4813 or visit their website at http://www.gd-cs.com.  GDC4S requires a minimum of 8 students to conduct a 3.1 CA or SA/ISSO course.

· For 4.x training, contact GDDS Customer Care at (877) PKI-1023 or DSN 312-282-1048. 

Pricing for GDDS Classroom Training 

(As of 3/6/02, prices subject to change.  Contact the GDDS Customer Care Center at (480) 441-5661 for current pricing information)

	Version of Training
	Cost of Class
	Length

	4.2.1 CA Operator Training
	$1,890
	4 ½ days

	4.2.1 SA/ISSO Training
	$1,680
	3 ½ days

	4.3 Software FORTEZZA (SWF) for CA Operators
	$830
	2 days

	4.3 SWF for SA/ISSO Operators
	Not Applicable
	Not Applicable

	4.3.1 CA Operator Training will include SWF, available in October 2002.
	~$2,200
	7 days

	4.3.1 SA/ISSO Training, available in October 2002.
	~$1,680
	4 days


What’s the Plan for CAW 4.3.1 and CAW 5.0 Training?

CAW 4.3.1 is currently scheduled to undergo Operational Testing and Evaluation (OT&E) in the summer of 2002.  When 4.3.1 is available for fielding, training requirements will be made available to fielded sites.

CAW 5.0 is still under development at this time; when it becomes available for fielding the PCA will provide training requirements.

For questions on future CAW Training, contact the CAW Training Working Group Chair, Joe Ned, at (410) 854-7019 or via email to jcned@missi.ncsc.mil.

Frequently Asked Questions on Training:

1. The primary CA Operator is 3.1 trained, and the backup is 4.2.1 trained.  The system is CAW 3.1.  What happens if the primary Operator leaves?  Can a 4.2.1-trained CA Operator run the 3.1 CAW?

ANSWER:  In light of the training issues and transition problems affecting schedules, the PCA is willing to grant a waiver for the CA Operator role.  Ideally, the PCA is expecting a 30-day transition period at the CAW whereby the CA personnel can overlap operationally.   When this occurs, the PCA would be willing to support the CA Operator trained at the 4.2 level to be allowed to function in their role on a 3.1 CAW.  The reason for this overlap period is to familiarize the 4.2.1 operator with the 3.1environment since the 3.1 CA role has significant differences in product functionality. For overlap periods less than 30-days, the PCA will evaluate on a case-by-case basis.  Contact the PCA Security Team POC Ricky Wilson at (410) 526-3113, DSN 238-4113 or email r.wilson@radium.ncsc.mil for information on obtaining a CA training waiver.

2. The primary SA/ISSO Operator is 3.1 trained, and the backup is 4.2.1 trained.  The system is CAW 3.1.  What happens if the primary Operator leaves?  Can a 4.2.1-trained SA/ISSO Operator run the 3.1 CAW?

ANSWER:  The PCA is granting waivers on a case-by-case basis for sites that are running CAW 3.1, but only have a 4.2.1 SA/ISSO Operator.  Contact the PCA Security Team POC Ricky Wilson at (410) 526-3113, DSN 238-4113 or email r.wilson@radium.ncsc.mil for information on obtaining a SA/ISSO training waiver.
3. Our system is 4.3, but we do not want to use SWF.  Do we require 4.3 Training?

ANSWER:  If a site has not requested SWF when their CA was created, they will not be able to create SWF certificates, and are not required to have 4.3 training.  If a site then requests an update to their CAs configuration vector to allow for the creation of SWF certificates, they will be required to attend 4.3 two-day SWF training before their updated CA will be shipped to them by the PCA.

4. The CA operator was trained using the CBT/OJT option by our training administrator.  What happens when the training administrator leaves?  Can the CA Operator be the training administrator and train new CA Operators with the CBT/OJT option?

ANSWER:  If the CA Operator was trained using the CBT/OJT option, they may not become the training administrator.  Only CA operators who have been certified by either schoolhouse training or trained by contracted vendor may be the training administrator.  If a CA Operator who was trained using the CBT/OJT option wants to become the training administrator for the site, they must attend either schoolhouse or contracted vendor training.


For copies of previous PCA Advisory Letters, contact the EKMS Central Facility at (800) 635-5689, or DSN 238-4600, or email the EKMS Central Facility at centralfac@radium.ncsc.mil.
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