UNCLASSIFIED


(U) Security Management Infrastructure Operations 

(U) Electronic Key Management System Central Facility

(U) May 15, 2003

(U) Policy Creation Authority Advisory 2003-1

(U) Reposting of Certificate Authority Workstation Certificate

(U) In recent months the PCA has received several emergency Certificate Authority posting requests. These emergency posting requests have all been directly attributable to the incorrect posting of the CA’s Certificate Revocation List (CRL) to the CA’s certificate field by the DMS Administrative Directory User Agent Operator. Overwriting the certificate field eliminates an attribute essential to the certificate validation process.

(U) Please be advised that the CA operator can take the following unilateral steps to affect recovery in the event of a CA certificate overwrite:

(U) From Main CA Menu

1. Toggle to V3

2. Click on Arrow to show list of users

3. User List will be displayed. Select CA button
4. Highlight CA entry. Click OK.
5. Select Certificate TAB. The list of certificates will be displayed. (V1 or V3)
6. Highlight needed certificate. 
7. Insert floppy disk 
8. Go to Certificate Menu Option. Select “Certificate.” Select “Write to File.”
9. File Selection. Screen will appear. In the selection box, type the filename (8 characters with no extension) you wish to use. Select “OK.”
10. Select “OK” for NSM Trusted I/O message
11. Select “OK” for Write File Success Message.
12. Repeat steps 6 to 10 as needed or remove diskette.
13. Post V3 CA Certificates via the ADUA - From the CA PKI tab CA Certificate section modify/import the certificate.
14. Post V1 CA's (This step can be eliminated when DMS migrates from V1 to V3) via the ADUA - from the CA MOSAIC tab CA Signature section modify and import the certificate.
(U) If you have any questions please contact our Technical Assistance Center at 1-800-635-5689, or DSN 238-6400.

(U) Copies of previous PCA Advisories can be obtained from either:

· The EKMS Central Facility (EKMS FaxBack Document Listing) at (800) 635-5689, or DSN 238-4600, or email the EKMS Central Facility at centralfac@radium.ncsc.mil
· On the DISA DII Asset Distribution System (DADS) Server; for account/access information email dadsdms@ncr.disa.mil 

