OTAT CUSTOMER CHECKSHEET

Important steps customer should do to prepare for a key transfer:

1. Make sure your secure phone/device is set at 2.4 async for data
2. Rekey your phone/device before your scheduled transfer
3. Check to see that the batteries in the DTD are good before the scheduled transfer
4. Ensure there is enough room for the requested key on your DTD
5. The DTD should be connected to the secure phone/device only with a 25 pin cable (no adapters)
6. Ensure that a COMSEC Custodian for the account receiving the key is present during the transfer

7. If receiving Top Secret Key, two people must be present.

AN CYZ 10 (“CRAZY 10”) CUSTOMERS NEED TO:

1. Select program FILL, F4_09, F5_50, F5_70, or CT3.

2. If you receive “INVALID CIK,” reset the CIK (see Appendix A).

3. The DTD should be in “STU” mode.

4. Select RECV

5. Select RECV again

6. Press CLR (you will see “Attempting to Connect.” At this point, we will go “SECURE DATA” and start to send the keys).

KIK-20 CUSTOMERS NEED TO:

1. Press and hold the POWER button for 1 second
2. Double click CorLib icon
3. Login as User ID:  (What you have set it to)

Password:  (What you have set it to)

4. Click OK for “about to mount”…message
5. Click on Launch ->Launch SDS UAS
6. Click OK for SDS CT3 Application
7. Click File-> Receive -> Unassigned
8. Click OK for Default Tag information has not been set
9. Select UNKNOWN for Key Source equipment
10. Click Receive Key(s)
11. Select RS-232 mode
12. Click OK
13. Click OK (You will see “Attempting to Connect”…on screen).

14. Keys will then be downloaded to device
15. After all keys are downloaded, click on Abort
16. Click Close to terminate load
17. Click Close to exit Receive Unassigned Keys screen
SKL CUSTOMERS NEED TO:

1. File -> Receive -> Key
2. Select UNKNOWN RS-232, then press NEXT
3. Check Connect SKL to UNKNOWN
4. Check Set to desired position on UNKNOWN
5. Click Finish
TO LOOK AT KMIDS/DELETE KMIDs ON SKL:

Database -> View Keys, all the KMIDs loaded will show up.  You can delete individual keys by clicking on the key and highlighting it and then hitting DELETE.

CONFIGURING THE STE DESKTOP:

1. Press “Mode” and then “Change” until the display reads “SCIP” for the Secure Signaling Mode.
2. Next press “Scroll” and ensure the phone is set to A 2.4 for Secure Data. To change this press “Change” until the display reads “Ansynchronous” then press “Scroll” and keep pressing “Change” until the display reads 2.4. 

3. Press “Mode” to exit.
The STE Desktop is now ready to place a voice or data call to the customer.  When ready to go Secure Voice, depress the SECVOICE button.  When ready to go Secure Data, depress the SECDATA button.  To go back to Secure Voice (to verify transfer) depress the NONSEC button (wait for customer to do the same on their side) then depress the SECVOICE button.

CONFIGURING THE SWT:
1. Make sure you have Secure Data Enabled. To accomplish this press “Scroll” until you get to “Security” and press “Select/Enter”. Scroll to “Secure App Control” and press “Select/Enter”. Scroll to “Secure Data” and press “Select/Enter”. Scroll to “Sec Data Control” and press “Select/Enter”. Scroll to “Enabld + AANS OFF” and press “Select/Enter”.
2. At the main menu press “Scroll” until you see “Config Menu” and press “Select/Enter”. NOTE: If at any time you need to go back to the previous screen press *
3. Press “Scroll” until “Data Port” is displayed and press “Select/Enter”.
4. For “Data Port Rate” press “Select/Enter” and scroll and choose “2.4” and press “Select/Enter”. Next press “Scroll” one time to “Data Port Mode” and press “Select/Enter”. Press “Scroll” until you see “Ignore DTR” and then press “Select/Enter”.
CONFIGURING THE VIPER:
1. Make sure you have Secure Data Enabled. To accomplish this go to “Security”, “(3) Security Features”, “(2) Secure Application Control”, “(2) Secure Data”, “(1) Secure Data Control” and choose “(2) Secure Data Enabled AANS Off” and press “Enter”. 
2. At the main menu under the “Security” Tab press “(5) Configuration Menu”
3. Press “(3) Red Data Port”
4. Press “1” Data Port Rate” and choose “2400”
5. Press “Go Back” and press “(2) Data Port Mode” and choose “(2) Ignore DTR”.
DTD HELP DESK PHONE # 1-443-479-5148

SYPRIS PHONE # (for parts) 1-813-972-6000

APPENDIX A
RESETTING THE CIK:

1. Hit red ZERO button three times (it will say “zeroize in progress.”  When complete, it will indicate to press the on/off button).

2. Turn the unit back on, if you see “KEY TEST [ABORT] TO EXIT, hit ABORT.

3. Make sure that letter lock is on when you get to the APPL screen, select U for Utilities.

4. I for CIK.

5. Press ENTER at highlighted ITCIK.

6. CIK Serial Number will come up; hit the # 1 and then ENTER.

7. CIK Index Number will come up; hit the # 1 and then ENTER.

8. The screen will tell you to press ENTER continuously until instructed to stop (which is about 32 or more times).

9. The display should read “Operational Successful;” hit CLR.

10. Select MAIN MENU.

11. Select D for Date, if correct hit ENTER, if not change to current date (mm-dd-yy), hit ENTER.

12. Select S for Setup.

13. Select S for Serial #.

14. Verify the number on the screen with the number on the left-hand side of the DTD, if correct hit ENTER.  If not, then type in the correct number and hit ENTER.

15. Select M for More.

16. Select Auto_Off.

17. Verify the time in 0500; if not type it in and hit ENTER.

18. Select D for Def_CIK.

19. Select Display Def_CIK.

20. Verify if CIK is “User” or “Supervisor.”

21. Hit CLR.

22. Hit Abort.

23. Select P for Program.

24. Verify default program.

25. Hit CLR.

26. Select F4_09, F5_50, or F5_70.

27. Select MAIN MENU.

28. Select U for Utilities.

29. Enter for Audit.

30. Select R for Rest.

31. Select Y for Yes.

32. Select CLR.

33. Hit MAIN MENU.

34. Select APPL.

35. Select F4_09, F5_50, or F5_70.

36. When screen comes up, verify that it shows “101” in the top right-hand corner; if not select U for Utilities, S for Setup, P for Protocol, D for D101 and NO at the Provide Bus Wakeup, then MAIN MENU.  The DTD is now setup for loading.
