	SDNS COMMUNICATIONS KEY ORDER REQUEST

FOR BENIGN FILL USE
	Information required to complete this order form can be found on the appropriate User Representative Registration notice which identifies the User Representative’s current set of privileges.  Please read Pg 2 instructions carefully before using this form.

	1.FROM

   ADDRESS
	USER REP/EKMS ID (Alpha/Numeric)
	FOR CENTRAL FACILITY USE ONLY

	
	
	ORDER ID
	ENTER
	E/S
	C-R

	
	   
	 
	 
	 
	 
	 
	3.  DATE (YY, MM, DD) 
	4. TRANSACTION NUMBER (MM, XXX) (XXX is sequence no. of order within that month).

	     
     
     
     
     
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	
	5.  CLOSED PARTITION CODE:
	     

	2. TO:  
EKMS Central Facility
               NON-SECURE: commercial 410-526-3172;  DSN 238-4172

                SECURE: commercial 410-526-3127;  DSN 238-4127  


	6. EQUIPMENT TYPE   
 FORMDROPDOWN 
  OR ENTER EQUIPMENT TYPE:  ___________

(Equipment Type Options Available on Instruction Sheet) 

	7. KEY TYPE (Choose one)
 FORMCHECKBOX 
 SEED     FORMCHECKBOX 
 OPERATIONAL
	8. KEY APPLICATION (Choose one)
 FORMCHECKBOX 
 TEST    FORMCHECKBOX 
 OPERATIONAL

	9. ITEM NO. (Start with 01 and increase by one for each subse-quent item)
	10.QTY (Two-digit numeric representing no. of keys to be ordered.)
	11. CLASSIFICATION

(If Key Application is TEST, only “U” may be checked)
	12. DEVICE CAPABILITIES – 

OPT. (Choose max. of three, 2-letter codes.)
AV-Auxiliary Vector

CR – Central Office Of Record

CC- COMSEC Custodian

LD-Local Domain Auth.

LM-LMD/Key Processor

RA-Rekey Agent

SM-System Mgr

TO-Tier 1

UR-User Rep
	13. ACCESS CONTROL – OPT.

(If special access capabilities, “X” in column and complete Access Control Schedule.)
	14. USER ACCOUNT

(LMD’s EKMS ID – 

6 digits)
	15. REMARKS – OPT. (Provide additional info that may aid the Central Facility in processing order. This space may also be used to note info for local use.)
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	16. COMSEC ACCOUNT NUMBER (For all key orders, indicate account no. and associated               

address to which keying material is to be shipped.)

 
 
 
 
 
 

	DELIVERY METHOD:

 FORMCHECKBOX 
  ELECTRONIC          FORMCHECKBOX 
  PHYSICAL


	17. COMSEC ACCOUNT ADDRESS

     


	18. USER REPRESENTATIVE OR 

      ALTERNATE’S TYPED NAME

         
	19. SIGNATURE
	20. PHONE NUMBER (Commercial or DSN)

     

	
	
	21. EMAIL ADDRESS
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INSTRUCTIONS FOR THE SDNS COMMUNICATIONS KEY ORDER REQUEST FOR BENIGN FILL USE

PURPOSE OF THIS KEY ORDER REQUEST FORM:  Key should be ordered via this key order request form IF it will be used as Key Encryption Key (KEK) to obtain and transfer Traffic Encryption Key (TEK) through the EKMS system (LMD/KP to DTD to End Equipment).  This benign technique process requires compatible Type 1 SDNS modern FIREFLY keys be used in the end cryptographic equipment as well as the supporting KOK22.  These keys together generate a KEK.

BLOCK 1

Enter the name, address and User Rep/EKMS ID of the User Representative submitting the key order.

BLOCK 2

Phone and Fax numbers of the EKMS Central Facility (CF) (provided).

BLOCK 3

Enter the date the key order is submitted.

BLOCK 4

Enter Transaction Number (5 digits) for this key order. Format of this number is MMXXX where, 

                     
MM is the month, and XXX is the sequence number of the transaction within the month.

BLOCK 5

Enter the 10 digit closed partition code.  

                                (NOTE:  For KOK22 supporting ACTS equipment, use partition code 0000000009. 

                                For KOK22 supporting all other equipment, use partition code 0000000008.)  

Contact the EKMS Technical Assistance Center (TAC) at 1-800-635-5689, 410-526-3208 or DSN 238-4600 

for guidance regarding User Rep partition privileges and end-equipment partition codes.

BLOCK 6

Click on pull down menu to select equipment type or enter equipment type from the options listed below.

BLOCK 7

Select the appropriate key type.

BLOCK 8

Select the appropriate key application.

BLOCK 9

Enter order item number (i.e. 01, 02, 03…).

BLOCK 10
Indicate the number of keys required for this order item. A maximum of 100 keys may be requested per order.  Order at least one key per equipment to be keyed.

BLOCK 11
Indicate the classification of key by placing an “X” in the proper classification block. Only one block should be checked.
BLOCK 12
Choose max. of three, 2-letter codes.

BLOCK 13
If special access capabilities, “X” in column and complete Access Control Schedule.

BLOCK 14
Enter LMD’s EKMS ID – 6 digits.

BLOCK 15
Provide additional information that may aid the Central Facility in processing order. This space may also be used to note information for local use.

BLOCK 16
Enter the COMSEC Account number of the account to which the keys will be shipped and check the appropriate block for the LMD/KP question. All keys on an order form must be shipped to a single COMSEC Account. 
BLOCK 17
Enter the receiving COMSEC Account address.

BLOCK 18
Type the User Representative’s name.

BLOCK 19
The User Representative must sign this block.

BLOCK 20
Type the User Representative’s phone number.

BLOCK 21 
Type the User Representative’s email address.

BLOCK 22
Indicate page number of this page and total number of pages in key order.

EQUIPMENT TYPES: 
ACTS


MYK16B


CI33MASTER   

MYK17B
KG75

KG75A

KOK22

KOV5




KOV20




KOV35




KOV40




MUOS
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