
	USER REPRESENTATIVE DAO PRIVILEGE

REGISTRATION REQUEST

(Use CF Form 1208 for additional registrations)


	FAX to EKMS Central Facility:

     Non-Secure:  Commercial (410) 526-3172; DSN 238-4172
     Secure: Commercial (410) 526-3127; DSN 238-4127

Send form via digitally-signed email to:
     centralfac@radium.ncsc.mil 

	A.

FOR CENTRAL FACILITY USE ONLY (DO NOT Write In This Section)
	TRACKING NUMBER



	B.

MANAGING

COMMAND

AUTHORITY (CA)

INFORMATION

(ALL entries must be completed unless otherwise noted)
	COMMAND AUTHORITY/EKMS ID (Six-digit ID of EKMS-registered managing Command Authority.) 
	     


	
	NAME

     


	
	COMPLETE MAILING ADDRESS

     
     
     
     


	
	TELEPHONE (Commercial)

     

	(DSN ( if applicable)

     
	EMAIL ADDRESS

     

	C.

TRANSACTION TYPE


	 FORMCHECKBOX 
  ADD PRIVILEGE (Enter six-digit ID of User Rep and six-digit DAO code in Section D below.)
 FORMCHECKBOX 
  MODIFY CLASSIFICATION / KEY TYPE (see Block D below for available options).
 FORMCHECKBOX 
  ADD CLASS 6 CODE(S)  (Please identify class 6 code(s) to be added in Block D below.)    

 FORMCHECKBOX 
   DELETE CLASS 6 CODE(S) (Please identify class 6 code(s) to be deleted in Block D below.)
 FORMCHECKBOX 
  DELETE ENTIRE PRIVILEGE (Enter the 6-digit User Rep ID and 6-digit DAO code in Block D below.)



	D.

USER

REPRESENTATIVE

PRIVILEGE

INFORMATION

(ALL information

Required unless

Otherwise noted)
	USER REPRESENTATIVE/EKMS ID
	DAO CODE REFERENCING NUMBER (If multiple new DAO Registration Request Form 1202 and DAO Privilege Registration Request 1207 Forms are being submitted at the same time, enter the DAO Code Ref. No.) The numbering scheme to be used is as follows):
First DAO code Request = D1

Second DAO code Request = D2
Third DAO code Request = D3

DAO Code Reference No:      

	
	     

	

	
	DAO CODE
	

	
	     
	

	
	AUTHORIZED KEY TYPE (Choose ONE Section ONLY)   (NOTE:  EKMS Key is used to support the LMD)

	
	 FORMCHECKBOX 
  Type 2, Type 1 Seed       

          Type 1 Operational   

 FORMCHECKBOX 
  EKMS Key privileges desired


	 FORMCHECKBOX 
 Type 2, Type 1 Seed
 FORMCHECKBOX 
 EKMS Key privileges

         desired
	 FORMCHECKBOX 
 Type 2   

          Only

	
	MAXIMUM CLASSIFICATION REQUIRED FOR TYPE 1 ONLY (Choose ONE Only)
          FORMCHECKBOX 
  Unclassified           FORMCHECKBOX 
 Confidential               FORMCHECKBOX 
  Secret             FORMCHECKBOX 
  Top Secret

	
	CLASS 6 CODE – OPTIONAL (If a Class 6 code privilege is to be associated with the DAO Code above, enter the two digit Class 6 Code)

*** IMPORTANT NOTE***: If class 6 code 55 (US/FORN) is being requested, written justification MUST accompany this request.

     
	ORDERING CLASSIFICATION RESTRICTION LEVELS (OCRLs) -- REQUIRED IF CLASS 6 CODE BLOCK IS COMPLETED (Discrete levels must be chosen (i.e., Top Secret selection will NOT enable the ordering of Class 6 key at U, C, S and T. You MUST specify U, C, S and T if you want to order Class 6 key at each classification level. Entering one OCRL will mean that this DAO and Class 6 Code can only be ordered at that one classification level.) 

 FORMCHECKBOX 
 Unclassified             FORMCHECKBOX 
 Secret
 FORMCHECKBOX 
 Confidential             FORMCHECKBOX 
 Top Secret

	E.
MANAGING

COMMAND

AUTHORITY

APPROVAL

This request will NOT be processed without Command Authority signature here.


	SIGNATURE (Individual in Section B)

	
	TYPED NAME

     
	DATE

     


____________________________________________________________________________________________________________
CF FORM 1207 REV 09/2011
INSTRUCTIONS FOR USER REPRESENTATIVE DAO PRIVILEGE REGISTRATION REQUEST

BLOCK A 
Leave blank.

BLOCK B 
Enter the six-digit, EKMS registered Command Authority ID.  If Command Authority is not known, please contact the EKMS Central Facility for assistance.
BLOCK C
Select Add if a DAO code privilege is being assigned to specified User Rep account. 
Select Modify if classification level or authorized key type of the DAO code privilege is being changed.

                                If adding or deleting a Class 6 Code privilege, mark appropriate choice.
Select Delete if the entire privilege (to include all Class 6 codes)  is being deleted.

BLOCK D 
UR/EKMS ID – Enter User Rep account number.
Name – Refer to directions on the form.
DAO Code – Enter DAO code for which privileges are being assigned.  If privileges are being requested for newly requested DAO code, leave blank.
DAO Code Reference Number – D1, D2, etc. when creating more than 1 DAO code.
Authorized Key Type – Select block of appropriate key type.  Select EKMS Key privileges desired only if EKMS key will be ordered using specified DAO code. EKMS key is required in a  STE terminal that will support an LMD-KP.
Maximum Classification  – Select maximum classification level for this DAO code.
Class 6 Code – Enter valid Class 6 code to be used with specified DAO code if applicable (optional).

EXAMPLE: 10 = SCI
                  15 = Residence
                  25 – Mobile

  30 - Wireless

Ordering Classification Level – Enter classification of Class 6 code if applicable.  These are discrete levels, not maximum levels, therefore if up to Top Secret is authorized, all blocks should be selected.

BLOCK E 
Signature of current managing Command Authority is mandatory.  Request will NOT be processed 

without the signature of the appropriate Command Authority.  If you are unsure who the Command Authority is, please contact the Central Facility.

____________________________________________________________________________________________________________
CF FORM 1207 REV 09/2011

