	ACCESS CONTROL SCHEDULE REQUEST
	      Fax Completed Forms To EKMS Central Facility

      at 410-526-3172 commercial or 238-4172 DSN.

	1. UR/EKMS ID (six-digit ID that was  

   printed on associated   

  Communications Key Order forms(s))
	 
	 
	 
	 
	 
	 
	2. TRANSACTION NUMBER (REQUIRED eight-digit No. that was printed on associated Communications Key Order forms(s))
	 
	 
	 
	 
	 
	 
	 
	 

	3. ITEM NUMBER (REQUIRED two-digit No. that corresponds to item on Communications Key Order form for which access control capabilities are requested)
	 
	 
	4. ADDITIONAL ACCESS CONTROL – OPTIONAL (enter up to eight alphanumeric characters)
	 
	 
	 
	 
	 
	 
	 
	 

	5. LOCAL DOMAIN AUTHORITY ID – OPTIONAL (enter the ten digit ID (actually the Key Material ID of Local Domain Authority’s message signature key))
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	BLOCK 6: ACCREDITING AUTHORITY (Optional)(Choose any combination of the accrediting authorities listed on schedule. Place an “X” in the  block next to the appropriate choices below)
 ACDA 


 DEPT OF JUSTICE


 FED RES BOARD



 NS                     
  AID


 DEPT OF LABOR



 FEMA




 NSA/CRITICOM

 CIVIL AERONAUTICS
 DEPT OF NAVY



 GAO




 NSC

 CIA


 DEPT OF STATE



 GENSER



 OMB

 DEA


 DEPT OF TRANS



 GSA




 SCI

 DEPT OF AGRICULTURE
 DEPT OF TREASURY


 HEALTH & HUMAN SERVICES

 SECRET SERVICE

 DEPT OF AIR FORCE
 DIA




 INS




 SIOP

 DEPT OF ARMY

 FAA




 LIBRARY OF CONGRESS


 U.S. INFO AGCY

 DEPT OF COMMERCE
 FBI




 NASA




 U.S. POSTAL SERV

 DEPT OF ENERGY
 FCC




 NRC




 WHCA

 DEPT OF INTERIOR

	


	HOST CERTIFICATION (OPTIONAL) (Choose one from each column)

	7. MODES OF OPERATION
	8. ORANGE BOOK CERTIFICATION
	9. MINIMUM USER CLEARANCE
	10. MAXIMUM DATA SENSITIVITY



	 
	NOT APPLICABLE
	 
	NOT EVALUATED
	 
	UNCLEARED (U)
	 
	UNCLASSIFIED (U)
	 
	SECRET(S) – with one or more

categories (with no more than 

one category containing S data)

	 
	SYSTEM HIGH
	 
	D
	 
	SENSITIVE (N)
	 
	SENSITIVE
	 
	SECRET(S) – with two or more 

categories containing S data

	 
	DEDICATED
	 
	C1
	 
	CONFIDENTIAL (C)
	 
	SENSITIVE – with one or more categories
	 
	TOP SECRET (TS)

	 
	COMPARTMENTED
	 
	C2
	 
	SECRET (S)
	 
	CONFIDENTIAL (C)
	 
	TOP SECRET (TS) – with one or

more categories (with no more than one category containing S or TS data)

	 
	MULTI-LEVEL
	 
	B1
	 
	TOP SECRET (BI)
	 
	CONFIDENTIAL (C) –with one or more categories
	 
	TOP SECRET (TS) – with two or

more categories containing S or

TS data

	
	
	 
	B2
	 
	TOP SECRET (SBI)
	 
	SECRET (S)
	
	

	
	
	 
	B3
	 
	ONE CATEGORY (1C)
	
	
	
	

	
	
	 
	A1
	 
	MULTIPLE CATEGORIES (MC)
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	11. FREE FORM ID – ADDITIONAL IDENTIFICATION – (OPTIONAL)
(Enter up to 115 characters (alphanumeric) of additional identification. Characters must be representable in ASCII)

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	

	12. PRIMARY SIGNATURE (REQUIRED) – (The UR or alternate must sign the schedule. This should be the same User Representative who signed the associated Communications Key Order form.)

	13. TYPE  NAME (REQUIRED) – (Type or use a stamp to affix the printed name of the User Representative (or alternate)).
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INSTRUCTIONS FOR THE ACCESS CONTROL SCHEDULE REQUEST FORM

BLOCK 1

Enter the six-digit ID that was printed on associated Communications Key Order forms(s))

BLOCK 2

REQUIRED: eight-digit No. that was printed on associated Communications Key Order forms(s))

BLOCK 3
REQUIRED: two-digit No. that corresponds to item on Communications Key Order form for which access control capabilities are requested

BLOCK 4
Enter up to eight alphanumeric characters

BLOCK 5

Enter the ten digit ID (actually the Key Material ID of Local Domain Authority’s message signature key)

BLOCK 6                 Optional: Choose any combination of the accrediting authorities listed on schedule. Circle appropriate choices
  

                                below.

BLOCK 7

Optional: Choose the appropriate mode of operation.

BLOCK 8 
Optional: Choose the appropriate Orange Book certification.

BLOCK 9

Optional: Choose the appropriate minimum user clearance.

BLOCK 10
Optional: Choose the appropriate maximum data sensitivity.

BLOCK 11
Optional: Enter up to 115 characters (alphanumeric) of additional identification. Characters must be representable in ASCII.

BLOCK 12
REQUIRED: The UR or alternate must sign the schedule. This should be the same User Representative who signed the associated Communications Key Order form.
BLOCK 13
REQUIRED: Type or use a stamp to affix the printed name of the User Representative (or alternate).

BLOCK 14
Indicate page number of this page and total number of pages in key order.
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