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TROUBLESHOOTING THE SECURE TERMINAL EQUIPMENT (STE)

     Information and Instructions
THINGS TO CHECK BEFORE A REKEY OR AFTER A REKEY FAILURE:

1. CHECK THAT THE SPEAKERPHONE, NON-SECURE AND SECURE IS “ENABLED”. AFTER THE REKEY THE SETTING CAN BE RETURNED TO DISABLED IF YOUR SECURITY POLICY INSISTS. (INSTRUCTIONS ARE BELOW)

2. CHECK THAT THE INITIAL SECURE MODE (STRAPPING) IS SET TO TRADITIONAL. IF YOU HAVE AUTOSECURE AS THE DEFAULT, CHANGE IT PRIOR TO REKEY AND RETURN TO DEFAULT AFTERWARDS. (INSTRUCTIONS ARE BELOW)

3. verify MODE. PRESS MODE, IF SECURE SIGNALING MODE is not AUTOSIG or scip, PRESS CHANGE UNTIL SEE AUTOSIG or scip. PRESS back to exit.
4. ensure ste software version is a minimum of 2.6 (instructions below)
5. IF YOUR STE IS FAILING BEFORE IT FULLY GOES THROUGH THE VOICE PROMPT, check YOUR TIMEOUT Settings. LISTED BELOW ARE THE INSTRUCTIONS AND TIMES TO SET FOR YOUR TIMEOUTS. (INSTRUCTIONS ARE BELOW)
6. CHECK THAT THE CORRECT SDNS/SCIP REKEY PHONE NUMBER IS PROGRAMMED INTO YOUR SECURE TERMINAL EQUIPMENT. (INSTRUCTIONS ARE BELOW)
7. TO CHECK YOUR CARD/KEY DATA FOR STATUS – (INSTRUCTIONS ARE BELOW)

8. IF YOUR STE DOES NOT HAVE A DIAL TONE - (INSTRUCTIONS ARE BELOW)
Speakerphone Control: Speakerphones should be enabled to successfully rekey a STE.

· Insert TPA card

· Press MENU (Terminal Management)

· Press SELECT  (Network Settings)

· Press SCROLL ONCE (Terminal Privileges)

· Press MODIFY (Terminal Configuration Control)

· Press SCROLL TWICE (Speakerphone Control)

· Press SELECT (Non-Secure Speakerphone)

· Press CHANGE (To Enabled)

· Press SCROLL ONCE (Secure Speakerphone)

· Press CHANGE (Enable or Disable)

View/Change Initial Secure Mode (Strapping)

· Insert TPA card

· Press MENU (Terminal Management)

· Press SELECT (Network Settings)

· Press SCROLL ONCE (Terminal Privileges)

· Press MODIFY (Terminal Configuration Control)

· Press SELECT (Initial Secure Mode)

· (By default the initial setting is AUTOSECURE)

· Press CHANGE UNTIL YOU SEE – TRADITIONAL

· Press MENU to Exit

Viewing Current STE Software Version (should be 2.6 or higher):

· Press MENU (Terminal Management)

· Press SELECT (Network Settings)

· Press SCROLL Twice (Terminal Audit Information)

· Press SELECT (Software Update TPA and 

Configuration TPA #)

· Press SCROLL Twice 

· HP 0575 = Release 2.3

· HP 0589 = Release 2.4 (Version 2.4 will show

 

Release Identifier: < Release 2.4 >

· HP 0602 = Release 2.5  

· HP 0611 = Release 2.6

SETTING/CHECKING STE TIMEOUTS

· Press MENU (Terminal Management)
· Press SELECT Twice (Active Network Port)
· Press SCROLL to (Advanced Terminal Settings)
· Press SELECT (STU III ACK/NACK ENABLED)
· Press SCROLL Once (STU/SCIP Extended Timeout: 
· Press CHANGE
· Type in 60 (IF IT WILL NOT ALLOW 60 TYPE IN 30)
· Press STORE
· SCROLL ONCE (STE EXTENDED TIMEOUT)
· Press CHANGE
· Type in 30
· Press STORE
· Press SCROLL (Fade Timeout)
· Press Change
· Type in 10
· Press STORE

· Press MENU to exit
STE Setup/Rekey Phone numbers (SDNS/SCIP)

· Press MENU (Terminal Management)

· Press SCROLL Once (Crypto Card Management)

· Press SELECT (Card Management Privileges)

· Press USER (Rekey Functions)

· Press SELECT (Update/Rekey Phone Number)

· Press UPDATE (Rekey Phone Number)

· Press SDNS

· Press SCIP
· Enter a Phone Number or change existing number. If you need to dial a number to get out type it in first, if you need a pause, press the pause (Blue soft Key)

· Press Store to save the number in the terminal

· SCIP Rekey numbers are:

· Toll Free – 1-800-633-3971, Comm. (410) 526-3470, 
DSN 312-238-4470 

**** NOTE: IF YOUR SDNS/SCIP REKEY FAILS ***** WAIT AT LEAST 20 MINUTES BEFORE RETRYING A REKEY ATTEMPT

**** IF YOU HAVE DSN CAPABILITY, IT IS RECOMMENDED THAT YOU USE THE DSN REKEY NUMBER. ****
VIEW CARD/KEY DATA

· Press MENU (Terminal Management)

· Press SCROLL ONCE (Crypto Card Management)

· Press SELECT (Card Management Privileges)

· Press USER (Rekey Functions)

· Press Scroll to (View Card Key Data)

· Press SELECT to view SDNS Key Data

· Press Scroll to view SDNS Key Information

(expiration date and key state)

· Press Menu to exit
DIAL TONE (PSTN or ISDN)

· If the STE terminal does not have a dial tone or you are getting an error stating “Network Registration” error, you will need to verify what type of phone line that you have and verify what the STE is set at either PSTN or ISDN.
· To check what the STE setting is currently on: 
· Press MENU, SELECT twice, and it will either show PSTN or ISDN. 

· Select the change button to change the setting to match the type of line you have. 

· If you have ISDN lines, you will also need to make sure that you have your SPID #’s (Service Profile ID) entered.  If you do not know what your SPID #’s are, you will need to contact your COMMS/PBX telephone personnel to get the SPID #’s.
FOR ISDN ONLY: To add/remove/modify the SPID #’s  

· Press MENU (Terminal Management)

· Press SELECT Twice (Active Network Port)

· Press SCROLL Twice (Service Profile ID (SPID) #1: 1234 (as an example)

· Press change if you need to add or modify the #
· Press SCROLL (Directory Number #1 Empty (as an example)

· Press SCROLL (Service Profile ID (SPID) #2: 1234 (as an example)

· Press SCROLL (Directory Number #1 Empty (as an example)

· Press MENU to Exit. 


· If you have ISDN phone lines and get an error such as “Network Registration Failure”, check that the line is plugged in and secure.  Press Mode and Mute at the same time to reboot your terminal.  If this continues to fail, contact your communication personnel due to an issue with the ISDN switch locally.
· If you still do not get a dial tone, check the switch type by:
Pressing MENU, press SELECT 2x’s, Press SCROLL until Switch Type Appears, Press change to choose between NI-1/NI-2 or 5ESS.
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