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Obtaining a V3 Joint Certification Authority 

A “Joint” Certification Authority (CA) provides the capability to create Version 3 (V3) X.509 certificates for other CINCS (Combatant Commands)/Services/Agencies (C/S/A).  The need for a Joint CA originated from a requirement for transitory or tenant units need to receive CA support at a local site in the absence of service from its own organizational CA.  It will also be the basis for a designated Service CA to be able to support a CINC/Unified Combatant Command Joint Task Force (JTF) Headquarters (HQ) as the CA.  It is also recognized as a backup solution for disaster recovery.

To obtain a Joint CA from the Policy Creation Authority (PCA), several requirements must be fulfilled by the requesting site: (Sites must obtain Memorandums of Understanding (MOUs) or Memorandums of Agreement (MOAs), (their Certification Practice Statement (CPS) must be updated, (directory issues must be addressed, and (a V3 CA Request Form Package must be submitted.  This advisory outlines each of these requirements below.   

Requirement (:
The Service/Combatant/Agency CAW Approving Authority (AA) who is authorizing instantiation of the Joint CAW must coordinate signing of MOUs or MOAs between all C/S/A that they are requesting as permitted privileges.  Once this has occurred, the AA annotates on the V3 CA Request Form that they have the appropriate agreements in place to allow their Joint CA to create X.509 certificates for the other specific C/S/A.

Requirement  (:
C/S/As must update their CPS for Joint CA use, and have it re-approved by the DOD PKI Certificate Policy Management Working Group (CPMWG).   Suggested wording includes:

· Section 1.3.5 – add a new section titled Joint Certificate Authorities:

“Joint CAs will be established to issue certificates to multiple C/S/As.  Operation of a Joint CA will conform to this CPS.  C/S/A AAs will coordinate solutions in the event of policy disputes; however, the <Host C/S/A> AA will retain administrative and authoritative control over Multi-Service/Agency (Joint) CAs at <Host C/S/A> sites.”

“Joint CAs will be able to create certificates for other C/S/As and post these certificates to the respective C/S/A Directory Information Tree (DIT).  The <Host C/S/A> AA shall obtain written agreement (MOU/MOA) from the other C/S/As supported by the Joint CA for creation of certificates for the C/S/A personnel and posting of the certificates to the appropriate C/S/A DIT.  The PCA will require that the AA annotate these agreements on the V3 CA Request form.  Documentation of these agreements will be maintained at the CA site.”

· Section 2.4.4 – add information on how Joint CA certificates will be posted to the directory:  

“For <Host Service>-operated CAs supporting multiple C/S/As, permission to access and post to the supported C/S/A Master DSAs will be given on a case-by-case basis by the supported C/S/A and included in the MOA/MOU.

· Section 3.1.4 – Define how Joint CAs DNs will be unique.  In order to provide the information for this section, coordination is required between the AAs and the X.500 Directory Working Group to validated current and deployed DIT structure. 

Note:  The updated CPS must be submitted to the CPMWG for approval.  Contact your AA for more information on CPS approval.

Requirement (:
The AA or site must ensure that the Joint CA will be able to create directory entries and post (or sneaker net) X.509 certificates to the directory.  This information should be included in the MOA/MOU. This requirement may necessitate the Joint CA to have access to the appropriate Directory Information Tree (DIT) levels required to support a Joint CA.

Requirement (:

In order to establish a Joint CA, a V3 CA Request Form Package is filled out, with the “Permitted Name” privileges to allow the Service organization to create X.509 certificates for the other C/S/As.

The V3 CA Request Form can be obtained from your AA, or through the EKMS FAXBACK service.  [To access FAXBACK for the V3 CA Request Form, dial 800 635-5689, press 1, then 2, and then 5001].

What exactly needs to be filled out on the V3 CA Request Form to indicate ordering of a Joint CA?

· If the Army needs to create X.509 certificates for Air Force and Navy personnel, the Army Distinguished Name (DN) is placed in block 11 on the form:


c=U.S., o=U.S. Government, ou=DoD, ou=Army, cn=CERTAUTH-Army1

· To specify privileges for the Air Force and Navy certificates, place the DN in block 34:

c=U.S., o=U.S. Government, ou=DoD, ou=Air Force

c=U.S., o=U.S. Government, ou=DoD, ou=Navy

· The AA must annotate on the bottom of the form that the MOAs/MOUs have been signed.  A simple statement, such as “The required MOAs for this Joint CA are on file” is all that is required.  MOAs/MOUs for Joint CAs must be maintained by the CA and are subject to audit.

CAs created with permitted DNs typically allow for 5 to 7 DNs (depending on the length of the DN and requested privileges) per CA card.  Sites that need multiple DNs for their Joint CA may have to have more than one CA card to support the Joint CA effort.

Additionally, in order to obtain a Joint CA, sites must have completed appropriate CAW training for the CA Operator, System Administrator (SA) and Information System Security Officer (ISSO) roles.  For more information on CAW training, contact your AA.

When the requirements are completed, the AA sends the V3 CA Request Form to the PCA.  Once the registration branch verifies that the AA has annotated that MOUs/MOAs are in place, that the CPS has been updated and approved, and that the site has the required training for the CA roles, the PCA will create the Joint CA materials and provide them to the requesting site.

Be advised of the security implications associated with a Joint CA.  Should a Joint CA be compromised, all certificates created by that CA will be inoperable.  Although there are separate permitted DNs associated with the CA, they cannot be separated in a compromise situation.


(U) Copies of previous PCA Advisories can be obtained from either:

· The EKMS Central Facility at (800) 635-5689, or DSN 238-4600, or email the EKMS Central Facility at centralfac@radium.ncsc.mil
· On the DISA DII Asset Distribution System (DADS) Server; for account/access information email dadsdms@ncr.disa.mil 
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