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Guidance on Improving Certificate Processing Performance on Certification Authority Workstations

The purpose of this Advisory is to encourage Service and Agency authorities to ensure that actions taken to compromise or administratively revoke certificates are necessary, as well as consistent with the Department of Defense (DoD) Certification Policy and their Service/Agency Certificate Practice Statements (CPS).

Of concern is the potential for the compromise or revocation of large numbers of certificates resulting in excessively large revocation lists. During testing of CAW 4.3.1, a software defect was discovered which limits the maximum size of revocation lists (CRLs and ICRLs).  A similar latent defect also exists in CAW 4.3. 

Three problems are encountered as revocation lists grow beyond specific sizes. 
· Attempting to view revocation lists larger than about 6K bytes will cause the CAW 4.3 application to terminate. This problem does not exist in CAW 4.3.1. 

· Oracle imposes a 32K byte limitation that will prevent both the establishment of new CAs and the updating of existing CAs. Only the PCA V3 CRL and ICRLA are affected by this limitation. In all other respects CAWs will continue to operate properly. 

· A 4.3 CA should upgrade to version 4.3.1 before an update of the authority’s certificate is performed because of reported problems.

Development efforts to remedy this limitation are already underway; however, until the patch is tested and fielded, there is a risk that excessive compromise and/or PCA revocation activity could cause the size limit to be exceeded, which would in turn have a negative impact on the Defense Message System (DMS) operations. 

This Advisory is by no means intended to override legitimate reasons for compromising or revoking certificates, such as lost or stolen cards, loss of control, and so forth; however, if situations arise in which large numbers of certificates must be revoked or compromised, these actions should be coordinated at the Service/Agency level before action is taken.  Service/Agency representatives are also advised to coordinate any such large-scale events with the DMS Global Services Manager and the PCA before taking action.


(U) Copies of previous PCA Advisories can be obtained from either:

· The EKMS Central Facility at (800) 635-5689, or DSN 238-4600, or email the EKMS Central Facility at centralfac@radium.ncsc.mil
· On the DISA DII Asset Distribution System (DADS) Server; for account/access information email dadsdms@ncr.disa.mil 
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