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General Dynamics Edge (SME-PED)
 
REKEY PROCEDURE
· (ATTENTION:  You first MUST be logged in under “USER” mode, not “ADMIN” mode to complete a rekey procedure.)  (IF SCIP and HAIPE keys are both loaded, TWO different rekey calls are required!)
 
        In order to complete a “rekey”, the “SCIF” mode must be turned OFF: 
        (To turn off the SCIF mode: press the END/POWER key, press the ENTER <black “arrow left button” on keyboard> key then press the UNCLASSIFIED PDA key, depress and hold down the “SCIF-Friendly” key and simultaneously press the END/POWER key.  The SCIF (green) light should now be “off”.
        Additionally, the Edge must be “UNLOCKED” and in the CLASSIFIED PDA mode only).
To unlock the Edge:  in the “Security Management Mode”, hold the CLASSIFIED PDA key for more than one second, until you see “Security Menu, Use Joystick”; press the joystick downward one time to reach the “PWD Menu”; type the User password and press Enter, verify the GMT and press ENTER  for (ok?), verify the Unlocked red LED is “on”…then…
Bring up the “Phone Application”(key-pad window) on the CLASSIFIED PDA side by pressing the “SEND” key…
        Tap the non-secure/secure (blue padlock/red padlock on the phone application screen) button to the red padlock or press the joystick upward to select “secure”.
        Dial the secure (data) phone number (1-800-218-3238) or select from the “Call History” (if previously rekeyed) or “Contacts” (if previously stored) lists…
        Press the “SEND” key to initiate the call.

In viewing the Trusted Display, it should read “rekey select key, SCIP nat’l ok?”, press the ENTER to rekey the SCIP key, or if a HAIPE rekey is desired, press down in the joystick once, the window should now display “rekey select key, HAIPE nat’l ok?”, press the ENTER key to initiate the rekey.  
        When the display reads “secure disconnected”, press the END/POWER key to terminate the call  (NOTE: Do NOT use the red “X” feature located on the right side top corner on the phone application screen, closing the application screen will NOT end the phone call!).  At this point, the Trusted Display window should show several indications that the keys are now being updated.  Upon successful rekeying, the display should indicate, “Update Complete”.
        Re-lock the CLASSIFIED PDA side by pressing the “END/POWER” key for more than one second; press ENTER to “LOCK security (ok?)”, and once the database has completed storing, verify that the red “unlocked” light is OFF.
 



