
SECTERA SECURE GSM MODULE KEYING PROCESS

Overview

The procedures below explain how to fill electronic key material into the Sectera Secure GSM module (referred to as “the module” through the remainder of this document) using the Data Transfer Device (DTD – nomenclature AN CYZ 10 (V3)).  Upon submission of the FNBDT SDNS Key Order Request to the EKMS Central Facility (CF), SDNS key will be distributed electronically to the user’s Local Management Device/Key Processor (LMD/KP) from which it can be downloaded into a DTD.  Each module is filled with key by a DTD.  A unique piece of operational key material must be loaded into each module; a single key must not be loaded into more than one module at any time. Keys are uniquely identified by a Key Material ID (KMID), also known as an Accounting Number or Register Number. The COMSEC manager must keep a local record of each module (by serial number) and the key (by KMID) that was loaded into the module. This record will be used in the event of a compromise to identify which key was loaded in the compromised module.  If the key is ever zeroized in the module, this should be noted in the local record along with the date of zeroization.    

In the keying process, a six digit User ID PIN (SM PIN) will be assigned to the module by the operator.  The association of an SM PIN and the module (by serial number) is classified at the classification level of the key filled into the module (and accessible under the SM PIN).  See the Operational Systems Security Doctrine for the GSM Security Module Operation with Timeport 280 Handsets document. 

After a particular KMID is filled into a module, the Central Facility recommends that the COMSEC manager delete the corresponding copy of the key in the DTD and submit an SF-153 Destruction Report for the key to the Central Office of Record.  The Destruction Report should indicate a destruction method of FILLED or LOADED.  A Destruction Report should not be submitted until the key is deleted from the DTD.  Follow appropriate requirements (defined by the Central Office of Record) for destruction (e.g. two person witness) of the key in the DTD.  Some customers choose to keep a copy of filled keys in the DTD in case the module loses its fill, as a backup measure.  The CF recommends that instead of keeping the copy of a filled key, spare key be ordered and used as backup material.  This prevents the possibility of loading the same key into more than one module at any given time, which is prohibited and will result in a failure to go secure.

Also, the COMSEC manager must keep a local record of each module (by serial number) and the key (by KMID) that was loaded into the module.  This record will be used in the event of a compromise to identify which key was loaded into the compromised module.  If the key is ever zeroized in the module, this should be noted in the local record along with the date of zeroization.

Assumptions
As written, the procedures apply for an initial fill of a zeroized SGSM module.  No PINs other than the Type 1 DSW PIN are assigned to the module yet.  (If an SM PIN has already been created, the fill procedures are similar but may occur using the SM PIN instead of the Type 1 DSW PIN, and the steps for creating an SM PIN at the conclusion of the fill process are not applicable.)  If you are replacing all keys currently in a module, make a note of which keys are currently in the module and Zeroize the module.  The custodian’s local record should include a record of the keys in each module and the date the keys were zeroized in the module.
The operator has a module, Timeport 280 handset, and power (battery or A/C).  The module is installed on the Timeport 280.  (Note: the module is not tied to any particular Timeport 280 phone; any module can be used with any Timeport 280 phone.)

The operator has the cable that connects the DTD to the module.  The cable is purchased from General Dynamics.  (This is the same cable used to fill the IRIDIUM Security Module.)

The FNBDT key material for the module has been loaded into a DTD (by either an LMD/KP or another DTD).  The key is accessible under the FILL application in the DTD.  

The operator filling key into the module has the Type 1 Default Software PIN (T1DSW) from General Dynamics (provided under separate cover to the COMSEC Account that received the module from General Dynamics.)  A unique eight digit T1DSW is assigned to each module.

The Timeport 280 has a menu bar and a four way navigation button (joystick).  The operator should be familiar with these.  In the instructions below, the menu bar will simply be called MENU.  Use of the joystick will be denoted as Scroll.

The operator should be familiar with the FILL application on the DTD.  The protocol in the FILL application should be set to LMD (see Cheat section below).  The Fill function (versus the Issue function) is used to fill the key into the module.  The operator should be familiar with paging through the key database in the DTD to select the proper key to be filled into the module (see Cheat section below).

Cheat – Setting the Protocol in the DTD

At the main menu of the FILL application, with Letter Lock enabled, press ‘U” for Utility, “S” for Setup, “P” for Protocol, and “L” for LMD.  Press the MAIN MENU button once.  {LMD} should appear on the right side of the screen.

Cheat – Selecting the Proper Key in the DTD

From the Main menu of the FILL application, press “X” for Xmit, press “F” for Fill. Arrow down once to see the Short Title if necessary; arrow down again to see the KMID on the right side of the display.  Arrow down again to see the classification of the key.  To view another key in the key database, press the “P DN” button (the letter ‘H ‘ button).  ‘P DN’ and ‘P UP’ pages or moves from one key to another in the key database.  Arrow up and down within each “key page” to show the Short Title, Edition, KMID, key classification, etc.  After the proper key has been located using these techniques, press the ‘ENTER’ button to Select the key.  If successful, the display will revert to the Short Title line with the letters XMT at the right end of the Short Title.

Fill Procedures

The procedures explain the operations at the DTD and at the SGSM module.  In general, the DTD steps can occur ahead of the module steps.  The module is controlled through the Timeport 280 phone’s keypad. (If the module is already loaded with key, the new key will overwrite and replace the old key for a particular COI.  If you are adding keys for other COIs, existing keys don’t necessarily need to be zeroized.) 

Step 1 - Connect the DTD to the module’s Data Port connector using the fill cable purchased from General Dynamics. 

Step 2 - Power the phone on (this also powers the module on).

Step 3 – Power the DTD on and wait for initialization to complete (approximately 1 minute).

Step 4 – DTD:  Go to the main menu of the FILL Application.

       Substep  4a – If the DTD comes up with the following menu

	 Appl  Date  Time  Setup

 Util    Bit              {Main}

           LETTER  


        Substep 4b    Press A to enter the Applications Menu

        Substep 4c    Select the FILL application, usually by pressing F
The main menu of the FILL application should look like this (letters in square brackets may differ based on key classification):

	Xmit   Recv               {LMD}

Utility                         [ S ]

           LETTER


Step 5 DTD: Press X for Xmit to transmit the key from the DTD
Step 6 DTD: Press F for Fill 

Step 7 DTD: Select the key to be filled.  (See Cheat – Selecting the Proper Key in the DTD above.)  After finding the proper key and pressing ENTER to select the key for the fill operation…

Step 8 DTD: Press E for sEnd
Step 9 DTD: Press D for Direct
Step 10 DTD: Press ENTER or SEND to send the key to the module; the DTD will display the following:

	 Attempting to connect…

                                  [ABORT]

               LETTER


Step 11 SGSM: Press Menu
Step 12 SGSM: Scroll Up to Encryption Management, press SELECT
Step 13 SGSM: Scroll down to Key Management, press SELECT
Step 14 SGSM: Scroll down to Load Type 1 Key, press SELECT
Step 15 SGSM: Enter Type 1 DSW PIN, press OK
Step 16 SGSM: Will display Type 1 DSW PIN Entered followed by Load SDNS-DTD, press SELECT
Step 17 SGSM: Will display Waiting for DTD to Connect followed by Reading Key Material
Step 18 DTD: Will display Transferring Msg 1
Step 19 SGSM: After several seconds, will display Press OK 20 Times, Press OK 20 times

Step 20 SGSM: Will display Processing Key Material followed by View Type 1 Key, press YES
Step 21 SGSM: Scroll down to see the key attributes (Universal ID, Universal Edition(s), Reg Number (KMID), Expiration Date, Classification, DAO Code and Descriptor

Step 22 SGSM: After verifying attributes, press BACK
Step 23 SGSM: Will display Key Correct, press OK
Step 24 SGSM: Will display Storing Key followed by Key Store Complete
Step 25 SGSM: Will prompt for SM PIN for User 1, enter a PIN (at least six digits), press OK
Step 26 SGSM: Will prompt to Re-enter SM PIN 1, re-enter PIN, press OK
Step 27 SGSM: Will display Make User Master, press YES
Step 28 SGSM: Will display Add User Successful followed by Key Load Finished, press OK
Step 29 SGSM: Press BACK button three times, press EXIT.

Troubleshooting

If in Step 17 the module never displays Reading Key Material, make sure the DTD Protocol is set to LMD.  See the Cheats section above.
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