SECTERA SECURE GSM - TO VIEW KEYS

Press the menu key to enter the menu system

Press the 4-way navigation key to scroll until the Encryption Mgmt Menu is highlighted

Press Select to enter the Encryption Mgmt Menu.

Press the 4-way navigation key to scroll until Key Mgmt menu is highlighted.

Press Select

If no User ID SM PIN needs to be entered or it has been entered, continue to step 7 below. If a User ID SM PIN needs to be entered, the display indicates Enter SM PIN. Enter your User ID SM PIN and Press OK.  The display indicates SM PIN Entered and Key Exp NONE if no type-1 key exists or MM/YY if Type-1 key exists.

After a moment the display shows the Key Mgmt Menu with View Keys highlighted.

Press Select

NOTE: If the phone is not loaded “NO KEYS” will be displayed.

The display will indicate the status of the encryption key, either View Type-1 Key, APK Key, or No Keys.


-If View Type-1 Key is displayed, perform one of the following:



Press SELECT to view the Type-1 key authentication data. The display will indicate one or more of the following depending on the Type-1 key or keys loaded in the Secure Module.

· View National

· View CCEB

· View NATO

· View NATO-AN

· View Coalition

NOTE: The secure Module may be capable of loading up to four multiple keys (one each of National, CCEB, NATO, NATO-AN, and /or Coalition)

Note: CCEB and NATO keys may not be loaded in the same Secure Module.

Press the 4-way navigation key to scroll until the desired key is highlighted.

Press SELECT to view the key authentication date. Use the 4-way navigation key to scroll through the key authentication data. Press BACK to exit the viewing of the selected key data. Press BACK to return to the View Keys Menu.

- If APK keyed is displayed, press BACK to return to the Key Mgmt Menu with View Keys Highlighted.

- If No Keys is displayed, a moment later the display will return to the Key Mgmt Menu with View Keys highlighted.

