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Loading Certificates on Protected Web Sites

Introduction

Some users will see unexpected messages when attempting to view a protected web site, particularly if this is
their first attempt to access a protected site. These messages typically occur because some step in the
certificate installation process or accompanying browser configuration setup has been omitted. This
document covers some of the most common problems encountered when using Internet Explorer (version 6.0
and 7.0) and Mozilla Firefox (Version 3.0). Other browsers may have similar problems.

There are two main steps that must be completed before you can access a protected web site.
1. Install the site security certificate in the browser.
2. Install your personal PKI certificate in the browser.
Please contact your local IT Support office for any assistance you may need with these procedures.

This document assumes that you have already correctly loaded your personal PKI certificate into the browser
and are still having receiving error messages.

&~ Note that if you are experienced with this type of web activity, there is a one-page quick
reference at the end of this document.

Site Security Certificate Not in Browser

The following are the messages commonly seen when the protected web site’s security certificate is not
correctly installed in a browser. In Internet Explorer (Version 6.0), this will likely to be a Choose a digital
certificate window. In Mozilla Firefox (Version 3.0), you might receive a Secure Connection Failed
message. You can test whether this applies to you by visiting this page:
https://www.iad.gov/events/conferences/register/LoginType.cfm.

If you do not receive a message, no action is necessary.

The messages are meant to inform you that the protected web site’s security certificate was not included by
default in your browser. There are two easy ways to avoid these messages:

1. Add an exception for the web site (Mozilla Firefox only) or create a Trusted Site (IE only).
2. Import a DoD Root CA 2 Certificate (preferred).

While adding an exception is the faster, easier process, you might have to repeat the process for multiple
protected DoD web sites. Importing the DoD Root CA 2 Certificate will take about 2 minutes, but it is the
more thorough solution. You should only have to import it once per browser. The DoD Root CA 2
Certificate will let your browser recognize many protected DoD web sites and prevent unwanted messages.

Guidelines are given for all the above procedures in both Firefox and IE. Other browsers should have similar
procedures. Again, contact your local IT Support office for any assistance you may need.

Add an Exception (Mozilla Firefox only)

If you receive a Secure Connection Failed (Figure 1) message in Mozilla Firefox, you have the
option of simply adding an Exception, thereby making it a Trusted Site. To do so, complete the
following steps:


https://www.iad.gov/events/conferences/register/LoginType.cfm

[ & | Secure Connection Failed
winn iad.goy Lses an invalid security certificate.
| e Ity

The certificate is not frusted because the issuer certificate is unknown.

(Error code: sec_error_unknown_issuer)

= This could be a problem with the server's configuration, or it could be someone
trying to impersonate the server,

= If you have connected to this server successfully in the past, the error may be
ternporary, and you can try again later,

O you can add an exception

Figure 1. Secure Connection Failed Notice

1. Click Or you can add an exception. The page reloads (Figure 2).

Ol ® | Secure Connection Failed
iy jad.gov Lses an invald security certificate.

The certificate is not rusted because the issuer certificate is Lnknown,

(Error code: sec_error_unknown_issuer)

= This could be a problern with the server's configuration, or it could be someone
trying to impersonate the server.

= If you have connected to this server successfully in the past, the error may be
ternporary, and you can try again later,

ou should not add an exception if you are using an internet connection that you do not trust
completely or if you are not used ta sesing a warning for this server,

Get me out of here! Add Exceptian...

Figure 2. Secure Connection Failed Notice (reloaded)

2. Click Add Exception. The Add Security Exception window opens (Figure 3).

Add Security Exception il
Wou are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask you to do this.

[© )

[ Server

Location:

Get Certificate

- Certificate Status

Wiew... |

¥ Permanently stors this exception

Confirm Security Exception | Cancel |

Figure 3. Add Security Exception Window



3. Click Get Certificate. The window reloads (Figure 4).

Add Security Exception x|

‘fou are about ko override how Firefox identifies this site,

¥ ' Legitimate banks, stores, and other public sites will not ask you to do this.
e®

- Server

Lacation: I hittps: . iad, gov/events/conferencesregister/LoginType | | Get Certificate I

- Certificate Status

This site attempts ko identify itself with invalid infarmation, Wi |

Unknown Identity
Certificate is not trusted, because it hasn't been verified by a recognized authority.

¥ Permanently store this exception

Confirm Security Exception | Cancel |

Figure 4. Add Security Exception Window (reloaded)

4. Ensure that the Permanently store this exception box is checked and then click Confirm
Security Exception.

Create a Trusted Site (IE only)
1. Goto Tools > Internet Options (Figure 5).

Internet Options J@‘

General | Security || Privacy | Content | Connections | Programs | Advanced

Harme page
I% “'ou can change which page to usze for pour home page.

Address: tal? nfpb=trued pagelabel=EP home page

[ Uge Current ] [ Usge Default ] ’ Usze Blank

Tempaoram Intermet files

< Pages you view on the Internet are stored in & special folder
@\ for quick viewing later.

’Delete Eookies...l [ Delete Files... ] ’ Settings...

History

The Hiztory falder containg links to pages vou've wisited, for
quick access to recently viewed pages.

Drayz to keep pages in history: 20 E Clear History

’ Colors... ] [ Fonts... ] [ Languages... l ’.f-\ccessibility... l

[ ak ][ Cancel ]

Figure 5. Internet Options Window



2. Select the Security tab (Figure 6).

General | Security | Privacy || Content || Connections || Frograms || Advanced|

Select a'web content zone to specify itz zecunty settings.

Internet
Thiz zone containz all ‘Web sites you Sles
haven't placed in other 2ones

Security level for thiz zone

Custom
Custom settings.
- To change the settings, click Custam Lewvel.
- To uze the recommended settings, click Default Level

[ Custorn Level .. ] [ Default Level ]

i (] i’ Cancel l Apply

Figure 6. Internet Options Window Security Tab

3. Click Trusted Sites (Figure 7).

niermnmenuniIons ﬂlm

General | Security |F'rivac:_l,J | Content | Connections | Programs | Advanced |

Select a'web content zone to specify its security settings.

Inkernet

Trusted sites

Thiz zone contains ‘Web sites that you
truzt not to damage yaur computer or
data,

Security level for thiz zone

Cusztom |
Custom gettings.
- To change the settings, click Custom Level
- Touze the recommended zettings, click Default Level, 1
H

[ Custorn Level... l l Default Lewel ]

i Ok i[ Cancel l Apply

Figure 7. Internet Options Window (Trusted sites)



4. To create a Trusted Site, click Sites. The Trusted Sites window opens (Figure 8).

r'fru:':ed SILES Lja"

You can add and remove Web sites From this zone, All Web sites
in this zone will use the zone's security settings.

Add this Web site to the zone:

Wweb sites:

hitkps: f e, iad, gowe fncsmofindes:, cfm

Require server werification (htkps:) For all sites in this zone

[ Ok, ] [ Cancel

Figure 8. Trusted sites Window

5. Enter the URL of the desired site (Figure 9).

-

rusted|sites 2]

You can add and remove Web sites from this zone. Al Web sites
in this zone will use the zone's security settings.

Add this Web site to the zone:

ikkps: v iad, govnesmojindesx. cfm

Wweb sites:

Require server verification (https:) For all sikes in this zone

[ (04 ] [ Cancel ]

Figure 9. Trusted sites Window (URL entered)

6. Click Add. The site is listed in the Trusted sites text box (Figure 10).



r'fru:':ed SILES L]Eﬂ

You can add and remove Web sites from this zone. All Web sites
in this zone will use the zone's security settings.
Add this Web site ko the zone:
| Add
Web sites:
hkkps:fhanay iad, gov fncsmofindes:. cFm REmove
Require server verification (https:) For all sikes in this zone
[ O, ] [ Cancel ]

Figure 10. Trusted sites Window (URL added as Trusted site)

7. You can also remove Trusted sites by highlighting a URL in the Web sites text box and
clicking Remove (Figure 11).

lirusied sites \]m‘{

o ou can add and remove Weh sites From this zone. all Web sites

in this zaone will use the zone's security setkings.

Add this Web site ko the zone:
Add

Web sites:

htkps: j fuws iad. goy

Require server verification (htkps:) For all sites in this zone

[ Ok ] [ Cancel ]

Figure 11. Trusted sites Window (deletion selected)

8. Check Require server verification (https:) for all sites in this zone.



Loading the Site Certificate into Internet Explorer

1. Open Internet Explorer.

2. Navigate to the following URL.: http://dodpki.c3pki.chamb.disa.mil/rootca.html (Figure 12).

s mifocrca e 5

Dald Class 3 PRI
Dovwnload Root CA Certillcate

Figure 12. CA Certificate Download Page
3. Select Download Root CA 2 Certificate. The Downloading Certificate window appears. If instead a
File Download window appears, skip to Step 6.
4. Select all three check boxes and click OK (Figure 13).
Downloading Certificate ]

You have been asked to trust a new Certificate Authority [CA)

Do pou want to tust “DoD Root CA 2 for the followsng purposes?

T~ Trust this CA to identify emal users.
™ Trust this CA to identify software developers.

Betore trusting this CA, for any purpose, you should examine its cerificate and its policy and
procedures [if available]

Wiew |Em‘ine[2hwlﬂicahe
coes |

Figure 13. Download Certificate Window

5. Close and re-open your browser. Test that the import was successful by navigating to
https://www.iad.gov/events/conferences/register/LoginType.cfm. If successful, you will not receive a
pop-up window.

6. IfaFile Download window appears (Figure 14), click Save. Select a download location (Figure 15).
Keep the default name, which at the time of this writing is rel3_dodroot_2048.p7b. Click Save. When
the file is saved (Figure 15), click Close (Figure 16). (Window may close automatically.)


http://dodpki.c3pki.chamb.disa.mil/rootca.html
https://www.iad.gov/events/conferences/register/LoginType.cfm

Do you ward 1o open of save this lile?
M reld_dodnoot 2048 p7h

Typs: PECS T Cortificabes, 7.6 KB
From  dodphi. £k, chasb, il

[_Qoen |[ gowve J[ concel |

[7] v ack Beshive opering this: type of S

ot Flers from the Indemesd can be usebul pome fles can potentisly
Thrn oum coempubir [F pou do ot nst Bhe pounce, do nol open of
v thim . st g e ke Y

S os @

Fie pame: 1883_dodiool_2048.07t ~|
MyMetwod:  Savessiype | PKCS #7 Cetiicates )

Figure 15. Save As Window

{E.u ) 'l?ﬁ]_‘
5 Jﬁﬁw’nfoadcnrﬁbl’ete'ﬂ e lﬂ-ﬂ_@)@

v
== Download Cormplete

Saved:
rel3_dodroot_2048.p7h from dodpki. c3pki.charmb. disa. il
L] EEE
] Downloaded: 37.6kBin 1 sec
Download ko Ci\Document. . \rel3_dodroot_2048.p7b

Transfer rate: 37.6 KBISec

[(liCiose this dislag box when download cormplstes

’ Open ] ’ Open Folder ] [ Cloze ]

Figure 16. Download Complete Window




7. Select Tools > Internet Options. The Internet Options window opens (Figure 17).

Internet Options

General | Secunity | Privacy | Content | Connections | Programs | &dvanced

Home page
% “Y'ou can change which page to uze for your home page.

Address: htbps v, google, comj

[ Usze Cunrent ] ’ Usze Default ] [ Uze Blank.

Temporan [nternet files

Pages pou view on the Intermet are stored in a special folder
@ Y for quick viewing later.

]

[Delete Cookjes...] ’ Delete Files... ] [ Settings...

Histary

The Histary falder contains links to pages you've visited., for
quick access to recently viewed pages.

Days to keep pages in history: 20 3| | Clear History

’ Caolars. .. ] [ Fonts. .. ] ’ Languages... ] [Accgssibilily...]

[ 0K . l[ Cancel ]

Figure 17. Internet Options Window

8. Click the Content tab, and then the Certificates button (Figure 18). The Certificates window opens
(Figure 19).

Internet Options

| General | Securty | Privacy | Content | Connections | Programs | Advanced |

Cantent &dvizar

Ratings help you contral the Internet content that can be
& viewed oh this computer.

Certificates
% Use cerificates to pozitively identify yourzelf, certification
@l authoritiez, and publishers.

[ Clear S5L State ” Certificates... ][ Publishers. .. ]

Fersonal infarmation

n  AutoComplete stores previous entries AutoCompleta
E'f and suggests matches for you, =

Micrasoft Profile Assistant stores your My Profile..
perzonal information.

[ 0K H Cancel ]

Figure 18. Internet Options Window Content Tab



Certificates

Intended purpose: il HES

Personal | Other Pecple | Intermediate Certification Authorities | Trusted Root Certificatior| 4 | *

Issued To Issued By Expiratio... | Friendly Name

Certificate intended purposes

lose

Figure 19. Certificates Window

9. Click the Import button. The Certificate Import Wizard window opens (Figure 20).

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure networl:
connections. & certificate store is the system area where
certificates are kept.

To continue, dick Mext.

Cancel

Figure 20. Certificate Import Wizard

10. Click Next. The page reloads (Figure 21).

Certificate Import Wizard

File to Import
Specify the file you want ta import,

File name:

Browse...

Mobe:; More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PF,.P12)
Cryptographic Message Synkax Standard- PKCS #7 Certificates {.P7E)

Microsoft Serialized Certificate Stare ([, S5T)

[ < Back. ” Mext = |[ Cancel ]

Figure 21. Certificate Import Wizard (reloaded)

11. Click Browse. The Open window displays (Figure 22).

10
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i @ ijeg‘k‘t;j'.j A e T e ;_v;_ -
R MyDocuments e e e S S A e S G e e L o B S
_\é My Compuker

Recent

Desktop

9

My Documents

.

iy Computer

QT

. 3 e e e
My Network  Files of type: | #4509 Certificate [*.cer”. o) 1]

Figure 22. Open Window

12. Navigate to the directory where you saved the Root CA 2 Certificate.
13. Change the Files of Type option to All Files (*.*).

14. Select the certificate file (e.g., rel3_dodroot_2048.p7b) and click Open. The page reloads and shows the
file as selected (Figure 23).

Certificate Import Wizard

File to Import
Specify the file wou wank to impart,

File name;
C:\Documents and Settings\ 21 2\Desktopirel3_dodroot_2048.07 [ Browse... |

Moke: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 ( PFX,.P12)
Cryphographic Message Syntax Standard- PECS #7 Certificates (. F7E)

Microsoft Serialized Certificate Store {55T)

l < Back ” Mext = ]l Cancel

Figure 23. Certificate Import Wizard (reloaded)

15. Click Next. The page reloads (Figure 24).

11



Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

wWindows can automatically select a certificate store, or ywou can specify a location for

() utomatically select the certificate store based on the kype of certificatel

(O Place all certificates in the following store

l < Back. H [ext = 1[ Cancel ]

Figure 24. Certificate Import Wizard (reloaded)

16. Select Automatically select the certificate store based on the type of certificate and then click Next.
The page reloads (Figure 25).

Certificate Import Wizard

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard,
‘ou have specified the Following settings:

Certificate Store Selected  Automatically determined by ¢
Content PKCS #7 Certificates

File Karne Ci\Documents and Settingshif
< ¥
[ < Back ” Finish I [ Cancel ]

Figure 25. Certificate Import Wizard (reloaded)
17. Figure 26). Click OK. You may close any of the remaining option windows.

Certificate Import Wizard

y The import was successful,

Figure 26. Success Window

18. Close and re-open your browser. Test that the import was successful by navigating to
https://www.iad.gov/events/conferences/register/LoginType.cfm. If successful, you will not receive a
pop-up window, although you may see a Security Alert like those below. Click OK or Yes.

12


https://www.iad.gov/events/conferences/register/LoginType.cfm

Security Alert

(1) 'You are about to view pages over a secure connection.

Pz &

Any infarmation you exchange with this site cannot be
viewed by anpone else on the Web.

[J1n the future, do nat shovs this warming

k OF. J[ Mare Info ]

Figure 27. Security Alert Window

Security Warning x|

The current Web page is trying to open a site in your Trusted
sites list. Do you want to allow this?

Current site: htkpe/ Swwwiad.gov
Trusted site: https:/ /www.iad.gov

@ Warning: allowing this can expose your computer to security risks. IF
yau don't trust the current Web page, choose Mo

Figure 28. Security Warning Window
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Loading the Site Certificate into Mozilla Firefox
1. Open Mozilla Firefox.

2. Navigate to the following URL: http://dodpki.c3pki.chamb.disa.mil/rootca.html (Figure 29).

FErrrp———— TH = G G

Dol Class 3 PRI
Dovwnlosd Root CA Certificate

i i the Folowing store” sl ol Buorse. 11 s i o Blost
ety £ Cerids e abist “Talriuse sty Cortfishon

sl Chaes 3 Boed C4 Coptificss

Contificste

Figure 29. DoD Certificate Download Page

3. Select Download Root CA 2 Certificate. A “File Download” window appears (Figure 30). Click Open.

File Downlead E|

Do you ward o open o0 save s file?

o Lol
R Typs: PECS #7 Cartficabes, 37.6 KB
From:  dedobi. 30k, chasmb, dis.md

(o ][ _smve ][ Concel }

(3] Aherars ack Bebooe opering this iype of He

"wiral il o the Interrest can be uselul pome Heg con pobentially
hmm:ﬁ:em.lfmdommhmte.domwmu
i ¥ ¢

Figure 30. File Download Window
4. If, instead, a Downloading Certificate window opens (Figure 31) that shows three checkboxes, as it did
in IE, select all three boxes and click OK.
x|

“Y'ou have been asked to tust a new Certificate Authority [CAL

™ Trust this CA to identify software developers.

Before trusting this CA for any purpose. vou should examine its certificate and its policy and
procedures (if available),

Wiew |Exmine[:hcelliicahe
coct |

Figure 31. Downloading Certificate Window

5. When the Save As window opens (Figure 32), select a download location and click Save again. Keep the
default name, which at the time of this writing is rel3_dodroot_2048.p7b.

14


http://dodpki.c3pki.chamb.disa.mil/rootca.html

Save As E‘@

Save o :_-_} Dresilop tﬂ 3 T [w m-
- My Documents
| :.! | i My Compuker
Fecert
Deskicp

My Docurments
Mip Crenpuben

File pame: 1e3_dodiool_2048 o7t ¥
MyMetwok  Savesslpe | PECS #7 Cefcates )

Figure 32. Save As Window

5. When the file is saved, click Close (Figure 33). (Window may close automatically.)

xl

Figure 33. Download Complete Window

6. Select Tools > Options. The Options window opens (Figure 34).

9 B T an

Content  Applications Pr\.v:acy Security Advanced

Startup
‘when Firefox starts: | Show my home page [:]

Home Page: | http:/funa. google. comy

Use Current Page ] [Use Bockmark ] [ Restore to Defaul:

Downloads

Show the Downloads window when downloading a file

[ close it when all downloads ate finished

() savefiesto |[Z Deskiop

() Always ask me where to save files

-~ Add-ons

|
| Changs options for your sdd-ons i i i
| )

rerTI— | E——  e—

Figure 34. Options Window



7. Click the Advanced icon. The window reloads (Figure 35).

Options
— = a
J = = (@‘F fal 15
L = = s
Main Tabs Content  Applications  Privacy  Security  Advanced

| General | Netwark: | |Update Encryptlon

Connection

| Configure how Firefox connects ko the Internet

Offline Skorage

-

| Use up to 50 ,, MB of space For the cache
| Tell me when a website asks ta store data For offline use |

| The following websites have stored data for offline use:

[Looc ] [Lcancet | [Lbep ]

Figure 35. Options Window Advanced Screen

8. Click the Encryption tab. The window reloads (Figure 36).

Options

0= B &

Iain Tabs Content  Applications  Privacy  Security  Advanced

P iy

General | Netwark | Update | Encryption |

Protocols

| Use 55L 3.0 UseTLS 1.0

Certificates
When a server requests my personal certificate:

| (O Select one automatically (3 Ask me every time

[V\ew CErt\Ficateg] [&Evncatinn Lists ] [ Validation ] [Securitz Devices

[ O ] [ Cancel ] [ Help I

Figure 36. Options Window Encryption Tab

9. Click View Certificates. The Certificate Manager window opens (Figure 37).



& Certificate Manager E]@

M| | ¥our Certificates | Peaple | Servers | Authorities | others|

ou have certificates on File that identify these certificate authorities:
Certificate Name Security Device e
[=] {c) 2005 TURKTRUST Bilgi Tietisim e Biligim &... {'\
TURKTRUST Elekkronik Sertifika Hizmet 5... Builtin Object Token E|
[=1 ABA ECOM, INC,
ABA ECOM Root CA Builtin Cbject Token
(= AC Camerfirma 54 CIF AB2743257
iZhambers of Commerce Root Builtin Cbject Token
ialobal Chambersign Rook Builtin Cbject Token
(= AddTrust AB
AddTrust External CA Rook Builtin Cbject Token
AddTrust Class 1 CA Ront Ruiltin Ohiect Token M

Figure 37. Certificate Manager Window

10. Click Import. The Select File containing CA certificate(s) to import window opens (Figure 38).

[| Select File containing CA certificate(s) to import @W
(| Look jr ‘ 1) My Documents ‘[vi (€] ¥ M-
(Cisso_data
Lacal Settings
Recent  [{E)My Pictures
(CDMew Folder
7=
|8
Desktop

My Documents

8

My Computer
File name: I ¥ [gen ]

= T
MyMetwark | Flesaftyps: [ Cortifcate Files [v] [ _cancal |

Figure 38. Select File Window

11. Navigate to the directory where you saved the Root CA 2 Certificate.
12. Change the Files of type option to All Files.

Look in: |ﬂ§ Deskiop ;vi o FE-

{]My Docurments
-j My Cornputer
Recent ﬂ Adobe Reader &

@Mozilla Firefox
| 5] system Info
2 WDL Information
&5 april 2007 036.jpg
ig@FF-cert-load.ppt
t'] IADlogo. gif
Q]IE—cert-Ioad.ppt
@Launch Internet Explorer Browser (2)
[ Micrasoft Office Word 2003
r

1B Mozila Firefox (2

Desktop
My Documents

My Computer

‘g File name: | 1el3_dodroot_2048.p7b ivi Open
My M etwark Files of type: |AII Files Ev} [ Cancel ]

Figure 39. Select File Window (reloaded)



13. Select the certificate file (e.g., rel3_dodroot_2048.p7b) and click Open. The certificate is downloaded
(Figure 40). Click View. The page reloads and shows the file as selected (Figure 41).

| Downloading Certificate

You have been asked to trust a new Certificats Authority (CAJ.

Do you want ko trust "DoD Rook CA& 2" for the Following purposes?
[] Trust this €A to identify weh sites,

[] Trust this CA ta identify email users,

[] Trust this CA to identify software developers,

Before trusting this CA Far any purpose, vou should examine its certificate and its policy and
procedures (if awailable).

Examine CA certificate

Figure 40. Downloading Certificate Window

Certificate Viewer:"DoD Root CA 2"

EE”E@[j Diekails

Could not verify this certificate because the issuer is not trusted.

Issued To

Cormmon Mame {CN) DoD Root €A 2

Organization (O} 1.5, Government

Crganizational Unit {OU) Dol

Serial Murnber o5

Issued By

Common Mame {CN) DoD Root Ca 2

Qrganization (0} L5, Government

Organizational Unit {OU)  DoD

Yalidity

Issued On 12/13/2004

Expires On 12{052029

Fingerprints

SHAL Fingerprint 8C:94:16:34:EA 1B AGED 94 E2:BC: 54 CF 168, 72:52 B4 CiBS 61
MDS Fingerprint 47:75:92:06: 64 EC:16:53:60:F0: 10:00: 9C: 34:77.5E

Close

Figure 41. Certificate Viewer Window

14. If prompted, enter the password you used for your individual DoD PKI certificate.
15. When finished, close and re-open your browser.

16. Test that the import was successful by navigating to
https://www.iad.gov/events/conferences/register/LoginType.cfm. If successful, you will not receive a
pop-up window, although you may see a Security Alert like those below (Figure 42, Figure 43). Click
OK or Yes.

Security Alert

7§} 'Touare about to view pages over a secure connection.
:.5)

Ay information wou exchange with this site cannot be
wiewed by anpone elze on the ‘web.

[J1n the future, do not shaows this warning

|_ Ok J[ Moare Info ]

Figure 42. Security Alert Window
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Security Warning x|

The current Web page is trying to open a site in your Trusted
sites list. Do you want to allow this?

Current site: http:/ Swww.iad.gov
Trusted site: https:/ /www.iad.gov

Warning: allowing this can expoze your computer to zecurity risks. IF
wou don't trugt the curent Web page, chooze No,

Figure 43. Security Warning Window

Other Common Error Messages

The following are messages that may be received even when everything is installed correctly and are usually
alerts rather than error messages.

Switching from HTTP to HTTPS Pages with IE

If you enter the site URL starting with hTEp instead of hEtpS, or if the page you’re coming from had a

URL starting with http, and the link to the secure site was coded with a relative link (like IAD.gov to the
NCSMO site), you may see the following prompt. Select Yes to proceed.

Security Warning ll

The current Web page is trying to open a site in your Trusted
sites list. Do you want to allow this?

Current site: http:/ /www.iad.gov
Trusted site: https:/ /www.iad.gov

Warning: allowing thiz can expose your computer to security rigks. If
yol don't trust the current \Wehb page. choose Mo

Figure 44. Security Warning

Accessing a Protected Site with IE

When opening the site in IE (for a given session) you may be prompted to confirm that it’s OK to go to a

secure site.

Security Alert
You are ahout bo view pages over a secure cohhection,
:J.

Any information you exchange with this site cannot be
wigwed by anyane elze on the web.

[T Inthe future, do not show this warning

X

i Morelnfo |

Figure 45. Security Alert
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You may then have to identify your certificate.

Choose a digital certificate ' 7| x|

— Identification

' The website you want to wiew requests identification.
s  Please choose a certificate,

MName | Issuer
Smith John 0o0s. .. LoD CA-1E
ShITH JOHR D05 LoD EMAIL CA-16

Mare Infa. .. | = CertiFicate...l

Ik I Zancel |

Figure 46. Choose a Digital Certificate Window

In place of the two screens above, you may also encounter the following series of prompts. On the first
screen, select Continue to this website.

|@ There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.
B Continue to this website (not recommended).

@ More information

Figure 47. Security Certificate Problem Notice
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Select Yes and then OK on the following screens.

Security Warning ﬂ

The current Web page is trying to open a site in your Trusted
sites list. Do you want to allow this?

Current sice: htkp:/ fwww.iad.goy

Trusted site: https:/ /www.iad.govy

YWarning: allowing thiz can expose wour computer to securnity rigks, [f
wou don't brust the current Web page, chooze Mo

Figure 48. Security Warning Window

security Alert |

r’iﬂ 'ou are about to view pages over a secure connection.
7]

Ary information pou exchange with thiz site cannat be
viewed by anpane elze on the web.

™ In the future, do not show this warning
i More Info |

Figure 49. Security Alert Window

Identify your personal PKI certificate when prompted.

Choose a digital certificate 7=

— Idenkification
"j The website yau want ko view requests identification,
L]

Flease choose a certificate,

[ame | Issuer
Stmith,Jobhn D05, LoD CA-1E
ShITH, JOHM D05 DOD EMAIL CA-16
Mare Infa. .. | Wiew Certificate. .. |

Ik I Zancel |

Figure 50. Choose a Digital Certificate Window
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APPENDIX A: Loading Certificates on Protected Web Sites
(condensed)

Site Security Certificate Not in Browser
If you get error messages it may mean that the site security certificate has not been loaded into your browser. You can
check this by visiting this page: https://www.iad.gov/events/conferences/register/LoginType.cfm. If you do not
receive a message, no action is necessary. There are two easy ways to avoid these messages:

1. Add an exception for the web site (Mozilla Firefox only) or create a Trusted Site (IE only).

2. Import a DoD Root CA 2 Certificate (preferred).
While adding an exception is the faster, easier process, you might have to repeat the process for multiple protected DoD
web sites. Importing the DoD Root CA 2 Certificate will take about 2 minutes, but it is the more thorough solution.
You should only have to import it once per browser.

Add an Exception (Mozilla Firefox only)
1. On the error window, click Or you can add an exception; the page reloads.
2. Click Add Exception; the Add Security Exception window opens.
3. Click Get Certificate the window reloads.
4. Check the Permanently store this exception box; click Confirm Security Exception.

Create a Trusted Site (IE only)

Go to Tools > Internet Options.

Select the Security tab.

Click Trusted Sites.

To create a Trusted Site, click Sites the Trusted Sites window opens.

Enter the URL of the desired site.

Click Add. The site is listed in the Trusted sites text box. (You can remove Trusted sites by highlighting a
URL in the Web sites text box and clicking Remove.)

7. Check Require server verification (https:) for all sites in this zone.

oapwdE

Loading the Site Certificate into Internet Explorer

1. Open Internet Explorer.

2. Navigate to: http://dodpki.c3pki.chamb.disa.mil/rootca.html.

3. Select Download Root CA 2 Certificate; the Downloading Certificate window appears. If, however, a File
Download window appears, skip to Step 6.

4. Select all three check boxes and click OK.

5. Close and re-open your browser.

6. Test that the import by navigating to https://www.iad.gov/events/conferences/register/LoginType.cfm. If
successful, you will not see a pop-up window.

7. If a File Download window appears, click Save. Select a download location. Keep the default name. Click
Save. When the file is saved, click Close. (Window may close automatically.)

8. Select Tools > Internet Options.

9. Click the Content tab, and then the Certificates button; the Certificates window opens.

10. Click the Import button; the Certificate Import Wizard opens.

11. Click Next; the page reloads.

12. Click Browse.

13. Navigate to the directory where you saved the Root CA 2 Certificate.

14. Change the Files of Type option to All Files (*.*).

15. Select the certificate file and click Open; the page reloads and shows the file as selected.

16. Click Next; the page reloads.

17. Select Automatically select the certificate store based on the type of certificate and click Next; the page
reloads.

18. Click Finish. You should see a pop-up success message. Click OK. Close any of the remaining option
windows.

19. Close and re-open your browser.

20. Test that the import was successful by navigating to
https://www.iad.gov/events/conferences/register/LoginType.cfm. If successful, you will not receive a pop-
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up window, although you may see a Security Alert. Click OK or Yes.

Loading the Site Certificate into Mozilla Firefox
1. Open Mozilla Firefox.

Navigate to: http://dodpki.c3pki.chamb.disa.mil/rootca.html.

Select Download Root CA 2 Certificate. A “File Download” window appears.

Click Save. Select a download location and click Save. Keep the default name. When the file is

saved, click Close. (Window may close automatically.)

Select Tools > Options; the Options window opens.

Click the Advanced icon; the window reloads.

Click the Encryption tab; the window reloads.

Click View Certificates; the Certificate Manager window opens.

9. Click Import; the Select File containing CA certificate(s) to import window opens.

10. Navigate to the directory where you saved the Root CA 2 Certificate.

11. Change the Files of type option to All Files (*.*).

12. Select the certificate file and click Open. The certificate is downloaded. Click View; the page reloads and
shows the file as selected.

13. If prompted, enter the password you used for your individual DOD PKI certificate.

14. When finished, close and re-open your browser.

15. Test that the import was successful by navigating to
https://www.iad.gov/events/conferences/register/LoginType.cfm. If successful, you will not receive a pop-
up window, although you may see a Security Alert. Click OK or Yes

Mo

NGO

Other Common Error Messages
You may see some messages, usually alerts, rather than error messages, even when everything is installed
correctly, for example:

Switching from HTTP to HTTPS Pages with IE

If you enter the site URL starting with http, instead of https, or if the page you’re coming from had a
URL starting with http and the link to the secure site was coded with a relative link, you may see a security
warning. Select Yes to proceed.

Accessing a Protected Site with IE

When opening the site in IE, you may be asked to confirm that it’s OK to go to a secure site. You may then
have to identify your certificate. You may also encounter a series of prompts. On the first screen, select
Continue to this website. On the following screens, select Yes and then OK.
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