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Appendix H
Protection Needs Elicitation

H.1 Introduction

Information systems security engineering (ISSE) is defined in Chapter 3 as a sub-process of
systems engineering (SE). The basic activities of SE are to—

* Discover Needs.

* Define System Requirements.
* Design System Architecture.
* Develop Detailed Design.

* Implement System.

» Assess Effectiveness.

The ISSE process is involved in each of these basic activities. This document describes
Protection Needs Elicitation (PNE), that part of Discover Needs in which information protection
needs are determined or elicited from customers.

ISSE practitioners must understand the merits of ISSE so they can educate customers. The ISSE
practitioner, like the systems engineer, must achieve a balance between satisfying best practice
and the desires of customers to advance to an expedient implementation. The goal of the ISSE
activities process covered in this appendix is to describe ISSE best practice.

H.1.1 Purpose

This section defines the protection needs elicitation activity and directs the PNE practitioner to—

» Help customers model their information management.

* Help customers to define an information threat. (Typically, customers know more about
their threats than the systems security engineer does.)

» Instruct the customer to document perceived threats and responses to them.
* Help customers to prioritize their protection needs.
* Prepare information protection policies that security architects can use.

* Achieve customer buy-in. (If the PNE practitioner applies the following principles, the
resulting analysis will be understandable, acceptable, and supported by the customer.
This buy-in is critical to any program.)

Although there are many activities that support the business or mission of an organization, such
as manufacturing or the use of weapon systems, information management is the chief concern
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here. Before the information system solution is designed and implemented, requirements should
be thoroughly analyzed and prioritized. This activity not only saves the customers substantial
cost and time, it also produces better operational results. A similar information-requirements
analysis is also valuable relative to an existing system—before installing upgrades, and before
analyzing the risk posture of the system even when no changes are planned.

Information management always carries with it the risk of unwanted disclosure, modification, or
loss. Customers realize the importance of their information but usually need help in discovering
their protection needs and priorities. This appendix defines a method for eliciting those customer
protection needs.

The word “needs” here is interchangeable with “requirements.” Many meanings are associated
with “requirements.” Some rank desires, needs, and requirements alongside nice-to-have, very
useful, and essential. Rather than making distinctions, it is important to recognize and prioritize
needs and requirements and especially to distinguish between “good” and “not good”
requirements.

A layered requirements hierarchy may be envisioned (see Figure H-1) that asserts a layer (shown
to the left in Figure H-1) that imposes requirements on the next lower layer. What are called
“requirements” may help identify which layers are affected.

Mission/
Business

FUNCTIONS

More Architecture
Abstract
COMPONENTS

More
Specific

SPECIFICATIONS

Implementation

iatf_h_1_0084

Figure H-1. Requirements Hierarchy
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What is considered a good requirement depends on where one is in the hierarchy. What remains
consistent is that requirements become more specific as one moves downward in the hierarchy
and more abstract as one moves upward. A good requirement does not jump elements of the
layers. It gives practitioners the flexibility to exercise their skills to produce better results.

Table H-1 illustrates a jump from a protection need to a specific solution. A practitioner who
uses a solution-based approach (sometimes hard to avoid) should not spend much time with
architecture or component design. A better approach would be to seek the need underlying the
design limitation and to obtain customer concurrence.

Table H-1. Requirements—Need versus Solution

Basis of Value of
Requirement | Approach

Typical Criteria Example

| need protection from
disclosure of my information.

| need KG-175 TACLANE
COMSEC devices.

Need Good Need What Abstract

Solution-based Not good Solution How Specific

Although the specifications requirements (from design to implementation) may ultimately
include a crypto-device such as a KG-175, the conceptual requirement (from architecture to
design) is transmission confidentiality. The corresponding functional requirement (from mission
to architecture) is a need to protect the information from disclosure while it is being transferred
between any two entities.

Figure H-2 illustrates the relationship between the PNE portion of ISSE and SE. Assuming that
business or mission success depends on successful information management, information
management functions (models) form the basis for information system requirements that are
consistent with the organization’s information management policy. A system architecture can be
proposed to meet the information system requirements. ISSE is indicated in Figure H-2 by the
four shaded areas. PNE is indicated by the darker shading.

Adversaries can threaten the success of the business or mission. Threats may be directed at the
information management functions and also at people, manufacturing processes, or product
management. The response to the possibility of threats to information is an Information
Protection Policy (IPP) that directs and prioritizes the response to those threats. Through system
definition, some of the elements of the IPP are allocated to the target system to become the
information system security requirements. Those requirements lead to the design of a security
architecture.

The system architecture provides a baseline definition for threats to the system or specific attacks
on it that will need to be countered by the security architecture. This appendix is concerned with
the information management functions, information threats, and the IPP part of the ISSE process
shown in Figure H-2.
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Mission/Business Function System Architecture
Information Management Functions Security Architecture
7\
g:,s:,:::s Information System
Threats Threats

Threats

Information Protection Policy

Information Management Policy

U

Information System Security Requirements

Information Management Policy

iatf_h_2_0085

Figure H-2. Requirements—Need Versus Solution
PNE supports many disciplines, programs, processes, and activities. For example—

* The Information Systems Security (INFOSEC) business.
* The SE process, which includes the ISSE process.

* The evaluation of security products, including those in which Common Criteria language
is used.

* The Department of Defense (DoD) Information Technology Security Certification and
Accreditation Process (DITSCAP).

* Risk management.

H.1.2 PNE and the INFOSEC Business

ISSE combines security disciplines, technology, and mechanisms (see Figure H-3) and applies
them to satisfy the protection needs of the customer. The result is an information system that
incorporates the security architecture and mechanisms that best meet protection needs within the
cost, performance, and schedule allowed by the customer. PNE is the ISSE customer interface
activity. SE engages the customer for the other requirements.
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Disciplines

COMSEC

COMPUSEC

OPSEC Mechanisms PNE Customers
etc. Products

Doctrine }
Standards

Methods \
Tools Systems

Technology

Crypto
Physical
etc.

iatf_h_3_0086

Figure H-3. PNE Within the INFOSEC Business

H.1.3 PNE, ISSE, and SE Process

Because ISSE is a specialty within SE, it follows the methods of that discipline. ISSE usually
works in an environment in which the customers may have their own methods or processes.
PNE is part of all ISSE activities and probably provides the biggest potential cost-saving
opportunity within the ISSE process. The security and nonsecurity benefits of PNE are
discussed in Section H.3.4. Figure H-4 depicts the six activities of the SE and ISSE process that
draw from and respond to users and customers:

* Discover Needs.

* Define System Requirements.
* Design System Architecture.
* Develop Detailed Design.

* Implement System.

» Assess Effectiveness.

In the Discover Needs activity, ISSE—

* Analyzes mission and business.
* Analyzes information management.

» Elicits data on mission capability needs, including information threatened and
information protection needs (PNE).

» Achieves stakeholder consensus on those needs, including information protection needs.
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DISCOVER ASSESS
ScovE EFFECTIVENESS

DEFINE
SYSTEM
REQUIREMENTS

DESIGN
SYSTEM
| ARCHITECTURE

PNE
DEVELOP
DETAILED
USERS/USERS’ DESIGN
REPRESENTATIVES

IMPLEMENT
SYSTEM

iatf_h_4_0087

Figure H-4. SE (and ISSE) Process

Clearly, PNE performs Discover Needs activities. The Discover Needs activity does in fact elicit
information protection needs on the basis of what harm there would be to the mission or business
if information were disclosed, modified, unavailable, or lost.

PNE is an integral part of Discover Needs. The mission and business needs include protection
needs. But the scope of PNE is limited to information management. PNE is not engaged with
either architecture or implementation.

Finally, there is a valid rationale for using the PNE “achieving user/customer consensus”
function in the ISSE Assess Effectiveness activity.

H.1.4 PNE and Common Criteria

The Common Criteria have evolved from international computer security product evaluation
criteria. The Common Criteria language is a selectable set of statements defined as security
functions and an independent set of assurance levels that describe function success. Because use
of Common Criteria is still primarily oriented toward security products, the relationship between
PNE and Common Criteria is complicated. PNE provides the information protection portion of
the mission or business description. That information may be applied to creating two types of
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Common Criteria documents, a protection profile and a security target. Because both documents
refer to a security product or system called a target of evaluation (TOE), they cannot be
completed until a system or product is designed. PNE provides Common Criteria information
for—

» Creating a description (a Protection Profile) of an organization’s protection needs for the
TOE, using mostly pre-specified functions and assurance levels—the Common Criteria
language. The Protection Profile provides a statement, independent of implementation,
of the functions and assurances the organization needs.

* Creating a description (the Security Target) of a solution after evaluating how a particular
security solution or category of solutions satisfies a particular TOE’s Protection Profile.
The Security Target, which is directly related to a TOE, explains how the TOE meets
function and assurance needs.

Figure H-5 shows the content of a Protection Profile. The PNE process provides the security
objectives. In reality, the TOE’s security functions and assurance level can be derived only from
an analysis of the organization’s requirements and threats, from which the security objectives are
drawn. The PNE security objectives are a detailed set of security services and strengths that are
prioritized by the customer. They must be translated into the language of the Common Ceriteria,
which is syntactically rigid but allows new functions to be created in the form of the language.

A Protection Profile is “an implementation-independent set of security requirements and
objectives for a category of products or systems” that contains—

 Security objectives (based on mission description, threats, policies, and assumptions).
» Description of target of evaluation.

» Security functions and assurance requirements.

* Security environment.

+ Rationale for objectives, functions, and assurances.

latf_app_h_5_h005

Figure H-5. Protection Profile

H.1.5 PNE and DITSCAP

DITSCAP, the DoD’s standard process for certification and accreditation (C&A) of information
technology (IT), provides an excellent list of things to be discovered and documented to guide
the C&A process, but it provides no clues as to how to acquire the information. This appendix
does. For DITSCAP, it is necessary to prepare and continually update a document called the
System Security Authorization Agreement (SSAA). The SSAA serves as a control document for
the security of the IT system from “womb to tomb” for both full and contingent accreditations.
In the early phases of DITSCAP, the SSAA documents the requirements, including a form of a
security policy. The DITSCAP has four phases—
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Phase 1—Definition.

Phase 2—Verification.

Phase 3—Validation.

Phase 4—Post-Accreditation.

PNE satisfies some of Phase 1 of DITSCAP. The subprocesses of Phase 1 that match PNE are
boldface in Figure H-6.

Document Mission Need-

System mission, functions, interfaces.
Operational organization.

Information category and classification.
Expected system life cycle.

System user characteristics.

Operational environment.

Conduct Registration —

* Register system; inform Designating Approval Authority (DAA).
* Prepare mission description and system identification —

» General concept and boundaries.

Prepare environment and threat description —
« Currently known threats against specific system mission.
* Prepare system architecture description.

Determine system security requirements —
« Confidentiality, integrity, availability, accountability, and assurance.

latf_app_h_6_h006

Figure H-6. DITSCAP Subprocesses of Phase 1—Definition

H.1.6 PNE and Risk Management

Risk management programs require documentation of exactly the same mission and security

needs as ISSE (see Figure H-7). The only difference is that the emphasis is assessing risks of
and improving existing systems rather than designing new systems.

H-8
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Analysis Mission Critical
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Risk Analysis

Compare &
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) Mission Impact Courses of Action
Attacks Behavior Action

Vulnerability
& Attack
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Threat
Identification &
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Mission Impact
Characterization

Community Investment in
Research & Studies

iatf_app_h_7_0144

Figure H-7. Risk Management

H.2 Overview

This section summarizes the seven major PNE procedures, but begins by addressing the
following three items—

* The characteristics expected of the PNE practitioner.
* Important acronyms.
* The types of documents that should result when the PNE process is completed.

H.2.1 PNE Practitioner Characteristics

The ideal PNE practitioner is a systems engineer or systems analyst who has—

» Familiarity with the business and mission area.
* Good communications skills.

* An information security background.

* Program management experience.

The most important asset for the PNE practitioner is the ability to approach problems with a

systems approach to problem solving. The ISSE engineer can think abstractly and can conduct
analysis on the basis of intuiting eventual results. Engineering training often forces a degree of
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detail and thoroughness that encourages engineers to use a bottom-up approach. This section
emphasizes a top-down approach for the PNE practitioner as the preferred approach. The
systems analyst can play a role identical to, or share responsibilities with, an information systems
security engineer in the PNE process.

A general knowledge of the business or mission area is not essential for the PNE practitioner, but
it does shorten the learning curve and facilitates communicating with the customer. In addition,
program management experience for systems engineers, adds value to an SE team.

H.2.2 Acronyms

The acronyms that have special relevance here are—

* IMM—Information Management Model.
* IPP—Information Protection Policy.
* ISSE—Information Security Systems Engineering (or Engineer).

H.2.3 PNE/ISSE Documents

The following documentation could result from the PNE process.

* Project Plan/Task Definition—prepared by the information systems security engineers
and briefed to the customer.

* Customer Documentation—although optional, customer documentation further
supports the project plan and task definition with details of what is expected.

* IMM-—an initial model of the eventual information system, which embodies the
important concept of least privilege.

* IPP—the latest documented set of protection needs in the form of a policy, which
represents the final result of the PNE. The policy contains a threat analysis describing
potentially harmful events and their effects. The IPP also contains a prioritized list of
needed security services.

Defining the information protection that is required can be very precise. Is the amount of detail
produced by PNE useful and necessary? Indeed it can be. When the ISSE process arrives at risk
analysis, a detailed IPP will be a sound basis for comparing what was required with what was
accomplished. A disadvantage, though, is that details may be ignored during security-
architecture and implementation, because the designers may take shortcuts and simplify the
system for good, practical reasons. In each situation the information systems security engineer
and the customer determine how much detail is needed. Further, both the customer and the
accreditor should fully understand and accept the degree of detail.
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H.2.4 Seven Procedures

PNE requires the application of seven procedures (see Figure H-8).
Approaching the
. Customer
H.2.5 Approaching the Customer
Acquiring
. . the IMM
After the initial contact, the PNE practitioner needs to understand—at
more than surface-level—the customer’s business or mission. This Least
understanding helps to build customer confidence, which is important in Privilege IMM
promoting the value of PNE to the customer’s security management
program. At this stage, the practitioner presents the customer with a Threat
budget and an analysis plan that defines specific roles and Analysis
‘bilities.
responsibilities Customer
Priorities
H.2.6 Acquiring the IMM :
Preparing
. . . . the IPP
A model is a representation of concepts with the purpose of reducing
ambiguity. The ISSE engineers eventually become familiar with various Customer
customer models, but the models will all have common information Buy-In
elements that are useful to PNE. If the customer has not constructed an —
IMM, the information systems security engineer will need to develop l-h-0.00%
one. The importance of information management is apparent from Figure H-8. Seven
Figure H-2. Modeling at this stage, which visually presents how Procedures

information is managed, includes incorporating the customer’s models
into a comprehensive IMM.

H.2.7 The Least-Privilege IMM

Information access is an IMM issue. The modeling of information management should naturally
try to define only those people or jobs that are necessary to accomplish mission or business
functions. Often, however, there is a need to review the results to redefine “necessary.” A least-
privilege revision of the IMM helps to eliminate unnecessary access to information and provides
a better baseline for threat analysis.

H.2.8 Threat Analysis

“Threat analysis” means different things to different people. In PNE, threat analysis takes into
account the information, information management, the definition of adversaries, adversary
motivation, non-malicious harmful events, and the effects of harmful events. It is important to
note that during the PNE phase of ISSE there is no definition of the system and hence no
possible notion of vulnerabilities.
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H.2.9 Customer Priorities

Providing the best information to help the customer recognize threats will result in the most
successful threat analysis. The threat analysis should be prioritized and at a level of detail that
the customer can absorb. Reactions to the threat analysis within the customer’s organization
may be diverse, which will require resolution.

H.2.10 Preparing the IPP

The IPP is a policy document (note that “policy” has as many definitions as “threat”). The IPP
lists the requirements for any solution to protect the managed information. It is a vehicle for
resolving issues by coordination (through publishing, reviewing, and commenting and
modification. The intent of PNE is to produce a very detailed IPP, covering all types of
information, user privileges, and required security services. The IPP is useful to the security
architect, who is one of the principal targets for its application.

H.2.11 Customer Buy-In

Achieving customer support of the agreement to maintain and enforce the IPP, including the
application of the resources and agents responsible for its execution, completes the PNE
procedure. Customer support of the agreement is crucial for—

* Definition of the system solution.
* Development of a security architecture consistent with the IPP.
* Development of a system consistent with the IPP and the security architecture.

The following sections provide more detail about the seven PNE )
procedures and offer ISSE strategies for planning a PNE project.
Acquiring
[J
H.3 Approaching the Customer -
Least
Probably the most critical step in any ISSE project is Approaching the Privilege IMM
Customer. Some believe that the information systems security engineer
should not talk with the customer but only with the customer’s technical AThrea!
representatives. However, if all the information systems security engineer nalysis
knows about the project is what the system engineers convey, the project Customer
will be severely handicapped. The information systems security engineer Priorities
must be grounded in the customer’s needs so it can try to satisfy them. The
engineers must explain suggested plans and services and obtain the Preparing
customer’s concurrence. Obviously, this activity is marketing and the IPP
Customer
Buy-In

iatf_h_8_0090
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contracting. It is critical that the PNE practitioner be professionally prepared by—

* Knowing as much as possible about the customer.
» Leveraging initial contacts.

* Presenting the benefits of proposed services to decision makers concisely.

Whether seeking a contract or undertaking tasks, the engineers and systems analysts must clarify
their roles and responsibilities and those of co-workers before work begins.

An important aphorism—and fact—is, in order to sell PNE, you must know PNE.
The activities in Approaching the Customer are—

* Making initial contacts.

* Learning the business and mission.

* Developing contacts.

» Selling the value.

* Planning for PNE.

+ Setting project roles and responsibilities.

H.3.1 Making Initial Contacts

The types of customer contact are—

* Technical—
— Engineering.
— Security.

* Management—
— Chief (executive, operating, information, or security) officer.
— Program/project leader.

In an IS modification or development program, the most likely initial point of contact (IPOC) for
the information systems security engineer is the customer’s technical representative—an
engineer, a software/systems administrator, or a member of the corporate security staff who
requires help in information security. The IPOC can facilitate information gathering and other
contacts within the customer’s organization. Communicating with the decision makers, whose
participation and support is critical to a successful information protection program, is especially
important.

In many instances, the customer’s system is not only defined but is also mature. Security
happens to be an afterthought, and many decisions have already been made about the purpose
and design of the system. Nevertheless, the PNE practitioner must do the homework, using the
IPOC to gain further information from the documentation or through interviews with customer

08/02 UNCLASSIFIED H-13



UNCLASSIFIED

Appendix H
IATF Release 3.1—September 2002

personnel. A prime objective is to meet with the decision makers—the DAA, Chief Executive
Officer (CEO), Chief Operating Officer (COQ), Chief Information Officer (CIO), or senior
program manager—for initial input. Obtaining approval to proceed with PNE as part of the
customer’s program will later require briefing these same decision makers on the PNE plan.

H.3.2 Learning the Business and Mission

Before discussing any tasking with the IPOC, the PNE practitioner must gather as much
customer data as possible:

* Organization.

* Objectives.

* Major functions.

* Products.

» Supporting and supported organizations.
* Future plans.

The PNE practitioner gains the confidence of the IPOC when he or she demonstrates knowledge
of the customer’s business and mission and comprehension of the customer’s information
management and protection needs.

Unless the organization has a sensitive mission or a very poor marketing division, a wealth of
information is usually available:

* Published Information: Mission statements, organizational advertising, trade and news
magazines, government directives, and the World Wide Web.

* People Networks: Team members of previous traceable projects, business and
government associates, and customer advocates.

* Current and Past Contracts or Requirements: The Commerce Business Daily,
Requests for Quote, and the Web site: <http://cbdnet.gpo.gov>. The PNE practitioner
may receive assistance from his or her own marketing division or from those who track
current and past Requests for Proposals/Requests for Quotes (RFP/RFQ) released by the
customer.

H.3.3 Developing Contacts

The PNE practitioner must build associations and trust with two valuable sources: initial
contacts, including the [POCs and the decision makers.

Initial contacts are important because of their—

* Leverage With the Decision Makers: The [POC, a friendly insider, opens the door to
the organizational network. In particular, the IPOC can work the system to make
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appointments with other needed contacts—especially busy decision makers—and knows
how to approach them. However, the practitioner should first use other contacts the
IPOC recommends before taking up decision makers’ time.

Inside Coordination: The IPOC can help make appointments, explain the purpose of
PNE, keep track of schedules, and help to build trust.

Access to Information Sources: The [POC will be a good source of information about
the project.

The PNE practitioner should have at least three sessions—other than interim reporting
meetings—with decision makers:

Briefing them on the purpose of PNE and getting their views on requirements.
Presenting the plan for providing services and getting a commitment.
Presenting the results of the PNE.

The PNE practitioner must be prepared for meetings with decision makers by—

Optimizing Available Time: Decision makers are busy; it is important to be brief and to
the point and to present a rational approach to getting the job done. One strategy is
furnishing decision makers with background material before meeting.

Scheduling Carefully: Know what needs to be accomplished and let decision makers
know what is expected of them and what resources are needed.

Defining PNE Benefits (see Section H.3,4): Build a solid case for the PNE project and
how it benefits the customer’s program.

Requesting a Decision (see Section H.3.4): At the second meeting, the practitioner
presents the PNE plan and gets a decision.

H.3.4 Selling the Value of PNE

Selling PNE requires an understanding of and a belief in its merits. An experienced practitioner
can present both nonsecurity and security PNE benefits to a customer.

The nonsecurity benefits result from in-depth analysis of the information to be managed by any
solution. The analysis results in an IMM of the workings of any solution and a detailed
definition of desired information management needs. The nonsecurity benefits of PNE
include—

08/02

A Better Understanding of Information Management. PNE analysis results in a
document that presents who manages what information using what processes or functions
(see Section H.4). This analysis nearly always appeals to managers who rarely have
thought about that aspect of their organizational activities. If the customer has done the
analysis, PNE will increase ISSE team knowledge and provide an independent check.
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* Requirements Analysis Before System Analysis Begins. The IMM is a tool for
presenting requirements to the system architect—the quality and detail of the analysis
removes most of the ambiguity. The analysis can save time and money and avoid
operational surprises.

* A Baseline for Evaluating Results. Whether constructed by the PNE practitioner or by
the customer and reviewed by the practitioner, the IMM is an important requirements
control document. For ordinary configuration control and requirements tracing, the IMM
is the baseline for evaluating the resultsl] the operational performance of the solution.

* Defining needed administrative resources. The information-centric approach naturally
leads to questions (and answers) about managing the solution and the administrative data
to make it work. In particular, the {WHO, WHAT, FUNCTIONS, PROCESSES}
approach evolves into a definition of the administration resources needed and the roles of
all of the systems administrators.

The security benefits of PNE include—

* Documentation of Threat. By categorizing information, the IMM becomes the basis for
examining threats to information. The PNE threat analysis investigates the motivation
any adversaries might have to attack the information and the likely effect of an attack.

By involving the customer, the analysis effects a realization of potential harm and of the
value of the customer’s information.

* Documentation of Policy. After recognizing the potential harm and the value of
information, the customer can arrive at decisions about priorities for protection and
security services. This part of the PNE results in an IPP that reflects the concerns and
decisions of the customer.

* Prioritized Protection. The customer’s priorities as stated in the [PP are valuable
information for the security architect who must use available resources efficiently by
allocating resources in proportion to threat.

H.3.5 PNE Project Planning

The practitioner presents a PNE plan, with a budget, to the customer. The plan must be
explained in the context of the customer’s program and should include a justification in terms of
benefits. The practitioner must show the customer the scope of the PNE effort (team and
customer) to produce an IPP together with costs and schedule. The costs include those for both
the PNE team and the required customer resources, such as IT, security, operations, and
management personnel to meet with the PNE team, review documents, and make
recommendations on policy and priorities.

The justification puts PNE in the context of the customer’s program by stressing that information
protection results from good requirements analysis. PNE benefits to the customer’s risk
management program include identifying potential losses and the potential reductions in risk. In
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addition, the resulting IPP will inform the customer about resources needed to carry out the
policy for security and administrative life-cycle security support (the IPP does not address

nonsecurity system support).

H.3.6 Setting Project Roles and Responsibilities

A project often faces obstacles if roles and responsibilities have not been assigned. Hence, the
plan must identify all players and their expected contributions and commitment to the project.

Typically, the major players are—

* Decision makers, who approve and direct the project.

» TPOCs (specifying the need for their continuing support throughout).

* Operations people (specifying the need for them to review and accept the requirements).

* Security administrators (specifying the need for them to define and coordinate support to

the eventual system).

» Certifiers and accreditors (specifying the need for their involvement from the beginning

and throughout the system’s life cycle).

e The PNE team and its resources.

Completeness is important. Individuals must be specified to fulfill every project need. After the
plan is submitted, the decision makers either accept the plan as is, request modifications, or reject

the plan.

H.4 Acquiring the IMM

Before a solution is selected, its function must be defined. It will manage
information but what information will be managed, who will manage it, and
what the managers do must be established.

This section describes the mechanics of modeling information management.
The focus is on information rather than systems because the focus of the
discipline is to produce a requirements analysis that is independent of
solutions. The requirements documented will later be used to evaluate any
proffered system solution in the ISSE process.

The topics in Acquiring the IMM are—

* Information Management and Models—The use of models is a
proven technique for defining and exchanging concepts. Systems
engineers use a variety of models as part of the design process. This
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section deals with information management, modeling techniques, and the basic IMM.

*  What the Customer Has Already Done—In the best possible scenarios, the customer
has created or is creating a model of the desired information management. The job then
requires the information systems security team to become familiar with the model. If the
customer has not created a model, the information systems security team, regardless of
the state of system development, must acquire the necessary information.

* Description of IMM—Data required by the IMM are best acquired by interviews and
from documents. The techniques used during data gathering are discussed.

¢ Other models—
— Integrated definition (IDEF).
— IDEF with buffers and release.
— IDEF modified.
— Structured analysis model.
— IMM table.

*  Why IMM is important.

H.4.1 Information Management and Models

The most primitive definition of “information management” is any method of—

* Creating information.

* Acquiring information.

* Processing information.

» Storing and retrieving information.
* Transferring information.

* Deleting information.

The word “processing” covers a broad set of manipulations of data that select, transform,
reorganize, or otherwise process the many forms of data called information. Information
management tools may be either off-the-shelf packages or custom applications.

Applying classic “structured analysis” [ Yourdan] to information management yields the model in
Figure H-9a. The basic model consists of users, processes, and information. The line connections
imply that the user employs the process to manage the information. Any model can be expanded
or decomposed into more complex models, as seen in Figure H-9b. The basic model can be
decomposed but only according to specific rules. The decompositions of interest are those that
create unique relationships among the three elements. Specifically, any deconstruction that does
not change the users or the information category is typically uninteresting because of the least-
privilege rule.
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User
Fig. a
Fig. b
Users 1
Users 2

Process
A

Process
B

L 1

Information

Information

]

latf_app_h_9_0091

Figure H-9. Information Management Model

A complex model is technical data for systems people. The PNE practitioner should not use

complex models to brief customers.

H.4.2 What Has the Customer Already Done

A good systems engineering team will have documented much of the information needed. The
PNE practitioner can discover whether the customer’s systems personnel have analyzed and
documented their systems requirements and information management. The I[POC can locate
personnel operations who can access such documentation.

In general, there are three possibilities—

* Information Management Already Modeled—Discovering information management

needs may be relatively easy because the customer has already done the work.

* Model Needs Translation—The second best situation is that the modeling has been
constructed by the customer. However, this modeling may be inadequate and require
additional information or restructuring. This situation may lead to fundamental changes
in the customer model and, under the worst conditions, changes in customer design or the

customer’s assumed risk.

*  No IMM—The PNE practitioner must do the research.

08/02
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H.4.3 Description of IMM

Another representation of the model in Figure H-9 is a table that includes users, process, and
information (Table H-2). There is also a rules column, which later will be necessary for defining
policy and user privileges; the information provided in this column may also save some work.
There are multiple users, one process, and one information category.

Table H-2. Simple Example of an IMM

T Process T Information
CEO Read, Write Corporate .
Policy
Employees Read- Management

In this example, corporate management informs employees about policy. In particular, the CEO
manages corporate policy, but employees only see the policy. (The rules can be much more
complex than those in this example.)

An important part of building the IMM is to acquire the information needed. The two methods
that work best are conducting interviews and reviewing documents. The IPOC can be relied on to
locate the documents or set up the interviews with knowledgeable customer employees.

Several interview sessions may be necessary. The PNE practitioner should always be sensitive
to—

* The Effects on Customer Operations. Minimizing the effect on the customer’s
operations requires being prepared, knowing what is wanted, and making clear requests.
Meeting with employees requires understanding that time is being taken from their other
responsibilities—many with deadlines.

* The PNE Project Schedule. Meeting with employees according to their availability is
inefficient. Realizing that not all interviewees will take the time to provide useful data in
a timely manner, the PNE practitioner should use pre-interview questionnaires. Pointing
out ways of familiarizing customers with project needs and being prepared to answer
project-related questions is beneficial.

The best way of constructing the IMM is to identify the major functions of an organization and
to decompose them into subprocesses—not only for functions directly related to products and
services but also for internal support functions that may be affected by the solution, such as
human resources, finances, business management, and research and development (R&D).

Decomposition should continue until the subprocesses yield no new subsets of users and their
information; consolidating unnecessary decompositions later would consume precious time and
effort. Typically, two decompositions to a third level are sufficient. Decomposition leads to
increased detail and complexity. The customer and the information systems security team must
determine the adequacy of definition. The customer may decide that further separation of users
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and their privileges is unproductive and may even be counterproductive in contingency
situations.

H.4.4 Other Models

The customer may have completed several other types of models such as those listed below?

* Organization models.

» Data (information about operations, services, products) models.

* Process (describe flow of activities in business processes) models.
*  Workflow (sequence of human activities) models.

* Financial (mostly spreadsheet) models.

+ Simulation (detailed representation of activities) models.

These models can be a source of information for creating the IMM. The IMM models
Organization, Data, and Process.

It is useful to compare the IMM with the IDEF model and the structured analysis model.

H.4.4.1 IDEF

The IDEF model [IDEF] is one often used in

information systems development. There are software Control
tools that produce IDEF models. The model can be ¢
modified to become an IMM. The Input Data and
. Input Data Output Data
Output Data arrows are typical dataflows. Resources — »| Process ——p
arrows typically contain reference material or even
system support data. Users and Policy/Rules are part ?
of the Control arrow. Resources
If the customer has used IDEF model, the PNE fatf_h_idef_model

practitioner will need to modify it.

The example in Figure H-10 originated from an intrusion detection reporting system. This
model, which emphasizes processes and the flows between them, consists of three processes,
three sets of users, and possibly three policies.

1 [Taylor] is the source for the bulleted items
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Collector Policy Distributor Policy
Collection ‘MP Analysis M} Distribution |
data data

T

Raw Data

Distributed
Data

iatf_app_h_10_0092
Figure H-10. IDEF Model Example

The three policies are not illustrated, but typically processing is partial—that is, only some of
the—

* Raw data are forwarded as collected data for analysis.
* Processed collected data are analyzed for distribution.
* Processed analyzed data are distributed.

The movement of collected and analyzed data between processes is what is of interest from a
security perspective. From a policy standpoint, it may be important to know what data are
shared and who authorizes the sharing. This example needs better definition of policy and
information sharing. One way to be explicit about policy is to show buffers—information
stores—for each process and insert release processes, as shown in Figure H-11.

Collectionl Release 1 Analysis 1 Release 1Distribution1

Released Released s
Raw Collected Collected Analyzed Analyzed Distributed
Data Data Data Data
Data Data

iatf_app_h_11_0093

Figure H-11. IDEF With Buffers and Release

This initial modification, an excessive decomposition, remains consistent with IDEF but is a
better representation for information management and protection. The arrow directions start to
imply some flow or access definitions. The added data stores also raise questions about the
allowable release, release controls, and sharing of data. At this point it is important for the
customer to insert any rules and information about sharing and control. Figure H-12 shows the
resulting fully modified model.
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POLICY: POLICY: POLICY:
Collection, Collection, Releasability,
Analysis Analysis, Distribution
Releasability
Collector Analyst Analyst Distributor

Collection Analysis Release Distribution

¢ .

Raw, Collected, Analyzed Data

Releasable Distributed
Data Data

iatf_app_h_12_0094

Figure H-12. IDEF Modified

The customer expresses no concern about whether the collector and analyst can manage the
combined raw, collected, and analyzed information from a security perspective. In particular,
although there may be a data-type separation, there is no need for a security separation. Also, the
customer has decided that not all of the analyzed information can be released and relies on the
analyst to decide what is releasable.

The arrow directions, important in both this and the next model, indicate the customer’s rules.
The dots replacing arrows at the ends of some lines indicate that the customer “doesn’t care.”
The analyst uses the release process to make copies available to the distributor in a separate
“releasable data” store. The distributor, using this access, distributes to the rest of the
community, maintaining a record of what was distributed. The modified model makes explicit a
policy of separation, user privileges, and data sharing; the arrowheads imply the rules.

H.4.4.2 Structured Analysis

The model in Figure H-12 can be illustrated in the traditional structured analysis format: User—
Process—Information seen in Figure H-13. This model contains the same information as the
modified IDEF model.

H.4.4.3 IMM Table

A third variation is tabular (see Table H-13), preserving all of the elements, users, rules,
processes, and information. The same information management activity has been exhibited in
the IDEF, structured analysis, and table models in Figures H-12 and H-13, and Table H-3. There
is no “correct” way to model, but all the important elements must be present.
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Note: The PNE practitioner should not attempt to use these often-complex models to brief a

UNCLASSIFIED

decision maker. They are tools only.

Collector

|

Raw

Collected Policy: C, A

Analyzed

Analyst

Release Releasable Policy: R

Distributed

|

Lo

Distributed Policy: D

iatf_app_h_13_0095

Figure H-13. Structured Analysis Model

Table H-3. Table Model of IMM

ID Users | Rules Process | Information
Read, .
Collector Write Collection Raw
Policy CA Read, . Collected
Write Analysis
Analyst Analyzed
Read Release
Read)
Analyst ( - | Release
Policy R y Write Releasable
Distributor Read Distribution
Policy D Distributor {3ead) | pistribution Distributed

() means: the action is permitted but not essential.

Annex A is an example of an IMM developed for a division of a corporation producing business
forms. The content and depth of analysis of this IMM are valuable. That IMM also includes a
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threat analysis (see Section H.6) and partially based on the same issues expressed in the
corporate IPP (see Section H.8), as seen in Annex B.

H.4.5 Why IMM Is Important

The finished product, the IMM, defines the information management to be accomplished by the
solution in the desired detail:

*  Who—Uesers, Rules.
* Does (or intends to do)—Rules, Process.
*  With what information.

With a completed IMM, the information systems security team and the customer can begin to
analyze what is and is not really necessary. It is the first stage in defining access control and
privileges. The IMM is also a baseline for threat analysis, at the desired level of specificity, and
for security services:

» Identification and authentication.
» Access control.

* Confidentiality.

* Integrity.

* Availability.

* Nonrepudiation.

In some cases the IMM will suggest to designers and customers simplifications that can be made

by consolidating similar information categories or by relaxing the rules slightly to allow
categories to be consolidated.

H.5 The Least-Privilege IMM A stomer

“Least privilege” is a security-related concept that has practical value even Acquiring
without considering specific threats to information. A generic threat might the IMM

be stated as “The more people who have access to information, the greater Loast
the probability of abuse.” This guidance document takes the following

position:

Threat
Security protection is better when only those who need access to Analysis
information are allowed access.
Customer
This section discusses aspects of modifying the IMM— Priorities
* Least-Privilege Concept—defines and explains it. PIEZ*I’S;Q
» Consolidation—demonstrates this IMM modification.
. Info.rmatlon Domains—explains how_to set them up. Customer
* Revised IMM—demonstrates completion. Buy-In
iatf_h_8_0090
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This section also discusses two types of errors that may occur when an IMM is—

* Assigning unnecessary privileges.
* Creating unnecessary separations.

H.5.1 Least-Privilege Concept

The decomposition process applied in developing the IMM accomplishes a major part of least-
privilege control: The user-process-information segments were separated with the sense of “This
set of users has some role in this process, and they manage this information.” Applying least-
privilege also sets out[]

» Services and activities limited to those who are essential to meeting responsibilities.
Under least-privilege, roles are examined more carefully and any unnecessary privileges
are removed.

» Justifiable complexity. The removal of privileges may lead to additional complexity in
system design and ultimately to user frustration. Maintaining a close relationship with
eventual users and obtaining their guidance and acceptance is very important.

Assignment of privileges stems from a Concept of Operation that associates people (users) with
their jobs (processes). Users do the job; they need the information. Table H-4 depicts an
accountant putting together financial records. The CEO, or even the CFO, probably will not
have the time to manage the information directly, but from a management perspective they can
see the big picture better. Notice that there may be an advantage to taking away the CEO’s
“write” privileges.

Table H-4. Least-Privilege Example

Process Information
CEO Read, Write i Investments
- Corporate Finance ’
Accountant Read, Write Customer accounts

H.5.2 Consolidation

Examining the IMM will often reveal unnecessary separations of (user, process, information)
categories. At this point the PNE practitioner should ask the customer to consider combining the
categories. Table H-5 shows two sets of (users, process, information) categories with everything
being equal except the information.
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Table H-5. Categories Before Consolidation

Process Information
Group Manager Read, Write Corporate Directives,
Division Manager Read, Write Management Correspondence
Process Information
Group Manager Read, Write Corporate
— - Progress Reports
Division Manager Read, Write Management

Information need not be separated for access control so these categories may be combined
(Table H-6). Later, if it is discovered that the two information sets have different threats and
security service requirements, they would be separated again.

Table H-6. Categories After Consolidation

Process Information
Group Manager Read, Write Corporate gg?r(:;)eosr;dence
Division Manager Read, Write Management Progress Reports

H.5.3 Information Domains

A unique set of [users, rules, processes, information] is an example of what DoD has defined as
an “information domain” (DoD Goal Security Architecture [DGSA]). Though this is not a
critical term, the PNE practitioner should understand the concept because it underlies the IPP.
The concept is explained further in the DGSA (see References).

An information domain is a set of unique—

*  Members of the domain—users.
* Information objects.

* Security policy identifying the relationships between members, information objects, and
the security services required to protect the objects, such as least privilege.

Table H-7 displays an example of an information domain.

Table H-7. Information Domain Example

Process Information
Administration: Group Manager Read Corporate Bg?r(:;\;)%sr; dence
Corporate Division Manager Read | Management Progress Reporté
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The PNE practitioner should watch for mistakes like read only or write only, meaning there are
no writers or no readers in the domain. In the example, someone must prepare the information,
so read only is not possible.

The rules are relatively simple; real-world policies on user privileges are more complicated.
New rules are discovered with each new application of PNE.

The set of all information domains together forms the revised IMM.

H.5.4 Revised IMM

The PNE practitioner should document and coordinate the revised IMM, also called the least-
privilege IMM, with all interested parties. Because it collects all information domains, the
revised IMM can be very detailed. The practitioner must identify the important reviewers and
their availability. As many issues as possible should be flushed out—especially with operations
personnel—before any remaining issues are sent to the decision makers.

When the revised IMM is completed, the PNE practitioner is ready for threat analysis.

H.6 Threat Analysis

Once everything the solution is supposed to do is understood in significant

detail, the information systems security team needs to investigate security, Approaching the

beginning with an information threat analysis. With the customer as the Customer

principal source for data, the PNE practitioner analyzes information threats in

each domain in the following ways: Acquiring
the IMM

* Identifying Harm to Information (HTI)—The term Harm To

Information is shorthand for harm to the mission or business _ Least
. . . . . Privilege IMM

through attacks on the information. Helping the customer identify
the most to least valuable information and the types of harm that would Threat
result if it were exploited. Likely impacts to the customer’s business Analysis
or mission will establish priorities for protection. The PNE
practitioner should ensure that all of the information domains are Customer
ranked. Priorities

* Identifying Potentially Harmful Events (PHE)—Helping the Preparing
customer identify adversaries who might harm valuable information, the IPP
the adversaries’ motivations, the type of harm they might attempt, the

.. . Customer

sources of nonmalicious threats; and helping the customer to measure Buy-In
the likelihood of each type of adversarial attack (essentially